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Abstract

The Hypertext Transfer Protocol (HTTP) is a stateless application-level protocol for
distributed, collaborative, hypertext information systems. This document defines
HTTP/1.1 conditional requests, including metadata header fields for indicating state
changes, request header fields for making preconditions on such state, and rules for
constructing the responses to a conditional request when one or more
preconditions evaluate to false.
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This is an Internet Standards Track document,
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This document is a product of the Internet Engineering Task Force (IETF). It
represents the consensus of the IETF community. It has received public review and
has been approved for publication by the Internet Engineering Steering Group
(IESG). Further information on Internet Standards is available in Section 2 of RFC
5741.

Internet Engineering Task Force(IETF)2| AH|EO0|Ct. 2A= IETF 32| &2
Ct. M 371 4EE 2ot2t2H Internet Engineering Starting Group (IESG)
QI 2rICE QUEUl HEQ| 27t &&= RFC 5741 Section 20| &Qlgh o~

E
—

[E
|

lOl_

A
f
f

N I':‘E I'|F

O|> I'-|

5 erst

0 21 2
n

Information about the current status of this document, any errata, and how to
provide feedback on it may be obtained at http://www.rfc-editor.org/info/rfc7232.
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. Introduction

Conditional requests are HTTP requests [RFC7231] that include one or more header
fields indicating a precondition to be tested before applying the method semantics
to the target resource. This document defines the HTTP/1.1 conditional request
mechanisms in terms of the architecture, syntax notation, and conformance criteria
defined in [RFC7230].
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Conditional GET requests are the most efficient mechanism for HTTP cache updates
[RFC7234]. Conditionals can also be applied to state-changing methods, such as
PUT and DELETE, to prevent the “lost update" problem: one client accidentally
overwriting the work of another client that has been acting in parallel.
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Conditional request preconditions are based on the state of the target resource as a
whole (its current value set) or the state as observed in a previously obtained
representation (one value in that set). A resource might have multiple current
representations, each with its own observable state. The conditional request
mechanisms assume that the mapping of requests to a “selected
representation” (Section 3 of [RFC7231]) will be consistent over time if the server
intends to take advantage of conditionals. Regardless, if the mapping is
inconsistent and the server is unable to select the appropriate representation, then
no harm will result when the precondition evaluates to false.
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The conditional request preconditions defined by this specification (Section 3) are
evaluated when applicable to the recipient (Section 5) according to their order of
precedence (Section 6).
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1.1 Conformance and Error Handling
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The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT,
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].
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Conformance criteria and considerations regarding error handling are defined in
Section 2.5 of [RFC7230].
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1.2 Syntax Notation

This specification uses the Augmented Backus-Naur Form (ABNF) notation of
[RFC5234] with a list extension, defined in Section 7 of [RFC7230], that allows for
compact definition of comma-separated lists using a '#' operator (similar to how the
*' operator indicates repetition). Appendix B describes rules imported from other
documents. Appendix C shows the collected grammar with all list operators
expanded to standard ABNF notation.
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2. Validators

This specification defines two forms of metadata that are commonly used to
observe resource state and test for preconditions: modification dates (Section 2.2)
and opaque entity tags (Section 2.3). Additional metadata that reflects resource
state has been defined by various extensions of HTTP, such as Web Distributed
Authoring and Versioning (WebDAV, [RFC4918]), that are beyond the scope of this
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specification. A resource metadata value is referred to as a "validator" when it is
used within a precondition.
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2.1 Weak versus Strong

Validators come in two flavors: strong or weak. Weak validators are easy to
generate but are far less useful for comparisons. Strong validators are ideal for
comparisons but can be very difficult (and occasionally impossible) to generate
efficiently. Rather than impose that all forms of resource adhere to the same
strength of validator, HTTP exposes the type of validator in use and imposes
restrictions on when weak validators can be used as preconditions.
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A "strong validator" is representation metadata that changes value whenever a
change occurs to the representation data that would be observable in the payload
body of a 200 (OK) response to GET.
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A strong validator might change for reasons other than a change to the
representation data, such as when a semantically significant part of the
representation metadata is changed (e.g., Content-Type), but it is in the best
interests of the origin server to only change the value when it is necessary to
invalidate the stored responses held by remote caches and authoring tools.
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Cache entries might persist for arbitrarily long periods, regardless of expiration
times. Thus, a cache might attempt to validate an entry using a validator that it
obtained in the distant past. A strong validator is unique across all versions of all
representations associated with a particular resource over time. However, there is
no implication of uniqueness across representations of different resources (i.e., the
same strong validator might be in use for representations of multiple resources at
the same time and does not imply that those representations are equivalent).
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There are a variety of strong validators used in practice. The best are based on strict
revision control, wherein each change to a representation always results in a unique
node name and revision identifier being assigned before the representation is made
accessible to GET. A collision-resistant hash function applied to the representation
data is also sufficient if the data is available prior to the response header fields being
sent and the digest does not need to be recalculated every time a validation request
is received. However, if a resource has distinct representations that differ only in
their metadata, such as might occur with content negotiation over media types that
happen to share the same data format, then the origin server needs to incorporate
additional information in the validator to distinguish those representations.
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In contrast, a "weak validator" is representation metadata that might not change for
every change to the representation data. This weakness might be due to limitations
in how the value is calculated, such as clock resolution, an inability to ensure
uniqueness for all possible representations of the resource, or a desire of the
resource owner to group representations by some self-determined set of
equivalency rather than unique sequences of data. An origin server SHOULD
change a weak entity-tag whenever it considers prior representations to be
unacceptable as a substitute for the current representation. In other words, a weak
entity-tag ought to change whenever the origin server wants caches to invalidate
old responses.
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For example, the representation of a weather report that changes in content every
second, based on dynamic measurements, might be grouped into sets of equivalent
representations (from the origin server’s perspective) with the same weak validator
in order to allow cached representations to be valid for a reasonable period of time
(perhaps adjusted dynamically based on server load or weather quality). Likewise, a
representation's modification time, if defined with only one-second resolution,
might be a weak validator if it is possible for the representation to be modified twice
during a single second and retrieved between those modifications.
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Likewise, a validator is weak if it is shared by two or more representations of a given
resource at the same time, unless those representations have identical
representation data. For example, if the origin server sends the same validator for a
representation with a gzip content coding applied as it does for a representation
with no content coding, then that validator is weak. However, two simultaneous
representations might share the same strong validator if they differ only in the
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representation metadata, such as when two different media types are available for
the same representation data.
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Strong validators are usable for all conditional requests, including cache validation,
partial content ranges, and "lost update” avoidance. Weak validators are only
usable when the client does not require exact equality with previously obtained
representation data, such as when validating a cache entry or limiting a web
traversal to recent changes.

2.2 Last-Modified

The "Last-Modified" header field in a response provides a timestamp indicating the
date and time at which the origin server believes the selected representation was
last modified, as determined at the conclusion of handling the request.
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Last-Modified = HTTP-date

An example of its use is
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Last-Modified: Tue, 15 Nov 1994 12:45:26 GMT

2.2.1 Generation

An origin server SHOULD send Last-Modified for any selected representation for
which a last modification date can be reasonably and consistently determined, since
its use in conditional requests and evaluating cache freshness ([RFC7234]) results in
a substantial reduction of HTTP traffic on the Internet and can be a significant factor
in improving service scalability and reliability.
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A representation is typically the sum of many parts behind the resource interface.
The last-modified time would usually be the most recent time that any of those
parts were changed. How that value is determined for any given resource is an
implementation detail beyond the scope of this specification. What matters to HTTP
is how recipients of the Last-Modified header field can use its value to make
conditional requests and test the validity of locally cached responses.

BES UHEOR 2|24 QIEIT0|A Fl0] Qs B £20| FOICh ORIT 43 AlZH of
A Jdefet £EES 3 0 A0S HHT Y 23| AIZFY HO|Ch F0{21 2420] Chf
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3 212 Last-Modified IE| TEQ| £M2PF 2212 232 310 222 HAE SE| |&
52 EIAES| I3 DO 32 0L AT 4 L7} Bt 2ol

An origin server SHOULD obtain the Last-Modified value of the representation as
close as possible to the time that it generates the Date field value for its response.
This allows a recipient to make an accurate assessment of the representation's
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modification time, especially if the representation changes near the time that the
response is generated.
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An origin server with a clock MUST NOT send a Last-Modified date that is later than
the server's time of message origination (Date). If the last modification time is
derived from implementation-specific metadata that evaluates to some time in the
future, according to the origin server's clock, then the origin server MUST replace
that value with the message origination date. This prevents a future modification
date from having an adverse impact on cache validation.
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An origin server without a clock MUST NOT assign Last-Modified values to a
response unless these values were associated with the resource by some other
system or user with a reliable clock.
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2.2.2 Comparison

A Last-Modified time, when used as a validator in a request, is implicitly weak unless
it is possible to deduce that it is strong, using the following rules:

20N SEA AR AFBEIS Last-Modified AIZHE CH23} 22 P21 AFB3I0 2
B3 223 4 gl B YAIHOR oIt

o The validator is being compared by an origin server to the actual current validator
for the representation and,
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o That origin server reliably knows that the associated representation did not
change twice during the second covered by the presented validator.
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o The validator is about to be used by a client in an If-Modified-Since, If-
Unmodified-Since, or If-Range header field, because the client has a cache entry for
the associated representation, and

o SCtO|HET}L & B0 st FHA| =S 7HA|22 Q7| 20l BSA= If-Modified-
Since, If-Umodified-Since &£= If-Range &l ZENM 220|HET} ALESta{ D &
o That cache entry includes a Date value, which gives the time when the origin

server sent the original response, and

o 3 Al FF0= JMBV 2 SEE B AlZtS AIS3h= Date 40| a0

o The presented Last-Modified time is at least 60 seconds before the Date value.

o HA|El Last-Modified A|Zt2 Date ZY2Ct 2|2~ 602 A O|CY,
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o The validator is being compared by an intermediate cache to the validator stored
in its cache entry for the representation, and
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o That cache entry includes a Date value, which gives the time when the origin
server sent the original response, and

o 3 Al FF0= FMBVL el SES B AlZtS AS3h= Date 40| a0

o The presented Last-Modified time is at least 60 seconds before the Date value.

o EAlE 2[& 4 AlZh2 R 2L 2|4 602 HO|CE

This method relies on the fact that if two different responses were sent by the origin
server during the same second, but both had the same Last-Modified time, then at
least one of those responses would have a Date value equal to its Last-Modified
time. The arbitrary 60-second limit guards against the possibility that the Date and
Last-Modified values are generated from different clocks or at somewhat different
times during the preparation of the response. An implementation MAY use a value
larger than 60 seconds, if it is believed that 60 seconds is too short.

O HMES F JHo| Cf2 SF0| SUs = SOt AMH{0| 2J5 MEEURIT S Cf 0|9
£ A|7H0| 2T, Sl 28 2 20| SHLt= Last-Modified A2t} St Date 242 7t
24 2402t AMUO| O ZFHC}. Q0|9| 602 AT ST FH| E CI2 AlA| £ Chh CI2 A

IHsHS BESICL 6027t 42 BT Tohgls

2H0f R L Last- I\/Iodlﬁed 20| MM JIsM
AL, 12 6022 2 42 AR S Z0|Ct (vay)

2.3 ETag

The "ETag" header field in a response provides the current entity-tag for the selected
representation, as determined at the conclusion of handling the request. An entity-
tag is an opaque validator for differentiating between multiple representations of
the same resource, regardless of whether those multiple representations are due to
resource state changes over time, content negotiation resulting in multiple
representations being valid at the same time, or both. An entity-tag consists of an
opague guoted string, possibly prefixed by a weakness indicator.
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_0_| "ETag" ol 2= A 22| &7 A| Z24E 2 MEl=] B0 Clfst 312 entity-
2 ABEICL entity-tags B40] BHO| A|ZI0| T2 2|AA MEf WS}, 240 BHS
SO &5 BES ZHx B4 T 5 Clo] 22l0] SUs Alac] 240 BHS
2317] 9I5 SEH FSACE entity-tagt SEH USE 2AAL2 YLD, ot

oC
S)
tag

ETag = entity-tag

entity-tag = [ weak ] opaque-tag
weak = %x57.2F ; "W/", case-sensitive
opaque-tag = DQUOTE *etagc DQUOTE
etagc = %x21/ %x23-7E / obs-text
» VCHAR except double quotes, plus obs-text

Note: Previously, opaqgue-tag was defined to be a quoted-string ([RFC2616],
Section 3.11); thus, some recipients might perform backslash unescaping.
Servers therefore ought to avoid backslash characters in entity tags.

230 0|Hol= =53 Ej7t thsHE 2AE([RFC2616], Section 3.11)= Ao Z[U7|
MZ0| YT LRz WEehAl & O| A O[HS alieh 4= QUCEH TetM MB|= E|E| Ef
9| EA+E H=2HAISHA| 240t0F BTt

An entity-tag can be more reliable for validation than a modification date in
situations where it is inconvenient to store modification dates, where the one-
second resolution of HTTP date values is not sufficient, or where modification dates
are not consistently maintained.

HAUS 25h= 20| EHSEALE HTTP Y% 2t2| one-second resolutionO| 2&32| 94
L #E0| LB SIS oH AHOIME HALLCE entity-tag® T H2IT 4 9l
Cf.

Examples:

Of|A[2:
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ETag: "xyzzy"
ETag: W/"xyzzy"
ETag: ""

An entity-tag can be either a weak or strong validator, with strong being the
default. If an origin server provides an entity-tag for a representation and the
generation of that entity-tag does not satisfy all of the characteristics of a strong
validator (Section 2.1), then the origin server MUST mark the entity-tag as weak by
prefixing its opaque value with "W/" (case-sensitive).
entity-tage ot 2SS4t £ 4ot S E £ U2, dot ASA= 7|2440I0k. &HA
7t BE30f| TSt entity-tagE AlSSt i entity-tagl| 44440| At ASAQ| 2 £4
8 DHEEAI7|R| 25t= FR(Section 2.1), ¥MHE E5Y 240 *
AE 20 entity-tagE 4t = HA|SHOF SHC (vusT)

2.3.1 Generation

The principle behind entity-tags is that only the service author knows the
implementation of a resource well enough to select the most accurate and efficient
validation mechanism for that resource, and that any such mechanism can be
mapped to a simple sequence of octets for easy comparison. Since the value is
opaque, there is no need for the client to be aware of how each entity-tag is
constructed.

% et 280l 43 ol

entity-tagQ| ¥ 22 A S
0 2{St HAHLS2 Bl wIt 2=

LSS dEld +

£ Che5t octet

/| = =

A i .
2t entity-tag7t {EH LHE[=R| & HIt QiCt

For example, a resource that has implementation-specific versioning applied to all
changes might use an internal revision number, perhaps combined with a variance
identifier for content negotiation, to accurately differentiate between
representations. Other implementations might use a collision-resistant hash of
representation content, a combination of various file attributes, or a modification
timestamp that has sub-second resolution.
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2 L
28 + UG O E oM S
A

An origin server SHOULD send an ETag for any selected representation for which
detection of changes can be reasonably and consistently determined, since the
entity-tag's use in conditional requests and evaluating cache freshness ([RFC7234])
can result in a substantial reduction of HTTP network traffic and can be a significant
factor in improving service scalability and reliability.

2.3.2 Comparison

There are two entity-tag comparison functions, depending on whether or not the
comparison context allows the use of weak validators:

Bl ZHEAEOM ofst HSAE AFEY + A=A HF0]| et &= 7H4| entity-tag Bl &

47t 9t

o Strong comparison: two entity-tags are equivalent if both are not weak and their
opague-tags match character-by-character.

N
o

o
RS

0

b5k H| 1 & 742 entity-tag?t 25 25tZ| @1 opaque-tag?t 22t E Ux|

b

o)
o]
=

n

ol

o Weak comparison: two entity-tags are equivalent if their opague-tags match
character-by-character, regardless of either or both being tagged as "weak".

L £ = Bof J2610] 2AHE B9}

][l
rr

o 2fgt
o 8'.

OFSt H|: & 7129| entity-tage= "ot Ef1 =
2% 4
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The example below shows the results for a set of entity-tag pairs and both the weak
and strong comparison function results:

L

_

Ofefl Gl A0l AM= MEIE| EfD & &gt ofeh & 2t Bl

Sk
o

9| 20tE 2% 20f £L}

4 4 4 -4 4
T T T T T

| ETag 1 | ETag 2 | Strong Comparison | Weak Comparison |

4 4 4 -4 4
T T T T T

| W/"1" | W/"1" | no match | match |
| W/"1" | W/"2" | no match | no match |
| W/ "1 | no match | match |
| "1" | "1" | match | match |

4 4 4 -4 4
T T T T T

2.3.3 Example: Entity-Tags Varying on Content-Negotiated Resources

Consider a resource that is subject to content negotiation (Section 3.4 of
[RFC7231]), and where the representations sent in response to a GET request vary
based on the Accept-Encoding request header field (Section 5.3.4 of [RFC7231]):

2el=2 A Of4H([RFC7231]2] Section 3.4)0|H GET 20| SE5t0 &= HSS
Accept-Encoding 23 34 ZE([RFC7231]9] Section 5.3.4)0] T2t &2tdl £ s 2

AAE N2HSHH

>> Request:
GET /index HTTP/1.1

Host: www.example.com
Accept-Encoding: gzip

In this case, the response might or might not use the gzip content coding. If it does
not, the response might look like:
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Lo —

0| 3%, SH2 gzip ZHI=2 RYS AMEY = UL AESHA| = o= ULt O] ¢
o S
o

>> Response:

HTTP/1.1 200 OK

Date: Fri, 26 Mar 2010 00:05:00 GMT
ETag: "123-a"

Content-Length: 70

Vary: Accept-Encoding

Content-Type: text/plain

Hello World!
Hello World!
Hello World!
Hello World!
Hello World!

An alternative representation that does use gzip content coding would be:

gzip 22 AYS AFSHE CHorH B

—

rr
ro
ro

>> Response:

HTTP/1.1 200 OK

Date: Fri, 26 Mar 2010 00:05:00 GMT
ETag: "123-b"

Content-Length: 43

Vary: Accept-Encoding

Content-Type: text/plain
Content-Encoding: gzip

...binary data...

Note: Content codings are a property of the representation data, so a strong
entity-tag for a content-encoded representation has to be distinct from the entity
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tag of an unencoded representation to prevent potential conflicts during cache

updates and range requests. In contrast, transfer codings (Section 4 of
[RFC7230]) apply only during message transfer and do not result in distinct
entity-tags.

2t 2= Y2 BHH G052 £40|22, ZHIZ QR E BHHE /et Zdt entity-
tage FHAl A4l 2 Q] 2d & FMAE S5 YAIsH| flof QARY | 2 Bl A
E|E| Ej1Q} 1HE|O{OF ST} CHRAHOZ & FY([RFC7230]2| Section 4)2 HA|A]

A& SOTH A2 =0 HIHQ| entity-tag”t L445tA| 4=Ct.

2.4. When to Use Entity-Tags and Last-Modified Dates

In 200 (OK) responses to GET or HEAD, an origin server:

GET &= HEADOI| TSt 200(201) SEOIA YIAHI:

o SHOULD send an entity-tag validator unless it is not feasible to generate one.
0 entity-tag 2SAIE 8 &+ gl= <7t OfL2tH ELHOF STt (sHoulp)
o MAY send a weak entity-tag instead of a strong entity-tag, if performance

considerations support the use of weak entity-tags, or if it is unfeasible to send a
strong entity-tag.

ihd
Rl
ol
2

QFSt entity-tagQ| AtE2 SIBFRISIHLE ASH entity-tagE ELi= 20| =

o
B2, Yt entity-tag ti4! 5t entity-tagE 2 4= UL

o SHOULD send a Last-Modified value if it is feasible to send one.

o Last-Modified /S B4 4~ QICHH ELJOF SHC} (sHouL)

In other words, the preferred behavior for an origin server is to send both a strong
entity-tag and a Last-Modified value in successful responses to a retrieval request.
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=, HMHOM MS5te 42 dM 240 Ciet 45242l SHO|A 4ot entity-tag?t Last-
Modified S 25 ELj= Z{0|C}.

A client:

=cto[AHE:

—_

o MUST send that entity-tag in any cache validation request (using If-Match or If-
None-Match) if an entity-tag has been provided by the origin server.

o AMHOIM entity-tagE ATt A2 HA| REH dAF 2 (f-Match E£= If-None-
I\/Iatch AFR)0{| M entity-tagE H4&35H0 Fi CF.(vusT)

o SHOULD send the Last-Modified value in non-subrange cache validation requests
(using If-Modified-Since) if only a Last-Modified value has been provided by the
origin server.

for

o HMHOIM Last-Modified Z2tBt Hl=5st A2, H| ot Yl 7HAl &
Modified-Since AFR)0||A Last-Modified 2tS 4351 0F S} sHoulp)

g dA 2F(If-

o MAY send the Last-Modified value in subrange cache validation requests (using If-
Unmodified-Since) if only a Last-Modified value has been provided by an HTTP/1.0
origin server. The user agent SHOULD provide a way to disable this, in case of
difficulty.

o0 HTTP/1.0 ¥ MHO|Al Last-Modified 22t A5t A< ot H| Al fREH HAI 24
(If-Unmodified-Since AFR)0f|A] Last-Modified Z4S LS 4 QUCH vay) HHE E, At
82} 00| E+= O|E H|gdste 4~ U= YHE A&l 0F SHCE. (sHouLp)

—

o SHOULD send both validators in cache validation requests if both an entity-tag
and a Last-Modified value have been provided by the origin server. This allows both
HTTP/1.0 and HTTP/1.1 caches to respond appropriately.

o entity-tag®} Last-Modified 2t0] 25 &MHO| 2lat AlSsE 832 WAl R=d dAl 2F
OlM & HASAE EL{of SiCt. 0| Sall HTTP/1.0 L HTTP/1.1 ZHAI7t 25 HHstA &

C A
SR
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3. Precondition Header Fields

This section defines the syntax and semantics of HTTP/1.1 header fields for applying
preconditions on requests. Section 5 defines when the preconditions are applied.
Section 6 defines the order of evaluation when more than one precondition is
present,

O MMM 2H0| HHZAS 2B31| Y3t HTTP/1.1 3] WEQ| 723} 00|28
o|3ITt Section 5= MAHZI0| HBE= A7|Z FOIBICE Section 62  0[40| A2
20| 2243 wo| TWot &AM S Holsict

=2 O—

3.1. If-Match

The "If-Match" header field makes the request method conditional on the recipient
origin server either having at least one current representation of the target resource,
when the field-value is "*", or having a current representation of the target resource
that has an entity-tag matching a member of the list of entity-tags provided in the
field-value.

"If-Match” 81| L= 20| 5L} O|AYO| At 2]AA0| SR EFE J}R| ALY, field-value
7 "« @ff, E£= field-valued| A& E entity-tag 2= 2| A} AX|5H= entity-tagZ7t
= U 2AAE S HEE 7HA|0 US O, £4AZ FMBOM 28 HMESE ZHAC=Z
Or=CF

An origin server MUST use the strong comparison function when comparing entity-
tags for If-Match (Section 2.3.2), since the client intends this precondition to
prevent the method from being applied if there have been any changes to the
representation data.

M= If-MatchOi| Cist entity-tag(Section 2.3.2)E B|w &t off 2t H|w 45
OF StCt.(vust) 22t0|AE= HH H|0[E0] HEFO| Y= FF A HMEZ A& Z

ot7| @It O] WA= S S=3HOF Sttt
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[f-Match = "*" / 1#entity-tag

Examples:

Of| A=

lf-Match: "xyzzy"
[f-Match: "xyzzy", "r2d2xxxx",
[f-Match: *

c3piozzzz"

If-Match is most often used with state-changing methods (e.g., POST, PUT, DELETE)
to prevent accidental overwrites when multiple user agents might be acting in
parallel on the same resource (i.e., to prevent the "lost update" problem). It can
also be used with safe methods to abort a request if the selected representation
does not match one already stored (or partially stored) from a prior request.

If-Match= =242 AtEA} Of|0|HETL Yot 2|2AS HE=2 4
2AIE YAlst7| flof) R AT LAl5H| e
PUT, DELETE)O| 7+& E'g*O cEot
2202 2NE Z1} &
Ct.

An origin server that receives an I[f-Match header field MUST evaluate the condition
prior to performing the method (Section 5). If the field-value is "*", the condition is
false if the origin server does not have a current representation for the target
resource. If the field-value is a list of entity-tags, the condition is false if none of the
listed tags match the entity-tag of the selected representation.

If-Match 5|5 EEZ 415t M= O HMEE $™5H7| Hof| 2HS B7t6OF SHot,
(usT) (Section 5) field-valueZt "*"Ql AL, HAMEHO]| CHAM 2|AA0| CHSE S HA|Zt Q=
A 2HE HAIO|Ct, field-value?t entity-tag 25Q A2, LIEE Ef1] & MEHE HF
entity-tag@t Lz|5tH= EfV} Qe B RAS AHRo|C}

An origin server MUST NOT perform the requested method if a received If-Match
condition evaluates to false; instead, the origin server MUST respond with either a)
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the 412 (Precondition Failed) status code or b) one of the 2xx (Successful) status
codes if the origin server has verified that a state change is being requested and the
final state is already reflected in the current state of the target resource (i.e., the
change requested by the user agent has already succeeded, but the user agent
might not be aware of it, perhaps because the prior response was lost or a
compatible change was made by some other user agent). In the latter case, the
origin server MUST NOT send a validator header field in the response unless it can
verify that the request is a duplicate of an immediately prior change made by the
same user agent.

2AE [f-Match 2240| Azlez TIteE 4L AMH

O, Tl A=

a) 412 (Precondition Failed) MEf ZE £=

b) HEf HE0| 2= S0|0{ Ca 2| A0 AR HEHO|M 2|S HEf7t 0[0] Bt =l A

MBIt &Ql5t= B2 2xx(Successful) &Ef ZE F StLEZ S ESBHOF ST (musT)

(i.e., AFEA} O O] MEOA 245t HEE 0[0] 53T ALH SHO| & AAL CHE
o

C
AE2} O0]HMEO]| Ofsf =2t Vtset HEF0| O|FOIXV| WZ0l| AHEAt O|0]HE= O|F &

—

¥ HME

rr
i

TSR GEOtof 5f

ujo

Ao 32, dMH= 2F0| Lot ArEA} 0] E| ofsl O[F0{2l SA| O] HEARY
A

of, SHOll U= BSAtsE EES dSsliA= ¢ 2lCh.ustnon

The If-Match header field can be ignored by caches and intermediaries because it is
not applicable to a stored response.

If-Match 3] EE= A& SEO A= A| ei7] W20l FHAI2E S7HA00| 2fsl FAIE 4
oIC}
AN .

3.2. If-None-Match

The "lf-None-Match" header field makes the request method conditional on a
recipient cache or origin server either not having any current representation of the
target resource, when the field-value is "*", or having a selected representation with
an entity-tag that does not match any of those listed in the field-value.

"If-None-Match" 3l|Cf 2E& T 2|AA0] CHet 0= StLt A HS 71X /A
Lt, e 20| "+" A ©ff, &£= field-valued]| LIZZl entity-tag S 22| U} 0| 5
StA| @i= entity-tag2 MEAEl HHZS 71X 10 YR| &FS W, 412} FHA] EE= & AHO|
Y HMES UM = Q=L



A recipient MUST use the weak comparison function when comparing entity-tags
for If-None-Match (Section 2.3.2), since weak entity-tags can be used for cache
validation even if there have been changes to the representation data.

2 AZH= [f-None-MatchOfl CHEF entity-tagE H|mE o 25t H|W &2 ALRSHOL
F.omusn) (Section 2.3.2) H3 H|O|E{7t HAEZ B0 25t entity-tags ?
[ofl AFREt 4 97| W20l

in
>
30
fol
0x
oY rol

>

If-None-Match = "*" / 1#entity-tag

Examples:

oA 2:

If-None-Match: "xyzzy"

If-None-Match: W/"xyzzy"

If-None-Match: "xyzzy", "r2d2xxxx", "c3piozzzz"
If-None-Match: W/"xyzzy", W/"r2d2xxxx", W/"c3piozzzz"
If-None-Match: *

lf-None-Match is primarily used in conditional GET requests to enable efficient
updates of cached information with a minimum amount of transaction overhead.
When a client desires to update one or more stored responses that have entity-tags,
the client SHOULD generate an If-None-Match header field containing a list of those
entity-tags when making a GET request; this allows recipient servers to send a 304
(Not Modified) response to indicate when one of those stored responses matches
the selected representation.

If-None-Matche 2|ATHo| EZHZHM QHGER FHA|El EE S840 =2 c'j.*_lﬁg o 9,15
5 AR GET 230 =2 AIEECT. 220U ET} entity-tagE 71

SHE dilotzt & off, S20|UE= GET 234 Al s entity-tag?| EEO| EEE_I If-
None-Match a5 ZEZE M/dsliOF SHCt.sHoup)y O|Z A st AR {7} 304(Not
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Modified) 8&S 2U aig A& S S stiv dEiE BEola L2[g WS et & U
Ct.

If-None-Match can also be used with a value of to prevent an unsafe request
method (e.g., PUT) from inadvertently modlfylng an existing representation of the
target resource when the client believes that the resource does not have a current
representation (Section 4.2.1 of [RFC7231]). This is a variation on the "lost update”
problem that might arise if more than one client attempts to create an initial
representation for the target resource.

2IO|AHEE 2|AAT A BHE 7R UR| ¢t
HAME(e.g., PUT)S

oerel @ If-None-Match& " ="
CHAL a|3,\_/\__| 7|2 Bl AI/\E A

4 CH
St2| RIS & 4= ACH([RFC7231]2] Section 4.2.1). Ol & 0|42 S2t0|¢UET} Y
o 2|aA0 Ciet 27 BolS 2ot A= 32 LU 4+ As "dul &2 2A0 tf
of #ato|Ct

An origin server that receives an If-None-Match header field MUST evaluate the
condition prior to performing the method (Section 5). If the field-value is "*", the
condition is false if the origin server has a current representation for the target
resource. If the field-value is a list of entity-tags, the condition is false if one of the
listed tags match the entity-tag of the selected representation.

If-None-Match 3| ZEE $£AlISH= JHH'I HMEES £3l517| 0| 2HS "ItsHOF ot
Ct.ovusT) (Section 5) field-valueZt "x"Ql AL, AMHH 7} ChAF 2|AA0| CHSH S EEES 7t
2|1 Q= AL RHE AHRIO|CE field- value7f entity-tage| 250l AL, LI¥E Ej1 2 5t

Li7} MEHEl B3 0| entity-tagt L& ZR 1 2AHES 2HA0|C,

An origin server MUST NOT perform the requested method if the condition
evaluates to false; instead, the origin server MUST respond with either a) the 304
(Not Modified) status code if the request method is GET or HEAD or b) the 412
(Precondition Failed) status code for all other request methods.

M= 20| HRASZ HIE AR QUL HMES £l = QF &0 vust nom); CHAL,
a) 22 A EJ} GET &= HEADO|® 304 (Not Modified) AlEj 2E=Z £ =
b) 7|Et 2& 2 KM E0| ChsH 412 (Precondition Failed) A€l 2E2 SEH5H{0f

rol

tCt.

Requirements on cache handling of a received If-None-Match header field are
defined in Section 4.3.2 of [RFC7234].
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£ AEl |f-None-Match 8| ZEQ| FHA| 2| LAHE [RFC7234]2] Section 4.3.20{ A2
£[0f ULt

3. If-Modified-Since

The "If-Modified-Since" header field makes a GET or HEAD request method
conditional on the selected representation's modification date being more recent
than the date provided in the field-value. Transfer of the selected representation's
data is avoided if that data has not changed.

"[f-Modified-Since" 5|4 BE= MEHEI 9| £~HLUO| field-valuel|| AlsE ERIELH H
ZAIRI AE RUCZE GET F= HEAD 23 MM E % Ot=Ct SOl 7} HEE[R]| &2 BS
MEHEl HS HO|Ee| AESS ]1I°PEF

If-Modified-Since = HTTP-date

An example of the field is:

29| of=:

If-Modified-Since: Sat, 29 Oct 1994 19:43:31 GMT

A recipient MUST ignore If-Modified-Since if the request contains an If-None-Match
header field; the condition in If-None-Match is considered to be a more accurate
replacement for the condition in If-Modified-Since, and the two are only combined
for the sake of interoperating with older intermediaries that might not implement If-
None-Match.

AMZH= 20| If-None-Match 3|5 HEE ZS6HCHH [f-Modified-SinceE BHEA| 2A|
OF Bt} (vusT) If-None-Match@] ZZ42 If-Modified-Since A ELC} G 2 &6t 22

TN
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2t=g0], £ ZAL f-None-MatchS T8I512| 98 4 U O E7ztelel 45 224
o o O}
=2 T [

A recipient MUST ignore the If-Modified-Since header field if the received field-value
is not a valid HTTP-date, or if the request method is neither GET nor HEAD.

L A2H= =AIE field-valueZt &% HTTP-dateZt OtL AL, @™ IMETE GET E&=
S

f O
HEADZ} Ot B2 If-Modified-Since 5i|&f EEE BEEA| FA[SHOF ST (musT)

A recipient MUST interpret an If-Modified-Since field-value's timestamp in terms of
the origin server's clock.

ol
ol

£AZHE M B o] 22102 |f-Modified-Since field-value2| EfQUAEIT S HIE A|
OF ST} (musT)

4

H

If-Modified-Since is typically used for two distinct purposes: 1) to allow efficient
updates of a cached representation that does not have an entity-tag and 2) to limit
the scope of a web traversal to resources that have recently changed.

If-Modified-Since= ZEHH 22 & 712|Q| 25| = S22 AFZ =,
1) entity-tag Gl= 7HAIE BYE 28422 YUY &+ A== &5t
2) d Eclitdol HRlE 220 HEE 2|AAZ A|ekoltt.

When used for cache updates, a cache will typically use the value of the cached
message's Last-Modified field to generate the field value of If-Modified-Since. This
behavior is most interoperable for cases where clocks are poorly synchronized or
when the server has chosen to only honor exact timestamp matches (due to a
problem with Last-Modified dates that appear to go "back in time" when the origin
server's clock is corrected or a representation is restored from an archived backup).
However, caches occasionally generate the field value based on other data, such as
the Date header field of the cached message or the local clock time that the
message was received, particularly when the cached message does not contain a
Last-Modified field.

Al ALl A8 B2, Al EetH 22 FHAIE HIAIR]|Q] Last-Modified BE S AtE
St0] If-Modified-Since2| BE ZtE AETCE 0 S22 AlAI7t MU= S7|etE A EUAA
Lt MB7 Z 2ot EfRIARMIT YR[T F4ote s eIt FR(FMHL| AAE +E5t7HLEE
2 AN B0 SA-E Mff "AjZt £|F2]7]"2 20|= OpA|9 8 RS 24| WEol)
of Bl 718 d=2& 7tsotth. 2Lt 7HAl= 7HAIE BIAIZ|2] Date 5i|E| E= E= OfjA|
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A7t 418 2 A A2t 22 CHE HI0[§0f 7|85t BE 22 ddstes 397t U=
o, £3] 7HAIE D A| 2|0 Last-Modified BE7F Z8H=|O QUR| 942 F<O0[Ct

When used for limiting the scope of retrieval to a recent time window, a user agent
will generate an If-Modified-Since field value based on either its own local clock or a
Date header field received from the server in a prior response. Origin servers that
choose an exact timestamp match based on the selected representation's Last-
Modified field will not be able to help the user agent limit its data transfers to only
those changed during the specified window.

IE 2l AlZHHZ A[ot5t7| floh AFE S B2, AFEAL MO|MEE= AtA| 22 A[A E
SHoz MHEZEEE 415t Date 8|4 ZE0|| 7|8tSH If-Modified-Since ZE 22
I MEHZ] H3F0| |ast-Modified ZEE 7|02 X 5+5} EfQIAEHI Q2|2 MEHS}
= AFEZ} OO|HED} A El 7|2t St HAE GO|E{ 20t G|0[E] MEE A|etst
|2 4= giS AO|Ct,
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An origin server that receives an If-Modified-Since header field SHOULD evaluate
the condition prior to performing the method (Section 5). The origin server
SHOULD NOT perform the requested method if the selected representation's last
modification date is earlier than or equal to the date provided in the field-value;
instead, the origin server SHOULD generate a 304 (Not Modified) response,
including only those metadata that are useful for identifying or updating a
previously cached response.

£

If-Modified-Since 3| HEE £4I5t= M= HMEZ +=™5H7| 0| 2HE Ht6
StCt.sHoup) (Section 5) MEAEl HHO| ORR|Qh 4 IRV HE ZH0)| AlSE HREC) b
ENL ZoW MY 2 E HAMEE £3USHR| @LOIOF SHH; sHouwp nom) CHA!, A H =
O|dol 7HAIE SEES AldstALL ALlstE O 28 HEHH OB 8 Lat5t0 304 (Not
Modified) &2 AM4dal{0F St} (sHouLp)

Requirements on cache handling of a received If-Modified-Since header field are
defined in Section 4.3.2 of [RFC7234].

+2lE I--Modified-Since &l BE9| 7HA| 22| 242 [RFC7234]2] Section 4.3.20{ g
O|=|0f ULt

3.4. If-Unmodified-Since
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The "If-Unmodified-Since" header field makes the request method conditional on
the selected representation's last modification date being earlier than or equal to
the date provided in the field-value.

"If-Unmodified-Since" 3|t BE= MEIE BHFO| DRR|S £+ LS field-valueld| AlSE
SREC} O[M e 22 IRZE U2 RY HMES TELL

This field accomplishes the same purpose as If-Match for cases where the user agent
does not have an entity-tag for the representation.

O] HE= ALZA} OO|MEO| B0 Cfst entity-tag?t Sl 8% If-Match2t st 54

—

[f-Unmodified-Since = HTTP-date

An example of the field is:

Zeol o=
[f-Unmodified-Since: Sat, 29 Oct 1994 19:43:31 GMT

A recipient MUST ignore If-Unmodified-Since if the request contains an If-Match
header field; the condition in If-Match is considered to be a more accurate
replacement for the condition in I[f-Unmodified-Since, and the two are only
combined for the sake of interoperating with older intermediaries that might not
implement If-Match.

LA 2F0| If-Match &l WEE ZEHSHCHH If-Unmodified-SinceES BFEA| FAIGH
OF StCt (musn): If-MatchQ| 22 If-Unmodified-Since 2H ECt 4 A&st HAHS2 715
o, & RUE If-MatchE F8I5tA| EE = U= 0| SHARte| 45 2EHE ¢

At
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A recipient MUST ignore the If-Unmodified-Since header field if the received field-
value is not a valid HTTP-date.

un 4>

MAp= A1l field-valueZt R &8t HTTP-date”} OFL|®H If-Unmodified-Since &G ZE
HEC A| S AISHOF BT (vusT)

—

A recipient MUST interpret an If-Unmodified-Since field-value's timestamp in terms
of the origin server's clock.

LA HMH O 2o 2 If-Unmodified-Since field-valueQ| EfJUAEBIITE BEC A| G4
HOF SFCF. (vusT)

[e][]

If-Unmodified-Since is most often used with state-changing methods (e.g., POST,
PUT, DELETE) to prevent accidental overwrites when multiple user agents might be
acting in parallel on a resource that does not supply entity-tags with its
representations (i.e., to prevent the "lost update" problem). It can also be used with
safe methods to abort a request if the selected representation does not match one
already stored (or partially stored) from a prior request.

If-Unmodified-SinceOll= 0i2 AFEZ} O|O|HETF B} S| entity-tagE AlSotA| &=
2 AN (S, "HA AT BAHE BER|5H7| lol)0lA FEZ AT 1 LEAQI HO{MAV|E |
2|5t7| 2|3l AEf HE DA E(e.g., POST, PUT, DELETE)O]| 72 BO| AFREICH S MEH
2l H30| 0| QYOM 0|0] A (Es BE2HoZ A2 E A0t Lot A2 F P tAst

HMEZ 288 SHL & UCh

An origin server that receives an If-Unmodified-Since header field MUST evaluate
the condition prior to performing the method (Section 5). The origin server MUST
NOT perform the requested method if the selected representation's last
modification date is more recent than the date provided in the field-value; instead
the origin server MUST respond with either a) the 412 (Precondition Failed) status
code or b) one of the 2xx (Successful) status codes if the origin server has verified
that a state change is being requested and the final state is already reflected in the
current state of the target resource (i.e., the change requested by the user agent
has already succeeded, but the user agent might not be aware of that because the
prior response message was lost or a compatible change was made by some other
user agent). In the latter case, the origin server MUST NOT send a validator header
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field in the response unless it can verify that the request is a duplicate of an
immediately prior change made by the same user agent.

f—

If-Unmodified-Since &l|tf ZEE Alste FAHE HAES £aisty| Mol 2HS B2
SHOF SFCE (vusT (Section 5) AMENE| B3{0| OFR| 2 2 SRV} field-valued| AHZE YR
o 229 3% AMHE 2 E HMES ~AstA| ¢0t0k 5, tidl AMB=
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The If-Unmodified-Since header field can be ignored by caches and intermediaries
because it is not applicable to a stored response.

If-Unmodified-Since sl LE= &= SHO| A2 £
off FAIE £ QT

£Q

7| w20l FHAl 2 S 1A 2

3.5. If-Range

The "If-Range" header field provides a special conditional request mechanism that is
similar to the If-Match and If-Unmodified-Since header fields but that instructs the
recipient to ignore the Range header field if the validator doesn't match, resulting in
transfer of the new selected representation instead of a 412 (Precondition Failed)
response. If-Range is defined in Section 3.2 of [RFC7233].

"If-Range" oﬂE‘I = E If-Match 2 If-Unmodified-Since 3|5 LEQ} QAIS

7t Uz|5tR| 42 AR £AIZ0|Z| Range &G HEE 2A|SHE2 X|A|SH= &
Y 0AHUS S A3 f04 412 (Precondition Failed) 2& CHAl |2 MEAZ F
Ct. If-Range= [RFC7233]2] Section 3.20]] H2Q|%|0f QIC},
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4. Status Code Definitions
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4.1. 304 Not Modified

The 304 (Not Modified) status code indicates that a conditional GET or HEAD
request has been received and would have resulted in a 200 (OK) response if it were
not for the fact that the condition evaluated to false. In other words, there is no
need for the server to transfer a representation of the target resource because the
request indicates that the client, which made the request conditional, already has a
valid representation; the server is therefore redirecting the client to make use of that
stored representation as if it were the payload of a 200 (OK) response.

304 (Not Modified) AEj ZE= ZHE
SENZt AN 2 BIE[A] QEUACHH 2 =, 24 4SS
ZURZ ot S20|AET} 0|0 R& SS LIEILY| THE0] AE7} CHA
2| A0 BHHES AES TRUt QICt et M= AEE HHEES 200(0K) SEQ| mo|=2
EQI AXEH ARSHESF S20|HEE 2|0l Esta QIO

ET (2= HEAD 230| Y+E[ASS LIEH,
C H Alﬁ% Z.\|0||:|.' = Ei-l% oxe
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The server generating a 304 response MUST generate any of the following header
fields that would have been sent in a 200 (OK) response to the same request:
Cache-Control, Content-Location, Date, ETag, Expires, and Vary.

304 SES MHste M= 5ot 240 st 200(0K) 822 MEE 2 5H BE
= LS A8l 0F ST vust: Cache-Control, Content-Location, Date, ETag, Expires

Since the goal of a 304 response is to minimize information transfer when the
recipient already has one or more cached representations, a sender SHOULD NOT
generate representation metadata other than the above listed fields unless said
metadata exists for the purpose of guiding cache updates (e.g., Last-Modified might
be useful if the response does not have an ETag field).

w

04 SEC| FH= £4IAH0|0] stLt O] ¢2f FHA|El S 7HA|A QS W 2 HES 2|
Si5t= A0|12=2, LR = A S QLS| 2o A5E HIEHHO[E{ 7t ZAHSHA| §i=
Flol| LIEE EE 0[2[of Had HEIH0E S d-daiM= 2F ECf.sHou nom (e.g., ETag
EE 7R A 2 8HO| US 82, Last-Modified?t & 4= UCH

ne ot b>
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Requirements on a cache that receives a 304 response are defined in Section 4.3.4
of [RFC7234]. If the conditional request originated with an outbound client, such
as a user agent with its own cache sending a conditional GET to a shared proxy,
then the proxy SHOULD forward the 304 response to that client.

304 8EE 45t 7HAIS] 242 [RFC7234]2] Section 4.3.40] H2|=[0f ATt UL
20| 22| FHAIZ 712 AFEAL OO|HET S/ BHA0| 2UF GETE ElUi= A2t
2 OfRHIZE S20[AEO|M LUt 2, Z2A|= 304 SHE dlig S2H0|UE0 M
OF ot

A 304 response cannot contain a message-body; it is always terminated by the first
empty line after the header fields.

304 S HAIZ| 222 EEHE 4 9100, §|C T Fof s X R ¥l S0 /5] At
zzsict

4.2. 412 Precondition Failed

The 412 (Precondition Failed) status code indicates that one or more conditions
given in the request header fields evaluated to false when tested on the server. This
response code allows the client to place preconditions on the current resource state
(its current representations and metadata) and, thus, prevent the request method
from being applied if the target resource is in an unexpected state.

412 (Precondition Failed) &€ == MO A EﬂAE%E o 24 3l ZEo| =02l 5Lt
O|&te| ZZ10| HAICZ HIIL|/YSS LIEHHTt 0] SH DE= S2l0|HEI A 2[an
AEH(EZ H L DEHH|O|E)0| A ZAS & & UEF otE=2 U 2|AATH07]%] et
HEiY 3% 24 HAMEI AEL=A22 FE 9H0tof of

Ct.
5. Evaluation

Except when excluded below, a recipient cache or origin server MUST evaluate
received request preconditions after it has successfully performed its normal request
checks and just before it would perform the action associated with the request
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method. A server MUST ignore all received preconditions if its response to the same
request without those conditions would have been a status code other than a 2xx
(Successful) or 412 (Precondition Failed). In other words, redirects and failures take
precedence over the evaluation of preconditions in conditional requests.

Or2Hof| A2l BRE AM2I5t, #42t FHA| E= FMHE &2 2 &l 4332
2 LUE $ 2 HMEQ} AHE RS S| AU SAEH 2F HAH2AS Gt
OF BIC. MBE{7t O|218t =22 Glo| Yot 2¥0| SE X0l 2xx (Successful) E£= 412
(Precondition Failed)?} Ot &El ZEY B2, #UlE ZE dAH=2AS FAISHOF BHCE.

o '
musT) =, 2T Y| HA|=A HIHLECL 2|CO|AEet HTH7t R/dotC,

A server that is not the origin server for the target resource and cannot act as a
cache for requests on the target resource MUST NOT evaluate the conditional
request header fields defined by this specification, and it MUST forward them if the
request is forwarded, since the generating client intends that they be evaluated by a
server that can provide a current representation. Likewise, a server MUST ignore the
conditional request header fields defined by this specification when received with a
request method that does not involve the selection or modification of a selected
representation, such as CONNECT, OPTIONS, or TRACE.

CHed 2| AA0] AMB 7L OIL22 Ty 2|AA0| 29| A A= & 4 gle MH= 0 F
Mol ofslf Yolel 2UF 23 o EES F7teiM e ¢ |0, mustnon 20| AEE|TH B
EAl 208 23 3t BESS WEHOF Stht.vust Ydsts S2H0[AEE 028 2¥2
MBS Al o+ Us AHOf 25 BVt A22 25| WZ0|Ch ORZIAIZ, M
= CONNECT, OPTIONS = TRACES} 20| MEAE B3HO[ MERO|LL =4S 4-HI5HA| §i=

LY HMEZ 240 o o] BMof ofsh FolE 2UF 23 ot B=S FA[6HOF
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Conditional request header fields that are defined by extensions to HTTP might
place conditions on all recipients, on the state of the target resource in general, or
on a group of resources. For instance, the "If" header field in WebDAV can make a
request conditional on various aspects of multiple resources, such as locks, if the
recipient understands and implements that field ([RFC4918] Section 10.4).

AR AHH O 2 THA 2
0 WebDAVQ| "If" 3| L
Chs 2lAaA0] CHYSH =X

=
o /|

Although conditional request header fields are defined as being usable with the
HEAD method (to keep HEAD's semantics consistent with  those of GET), there is
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no point in sending a conditional HEAD because a successful response is around the
same size as a 304 (Not Modified) response and more useful than a 412
(Precondition Failed) response.

£ 23 &l HE= HEAD IME(HEADS| 2|0|2a GETL| 20|21} Yadg FAlst
7| lsf)2t A AIEE & U= A= Fol[X|P, 4542 SEHE 304 (Not Modified)
SEI Aol Z11 412 (Precondition Failed) SEECH O 517 W20], 20| ZUEL
o|0[7} BiCt.

. Precedence

When more than one conditional request header field is present in a request, the
order in which the fields are evaluated becomes important. In practice, the fields
defined in this document are consistently implemented in a single, logical order,
since "lost update" preconditions have more strict requirements than cache
validation, a validated cache is more efficient than a partial response, and entity tags
are presumed to be more accurate than date validators.

H2Ich A

—

230) S 0|40 ZAL 23 &|E WCIt US O WEIL Botgls &M% ER X
0|3l Q1250
St

a [
A= O] EMOIM Folet BEE A =g HAELD "dal &4 A =U0| T
dSE AL 22 SHEC 2840[0], E[E| E{7} SR HSAEL & Y&te
FY&|7| Wh20f StLtef =2 =AM 2 Y7 Sl
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ANo=z

A recipient cache or origin server MUST evaluate the request preconditions defined
by this specification in the following order:

AR Al EE= HMH = O] HAM|O| oo Mol R HARHE CHE &=A1=2 H7It6HOf St
Ct.ovusT)

1. When recipient is the origin server and If-Match is present, evaluate the [f-Match
precondition:

1. 2= AIZ}7F 2AMB{ 0] 2 If-MatchZt US ©f If-Match ZAH 2 H4ES HItstct,

if true, continue to step 3

37



* M B2 3CHA|= A& RISt
* if false, respond 412 (Precondition Failed) unless it can be determined that the
state-changing request has already succeeded (see Section 3.1)
* HAY 22, AE HE 20| 0|0] YTt THEker 4~ Ql= Bt 412 (Precondition
Failed) 2&6ICH(Section 3.1 2R).
2. When recipient is the origin server, If-Match is not present, and If-Unmodified-
Since is present, evaluate the If-Unmodified-Since precondition:
2. A7 AMBO|GY, If-Match7t 22452 ¢4, If-Unmodified-SinceZt US HL, If-
Unmodified-Since A2 A:
* if true, continue to step 3
* 22 F2 3EHR 24 2

* if false, respond 412 (Precondition Failed) unless it can be determined that the
state-changing request has already succeeded (see Section 3.4)

* HAY AL, MEf HE 20| 0|0] Hd=3UCE Thetet 4~ Si= St 412 (Precondition
Failed) S&StCHSection 3.4 2R).

3. When If-None-Match is present, evaluate the If-None-Match precondition:

3. If-None-Match?} 92 © If-None-Match AAH| R4S IS}

*

if true, continue to step 5

*

Y B S5THAZ A% 2

*

if false for GET/HEAD, respond 304 (Not Modified)

*

GET/HEADO| s HA Y 32 304 S E (Not Modified)
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* if false for other methods, respond 412 (Precondition Failed)

* 7|EF HIMEO| CHalf HAIY B2 412 & (Precondition Failed)
4. When the method is GET or HEAD, If-None-Match is not present, and If-
Modified-Since is present, evaluate the If-Modified-Since precondition:
4. ME?Z GET £= HEADY f, If-None-MatchZt 223tA| &2, If-Modified-SinceZ}t
2 uf, If-Modified-Since:

* if true, continue to step 5

« 2 AR 5HAZ AL Y

* if false, respond 304 (Not Modified)
* HAIY AL 304 S (Not Modified)
5. When the method is GET and both Range and If-Range are present, evaluate the
If-Range precondition:
5. A E7F GETO| T Range®} If-Range?t 25 Y ff If-Range HAH|RHS IS}
* if the validator matches and the Range specification is applicable to the
selected representation, respond 206 (Partial Content) [RFC7233]

* ASA7F L[5t Range FAM|7F MEdE BEHO| ME Tts
Content) [RFC7233]

rol

P22, & 206(Partial

6. Otherwise,

* all conditions are met, so perform the requested action and respond according
to its success or failure.
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Any extension to HTTP/1.1 that defines additional conditional request header fields
ought to define its own expectations regarding the order for evaluating such fields
in relation to those defined in this document and other conditionals that might be
found in practice.

F7t 2U8 24 ot EES Yofst= HTTP/1.129| 2142 O] 2AM0f ol 2= & 24|
M EHE 4 Js 7[8F 241 HHSHH oy EES FII5ke =A2F 2HASH0] A4 7[Cy
S YOlotiof BL.

7. IANA Considerations

7.1. Status Code Registration

The "Hypertext Transfer Protocol (HTTP) Status Code Registry" located at <http://
WWW.lana.org/assignments/http-status-codes) has been updated with the
registrations below:

<http://www.iana.org/assignments/http-status-codesy0f| ¢|x|3t "Hypertext Transfer
Protocol (HTTP) Status Code Registry"= Of2f{e| S22} SHH| A Z| ALY,

4 4 4
T T T

| Value | Description | Reference

4 4 4
T T T

| 304 | Not Modified | Section 4.1
| 412 | Precondition Failed | Section 4.2

4 =4 4 4
T T T T

— + — +

7.2. Header Field Registration
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HTTP header fields are registered within the "Message Headers" registry maintained
at <http://www.iana.org/assignments/message-headers/>.

HTTP 3|5 ZE= <http://www.iana.org/assignments/message-headers/>0A SX|=
= "Message Headers" 2| | AE 2| L{O| S2EIC,

This document defines the following HTTP header fields, so their associated registry
entries have been updated according to the permanent registrations below (see
[BCP90]):

O] M= Ck3 HTTP 55 BES ZolstE=2 & HR|LEe| =2 Ofefl 1 S50 tet
YA ACH[BCPOO] =)

4 -4 =4 4 =4
T T T T T

| Header Field Name | Protocol | Status | Reference |
| ETag | http | standard | Section 2.3 |
| If-Match | http | standard | Section 3.1 |
| If-Modified-Since | http | standard | Section 3.3 |
| If-None-Match | http | standard | Section 3.2 |
| If-Unmodified-Since | http | standard | Section 3.4 |
| Last-Modified | http | standard | Section 2.2 |

The change controller is: "IETF (iesg@ietf.org) - Internet Engineering Task Force".

. Security Considerations

This section is meant to inform developers, information providers, and users of
known security concerns specific to the HTTP conditional request mechanisms.
More general security considerations are addressed in HTTP "Message Syntax and
Routing" [RFC7230] and "Semantics and Content" [RFC7231].
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O MMZ HTTP ZUE 2 HAHLISO| EFo Y £t FAHE MR}, HE AHlZA 2
AEZO| A Le|7| et A0|Ct HECf LerMel HoF N2dAtak2 HTTP "Message Syntax
and Routing"[RFC7230] &' "Semantics and Content"[RFC7231]0{|A] CtE0{2IC},

The validators defined by this specification are not intended to ensure the validity of
a representation, guard against malicious changes, or detect man-in-the-middle
attacks. At best, they enable more efficient cache updates and optimistic
concurrent writes when all participants are behaving nicely. At worst, the
conditions will fail and the client will receive a response that is no more harmful
than an HTTP exchange without conditional requests.

O FAMIOf 2lalf Hol=l ASAts Bl R4S ESt7LE, «do|Mol HME 3 YR|stALE
man-in-the-middle2 &X|5t7] /gt Z40| OfL|Ct 7|AsiOF 2= &E7FAP7t & &

= O 20t 22 4Q1 FHA] 44l 20l ZSA| 27| 2 THsotA ottt z[Qte] 2
Afstn S20|HE=E RHE 23 Q0| HTTP n2tEC 4 &4 A2 SHS &
C}.

rok
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An entity-tag can be abused in ways that create privacy risks. For example, a site
might deliberately construct a semantically invalid entity-tag that is unique to the
user or user agent, send it in a cacheable response with a long freshness time, and
then read that entity-tag in later conditional requests as a means of re-identifying
that user or user agent. Such an identifying tag would become a persistent
identifier for as long as the user agent retained the original cache entry. User
agents that cache representations ought to ensure that the cache is cleared or
replaced whenever the user performs privacy-maintaining actions, such as clearing
stored cookies or changing to a private browsing mode.

entity-tage Z2l0|HA| S LEAI7|= HRC=E HEE 4+ ULt 02 S0 AOIEE
AFEZ} EE= AFEZ} Of| 0| EO]| 1$r§ o|0|2H o2 225 entity-tags =X o =2 15t
1, M= D2 AIZHO] 21 FHA| Hset SEL 2 B O, LIS siY AL AL = AFE AL O
O|dEE CHA| AlESY| 2ot fEeE RUE 82401|H entity-tagZ &= & UL Of2{gt
Al B 0= AFEARL 00| HET) el 7HA| S5E FR|ste o S+ A7 & Aot

—

Iﬂﬂ

S HAIStE AFEAL 00| HE = AHEAI} 12*5| F7| A £ 0l EM ZE2 HESE
Aot 22 0% 2 7A| 22|E AT WO FHA[ZF A E[ AL WA =l =A] ZHlsOoF
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Appendix A. Changes from RFC 2616

The definition of validator weakness has been expanded and clarified. (Section 2.1)

M
¥
2
0
d
2
[
===
il
W

gol7t

fow

PAE| 0 HEls FCEH (Section 2.1)

Weak entity-tags are now allowed in all requests except range requests. (Sections
2.1and 3.2)

OlA B2 LAE Aot 2E 2ZO|AM st entity-tag?t HEECH  (Section 2.1 &
Section 3.2)

The ETag header field ABNF has been changed to not use quoted-string, thus
avoiding escaping issues. (Section 2.3)

ETag &l = ABNFZf quoted-string= AFE5HA| s HFE|O] O|AAHO|L 4|71 &

HotA| A= S 3Tt (Section 2.3)

ETag is defined to provide an entity tag for the selected representation, thereby
clarifying what it applies to in various situations (such as a PUT response). (Section
2.3)

ETage MEIE HHO EH@ AEIE| Ef1E M| Sot=F H2 =0 A0, CHASH AEHPUT SE
¢2)0| dE8&|= LES FHets| otCt. (Section 2.3)

The precedence for evaluation of conditional requests has been defined. (Section 6)

ZUF 29 GII U&7t Z2|=[AL. (Section 6)
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Appendix B. Imported ABNF

The following core rules are included by reference, as defined in Appendix B.1 of
[RFC5234]: ALPHA (letters), CR (carriage return), CRLF (CR LF), CTL (controls), DIGIT
(decimal 0-9), DQUOTE (double quote), HEXDIG (hexadecimal 0-9/A-F/a-f), LF (line
feed), OCTET (any 8-bit sequence of data), SP (space), and VCHAR (any visible US-
ASCII character).

The rules below are defined in [RFC7230]:

OWS = {OWS, see [RFC7230], Section 3.2.3>
obs-text = <obs-text, see [RFC7230], Section 3.2.6)

The rules below are defined in other parts:

HTTP-date = <HTTP-date, see [RFC7231], Section 7.1.1.1>

Appendix C. Collected ABNF

In the collected ABNF below, list rules are expanded as per Section 1.2 of
[RFC7230].

ETag = entity-tag

HTTP-date = <HTTP-date, see [RFC7231], Section 7.1.1.1>

lf-Match ="*"/ ( =("," OWS ) entity-tag *x( OWS "," [ OWS entity-tag ] ) )
If-Modified-Since = HTTP-date

If-None-Match ="*"/ ( =("," OWS ) entity-tag *( OWS "," [ OWS entity-tag | ) )
If-Unmodified-Since = HTTP-date

Last-Modified = HTTP-date
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OWS = <OWS, see [RFC7230], Section 3.2.3>

entity-tag = [ weak ] opaque-tag
etagc="1"/ %x23-7E; '#'-'~'
/ obs-text

obs-text = <obs-text, see [RFC7230], Section 3.2.6>
opaque-tag = DQUOTE *etagc DQUOTE

weak = %x57.2F ; W/
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