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Agenda
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1. ṐẙȽ

2. ṓᾑᶐὠ ─(IEC62443)ˊᵗ

  ẁ ȫ

3. YOKOGAWA Network Segregation
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The Yokogawa Brand
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Corporate brand (trademark)

Dr. Tamisuke Yokogawa established an electric meter research institute in Shibuya, Tokyo

First to produce and sell electric meters in Japan

Incorporated as Yokogawa Electric Works Ltd.

Started research and manufacture of aircraft instruments and flow, temperature, and pressure controllers

Signed a technical assistance agreement for industrial instruments with Foxboro, USA

Established Yokogawa Electric Works, Inc. as North American sales office

Made a full-scale entry into the industrial analyzer market 

Established Yokogawa Electric Singapore Pte. Ltd. as Singapore plant

Established Yokogawa Electric (Europe) B.V. as European sales office

Released CENTUM, the world's first distributed control system

Established Yokogawa Electric Korea Co., Ltd.

Formed Yokogawa Hokushin Electric Corp. through merger with Hokushin Electric Works, Ltd.

Changed the Company name to Yokogawa Electric Corporation

Entered the high-frequency measuring instrument business

Acquired 100% of Ando Electric's stock

Transferred the measuring instruments business to Yokogawa Meters & Instruments

Formed Yokogawa Solution Service Corporation to handle sales, engineering, 

and services for the Japan industrial automation business 

Celebrated the Companyôs 100th anniversary

Acquired KBC Advanced Technologies plc

Announced Accelerate Growth 2023 mid-term business plan
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₲, ₴ᾈ, ₲ᶐṓᾑᶨίᾙṴɓּפϬᾁ Ṑᾑ‛

€Ƚ ɷ‘ᴃṓᾑ⁴а Ṑᾑ‛

ṵ, , ּבᾤȫỢ, €ӯ, ּגȷ, , ↔″џ

Ϭᾁ ʂ₲ṓᾑᾙ Ề₫‹₴ , Ṵ᷉Ợ, ẠԚẎ‛

₴ʂ ɷỨϢϬ. Ӑ OT ⁴ṓᾙϾ ˕‚″ ῇ

ɰ ‛ᵓ ‘ӻDigital Transformation ‘ӻᾡ₲‛

ɲ ϕɷȾᾙɞὠ€ẁ″ɕ╢й ₫

OTᶐὠẠԚẎʄᶐὠ€ᴨȫ֪ ῩỀ Ṵ᷉Ợ֪

˸₴ʂ ɷỨϢϬ.
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Yokogawa Employees Worldwide
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Group companies 

outside Japan

11,304

17,715

North & South Americas  1,004

Asia & Oceania 6,876

Europe, Russia & CIS   2,439

Yokogawa Electric

Corporation

2,536

Group companies 

in Japan

3,875

Outside Japan

breakdown

ṕAs of March 31, 2021Ṗ

Worldwide
Middle East & Africa   985
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Industrial Automation and Control
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Main Products

Ӑ ₴ᾈ¡Ύ€Ȳừ֪  Ψ‚

ửԇẁṦṓ₴ᾈừỢ ‛ừ⁵‘ӻ, 

Ṧṓ₴ᾈừỢ ᾙѬ֩ Ӑ

ὠ€‛  ὠ€ɲ₄ừỢ , ửԇẁʄ

ᵶῨẁ‛ ˸ȫ╥Έ ῶ ᵻ″ỢṦṓ

ừỢ џ‛₴ʂ ᾡὠ€ ɷ ‒₫‹

Ӑ Ύᾭ‛╣Ὸ ɷỨϢϬ.

ṓᾑ ₄ɲ ˊˊӻἏּὨӯ, ΆЦ,י 

ӛ, Ӧᵿ‛ ₲ ϕ€ấˊᵑӛɲ, 

Ȭ↔ ӻẃỢᾙṴẁᶨ‛ᶨṵ ϕ

ȫỢ ӻֺ ʿӎ ῇpHɲ, €ЦЦɲ, 

ṓẙɲџᶨṵ ȫ́ӂ‹ᾑиᾈỨϢϬ.

Җ , ₲₲ᶐ֪ѡ╣ ᵠỬ‘ӻᶐʆ ϕ

″ ֲỢӦ ЈᵑΆЦ⅜₭ɲЦ

₴ʂ ɷỨϢϬ.

Yokogawaϕ Ӑ Ềᴉ⌠ˊ€ᵗᾙɓּפ

ɷȾỀ‴ẁ Ṝ, ╣ẚẁ₄, ᷉╛ϢỢῇ

ṦṓΎᾭ ₫ ֪╣Ὸ ɷỨϢϬ. 

Yokogawaϕʂˆׅ ₫ , ʆֲ⁴Ὸᵑ

ừỢ Ṻɲ֪ ₫‘ӻᶨᵢ ˊ 

ɰᾭ Ṻ ‛ ᾡ╣ᶐỀᵑ

Ṻ᷉╢Ṻ╣Ὸџʌᵶ  Ṵ᷉Ợ֪

₴ʂ ᴃ ֦ ӻ₵ ữ ᾢӛ‛

ᶐ ɷỨϢϬ.

Ṧṓ₴ᾈừỢ іˊ /́ᶨṵɲ/ˊӼɲ ẠԚẎ/Ṵ᷉Ợ
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ṓᾑᶐὠ ─(IEC62443)ˊᵗ

  ẁ ȫ - Technical Security Risk Assessment
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ṓᾑᶐὠ ─(IEC62443)
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ʡ₴ ─ IEC 62443‚

ṓᾑ ửׅ  Έ ֪ᴍ₫‘ӻ

ɷὠиᾔ‘ᴃ Ӑ , Ṻ ,᷉ ừỢ ᾙϾ

ṓᾑṐ″ᵰᶐὠ ─

Ṑ″ᵰᶐὠᾙϾ ˁᵠỬ‛₴ʂ₰›₫יּ€

IEC 62443‚₴ /ʠẁῡẙʂˆ⁴, 

ừỢ ⁴/ʂˆ⁴ᵑ⁴ṓẙ⁴

ᴌпᾙɞ₫Ῠл

₲й ӻẃỢῡɑњ‛ , 

ᴌј₫ῨȫϜ ᶐὠᾭᾢ″

ʠ⅜ йᵠỬ‘ӻϬԚᾈ╣ЦӼᶐ₄

Ṑᾁ, , ΎῨ, ╣ᶐỀᵑЖ″ ˊџ

€ϯɲᾙɓ Ṑ″ᵰᶐὠ

″ɲ₫‹₰ˁᵠỬיּ иᴃ

₴ ᵑừỢ Ềᴉ€ּיᾙɓּפṐ″ᵰ

ᶐὠ‛  ˊᵗ‛ֺӰ

ªVLHLD>T>«ϗ IECᾛṶ₿₴
IEC 62443 ṕᾓ⁶в ᵓ₿ᾊ
ửỤ ȿᵛ ┌”ˌᵙ‚ӽ ᾣ
₿ ”Ṩṕ ɹ, Ṷ᷾Ụ ɹ
ỪϤϮ.

ṓᾑᶐὠ ─(IEC62443)

DCSController ᶐὠ‹╢Ṵ
(IEC62443-4-2 ˊ─)

SISController ᶐὠ‹╢Ṵ
(IEC62443-4-1&2 ˊ─)
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IEC62443‛ˊᵗ‘ӻ Security Program

9

9

YOKOGAWAϕ Ӑ  €ּיỀᴉаὠᶐὠ ẁ‛

Ȳẙừ ɷʆֲ ỀЦӼЦῇ⌠ϕ

¬Ṑ″ᵰᶐὠӂ″ Ṑ″ Ṵ᷉Ợ֪ ₴ʂ ϢϬ.

ʛ‛ Ṑ″ᵰᶐὠᾙϾ ‹ỬȽṸ‛ừ⁵‘ӻ

⁴ṓ‛ừȬ ᾡᶐὠ  ‛ ȫ ɷ

ʆӰйṐ″ᵰᶐὠ₲אᵑᶐὠ ⁴ɲ ‛Ềַ ϢϬ.

″ ʡ₴ᶐὠ ─‛ˊᵗ‘ӻ Έ ῶ Ṻɲ ᵑ

Plant ͟Έᶆ ᶐὠừỢ ‛ʠ ʆֲ˖╣

₴ᾈừỢ ᵑOT ɰᾙΈᶆ ᶐὠ ӻʿӒ‛₴ʂ ϢϬ.

YOKOGAWAȫ₴ὠ ϕOT/ICS Security Program
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Security Program - Risk Assessment
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Cybersecurity Program ⌠ῡ ᴍ¥Consulting & Risk Assessment

ᶐὠ  ȫ╢‹ב″ ᾙЦᶪʠ ɷ"Ῡֲ Ӑ ϕὝֺЦʎ꞊‛ɗ"″ӂɷṦȬ ϕỂȭὝᴥɗЦ╣ ỀᾒỨϢϬ.

₀₆₫‹ᶐὠ  ‛Ⱦʆ₫‘ӻ ȫ ˊ  Yokogawa Technical Security Risk Assessment(TSRA)‛ ᶐὠẁ‛╥ϯᵘɷ Ӑ Ṝ ᾙ׆ϕ

ṜẠԚẎ‛Ц ЦӼʯ₄ ϢϬ. ʡῡ̅ȫῇ€ˊCybersecurity CenterϕOT/ICS ɰᾙṴᾹӐᾛ╣ϢᾈṦ ʄɕ╢йᶐὠ€ᴨȫњӻʠẁиᾈ‘ᴃ, 

3rd Party ᾑּיȫὝϤ⌠ּיȫиᾈ╤₰Ề ᾙᾈὠ€ ᴅṴỀ─Ψ‚  ȫ֪ᵘὝᶐữỀỨϢϬ.

Awareness & Training Risk Assessment Policies & Procedures Business Case Design and Implementation Managed Services

Results - IEC 62443-3-3(Security requirement) ᾙˊᵗ ֲ Ц

Â Result complied into

V IEC 62443 format

V Yokogawa score chart analysis

V Roadmap plan for security improvement based 

on risk prioritizations

10
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Security Program - Design Implementation

Risk AssessmentᾙṴᵙɩй ὸ₯, ᶐὠ  њӻᶦ ȽṸ ˊ  Ṹ,

OT ɰ ╬‹ȫῨẁᾙˁɏ ᾡ₲ Ṻɲȫ ῡ ϢϬ.

″ᵆ╣ῇȺ″‹ᵽ ֲʆֲȫ ‒₫‘ӻиɷ╣ὢ‚Network ɰ‛

Purdue Model ᾙˊᵗ ᾡϬừѡ⁴‹ ϕNetwork segmentation ⁵ᾑ‚, 

₆ Ӑ ͟₲ ᴨ₴֪ ‹ ɷ, ᴨ₴֪ ɫ ỀϕẠԚẎ‛ᵢ ɷ,

″ ̟─ ʆֲ ͎ȯỀϕˊᵗ″мϢϬ. To-Be (₭₈₭ẛᾛᶒὢ”ᵤ ᾣ̡┌ ʈִȭȭϞ OT Ί Ὸ )

OT/ICS Design and Implementation ″ӄ?

- OT/ICS Έ ῶ ᶨ ‚ʆֲ⁴ȫὯẃỢ֪₴ ɷ

ῡ ử‘ӻּ″а ỀЦӼ

Έ ῶ ֪ʠẁῡẙᶦᶨ‘ӻ͎λϕ ӻẃỢϢϬ. 

VЖ″ ֫ Ὗᵑᾤɫᶨṵ

VȬΈ ῶ ᾙ ẙʯ ‘ӻ₰ˁ″ȫϜ ЦӼ

і῾ᾈᵑʠẁʼ Ṻɲ

VṺɲйϾӻ і῾ᾈ, ẙ ῾ᾈᵑʠẁʼ ʠ

V╣ẚ₫‹╣ᶐỀᵑʆֲˊᵗֺӰ

Design and Implementation ¥ ựῡẙ

Awareness & Training Risk Assessment Policies & Procedures Business Case Design and Implementation Managed Services

Cybersecurity Program ⌠ῡ ᴍ¥Design Implementation
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