hwanyoung12@naver.com
Wwff» o/,

* Udemy Z2O|LA}

1B

- ECc2 QAAEHAO public/Private TIPS ENI 2 HO| 22 =1 ¥ZF HF pns &
AHESH| RISiME 2 7HXIE A7sioF &

- VPC 9| DNS Hostnames ALE

- Route 53 O|A Public/Private Hosting Zone 4
- ALB(Applicatoin Load Balancer)2| X|d 7ts%t & OES Instance, IP,

Lambda 3 7}X|
- Route 53 Resolver

- vec 2f 2T 0jA HERA AMO|of pns FHEIE 2R Est=s AMH[~

- 2ZY0/20M 2 pns FE[7F aws A EMOS M = JUEF
QIH2 = /OrRHZE 2| 7|52 Ms™

- 2Z90|A pns QZEERF aws ALO|0& Direct Connect 82 VPN &0 AZO|
2|0 AofoF et

- Route 53 Resolver inbound/outbound endpoint @} Private Hosted Zone
49 e
- CtE az 7to| Ec2 QIAEHA FA2 S4

/
- Direct Connect A Bep 2t2EZ X|ot= 2t2H (rR1, rR2) 2707t Y1 RrR1

—_
rir
A
ojo
nx
oz
i) I
MUK
fo

Down Al Failover & S}7| Q|dllA
- B2 F310A r20| As Path Prepend &7
- R1 9| BGP MED & ARSI vGW (Virtual Private Gateway)oﬂ AS 29|

Jle F2 B3

0

L o

- AWS WAF £ Cloudfront, ALB, API Gateway, EC2 OA AdE|= |MHO HE Tts
- 7|2 2t%9E HolZ2 AHY £+ gel, ZE MEU0 ALEE
- Direct Connect Of 1% £ Q= 1P pPrefix = X[ 100 74
- EC2 9 Z|4 C{Z[A[Ztat Z|CH T2l XN2|Z2E EF5H7| fsiM= g 230| 2R
- 2HZ Ena EZI0[H HX|
- sr-10v & A|@5t= QIAEHA {EH
- M22 aws AZE dE8A T2 3 7HK& #& vec 7t 44
- 2|F™0rt 7|2 vee 4
- 7|2 vec 0| Internet Gateway HZE
- 2| 27HKl= Z= public Subnet EHZ 90|
- Direct Connect 2| Private VIF &2 QsiAME 3 7HX[7F 2R
- Virutal Private Gateway, VLAN, BGP ASN
- Peering A0 AqAe F vec Ol CHE vec O O pns =3

9 2RO oys Hel g Y Ta

OOF
mjo
40
2t
x
rir
fo
ox
A



- Route 53 Private Hosting Zone & S2E 2E aws AYSl vec & ZE +
UACH, EE RegionQ vec & ETE = /UZ
- vec W MZFZ 7l AAZF 2% AR vPC Flow Logs ELHE Wireshark 7 AX|E
NAT Instance /| O f&8%
- Network ACL 9| Ngt2 vec Y 200 7HQ| acn, acrt & 2070 & (vec Of Z[CH
200 7HS| subnet 2 BPtE F= ULE= acr ETH 200 7K)
2™ vec = ZCH 5 K| 7tSSHH vec & MEUZ 200 WMHK| 7ts
- 2 g|Jo| BHEA 1p FAE 5 WX Ths
- 1pPSEC vPN AZAS RSHM= upp ZE 500 W IP Protocol Field(ESP : 50, AH:
)0 EQ

ot nM BtREQOl QA2 BGP asN, A0l &

10

- Direct Connect YZES

802.1q 3 7HX|

- 1P B pc2 QAEAC THE O prp & TYY AHHOA Z2 AAHAZ M

= =
2o, AHAIL FXY 3 YANEOE KX

[}
- Private Subnet 2| EC2 QUAHEATL QIF QIFUl0] yry HACE HoHE Fs{of &
7c:>'—|—, Squid URL = O|&7%t Proxy Server & O|&35}0{0F &

2}
- AWS WAF S O|838}H Ip Match condition & 083810 HIZItsst 1p 2
Whitelist & X¥Y = US
- vecOf 1p 7t FII2 L% AL 1pv4 Secondary IP YE FIISIHLE 1pve IP
S FItstH 7ts (1pve = StLEQ| CHEIBH THs
- NAT Gateway &= 7% Destination IP Of I:HOHM 55,000 71| SAICHYM HAAZ
MM £ AOoD 1024-65535 ZEE XNag
- VPC Flow Logs & AM&3%H| {siM= CE 2 7tX|7F Eag

- Flow Logs & ‘483t Log Group O GZ&

- CloudWatch Logs O AAIZ HTHE ROSi & 1AM Role
- BGP Routing 2| Default Weight = 32768
- veCc 9| LFFLAE x.x.x.0 ~ x.x.%x.313} x.x.x.255 & 57|
- Cloudfront 2| Match Viewer &2 AFESIA E|H cloudfront @ origin
server 7t | T2 EZ (uTTP,HTTPS) S AMESI0 EAT ZHQIX| A™E
- CloudHsM 2 ARESIY =3t 7|8 MY &8 EECHE vec O Ci=2| msm O| =ZgtEl
SHAHE 49510 MH|AZE S5t A0

o
T

zo
- ENA = Z|C§ 100 Gbps THX| X|Y8H, Intel 82599 = 10 Gbps A X ¥

* Braincert Test 1

oo
F
)

- Enhanced Networking At
- MBS S2lo|HE EOF B



.

(=13

- HVM AMI 2 A|Z}Sof &

- vec & AM83lOF &

- Amazon Linux AMI 7| OFL|C2tE Hgtot E2IO|HE HX[5tH A& 7ts
- B =2QI0] EET rRoute 53 FHUAM EHSTH= I'M(Latency el Weighted 9|
Zgh 2 M2 42 weighted Resource Set & HA HA-s|oF &t
- ven 9 4%, HE2 A fAY = UK =7t Za o5g = g7 HZ0

MzE|l=e SM0| oY, AA HOo|lH ML HEES Z=0|3 oL} SIEEIE Direct
=

- SIO|EZ|E Z2RENM MER vec F7HA MER vec 2t Oon-premise 25 DNS
HZE =S {8 sior & 2 7HX|

- M vpc & EYSIEE Route 53 Private Hosting Zone 2| vpc 24 ®HOIE

- M vec OlM Ec2 7|¥tQ| DNS Proxy AlZ 2 on-premise DNs O|A MEXIZ
zeA x|
- Direct Connect & AMESI 'Resilience'® 7| M= 5LT Direct
Connect Location O &S otLf O 4-dsof &
- NAT Gateway + DNS Whitelist & XN|SSHKX| RY2EHZ squid Proxy 7F NAT
Instance OA &S CHAE
- (B8!!)Private ASN = AIE3lE Direct Connect & Active/Passive TELE
I=7| 95 on-premise Router Of ELR%F Bcp +4

- Local Preference 2 O|&%l OIZHRE EZfE X0

- SlLtQ| pDirect Connect A2 S FMAQ TFAL &1

AFGAl Horys Mgy ot

or

- ALB, NLB, CLB EF HTTPS(E% LS

- CLB &= AMEAL A HOotEM™ It

- Direct Connect 2| Private VIF 2| #% BGP Session= &0 100 /HEC O 2
AEfjZ MBE|EZ 100 7 OlStE HZRE

)

-

d2E Y2|l= 482 BGP session 0| §F
29%45t= 0| E=
- On-premise A vec 2 F25t7| ot pns B0 EO A1, vec OM on-
premise 2 M2 = UY=O on-premise M FZO0| E7IsSICHH vec 2| Newtork
ACL = HI{EOOof ¢t
- Transit VPC : On-premise 2t aws HZA| StLtS| vpc B EFE CHE vpc 2
HAstd ACHH Tranist vee HEE ot= A0l £

180| & vec & on-premise & vpn ¥4

- HAHE vec @t G2 vpc =2 VPN R2E ¢4

- Cluster Placement Groups = 1702 az OIMEH AFE 7+SSE7|0| CH2| az oM &

A OlO
HA O

28
=2 T



- PV Virtualization 2 Enhanced Networking = A|&SHX| O

ojo

-

- Amazon Linux 2, Linuex AMI 2018.03 2 ENI & X%
- Amazon Workspace & AWS 2| 7ty O|A3E MH|AER Dpirecty Service & O|E5
71E 215 HEE A2 A BY = US

- Direct Connect 2| 17882 &0|= WR2 ven 2 BESHAL LSt 2|0 CHsK
MEZ Direct Connect HZAILl private VIFE TtE= A

- vPN 2 H9ES EYHFA| 28z FEHQl HO|F O|&1t Application #E|E
?5f M= Direct Connect O|F2H7t O L}

o
—_
- DHCP &M NEE o & Mdstn LH £=3-g = e

MEZ ME

i

2= 0{0f
!

[ok

- ALB+ Lambda 5 OACZ AT £ QUCOD, LambdalEdge & Cloudfront 2
AASHY SHE MIAStn ds28 SHAIL
- pice &N ME X& 7|&s
- EOe WY ME 1P NE
- NP MH 1P HT
- NetBIOs HI® MH 1p M¥
- LambdaRedge £ Cookie & MO #Tt OFL|2} HTTP header &
CIHO|AE 7|Bte 2 %X[F ALEXIO|A CHdst X E gHretgt = UAZ
- On-premise 2t ZBAl= HYE = vec 7t on-premise 7 OfL[2} 2F QIEUItE

SAGHOFSICHH LXK FEE &2 YEHI Y2 Z10 pefault gateway & On-

r

Hojstol AHES 2

premise 2 & A0 EF
- 1 ~ 2 Gbps 7t 27}= Direct Connect 8 AFHE ALES7| fIsiMe 7I8ES
z

Zot5t] 3 7H2| 1Gbps Direct Connect A2 A= A0 £F

- Cloudfront O|MQ| ss1 QSAM At
_ X|E AKX} cloudfront ZHe OIZSA AR . AZ|E 2 Q= ERAF QIS N

52 acM HS ASA

- Cloudfront 2 AFEAL X|F 22| 7Ho| QIBM AL . Azlg &= U= EtAL
RIZM, origin O] ELB @ Z% acu A8 7ts
- LAG — LACP(Link Aggregation Control Protocol) = ARSI T pirect
Connect YEZANEO|A C}4o| HAS JHsH St =2|® QIEHO|AS =g

- 1A 9 RE ¥ZE2 3¢ JNX=XTo] -1

- X[ 4 7fe] HEO| 7tSotH St AEHQAER AZAL|OOF

o
L
12

|

- AE O|EZ 2¥Z 2R E%= ALB 9| Host Condition BAEA| *.example.com 1t

o
o
example.com 2 CHE FR0|7] ME0 2 27YooF &



- 2F 2HUS
o

SOt @1 vec o] YR rc2 ALEASO| s30f IS fIBiM=
ZER| @Eol UAS

N

- DNS Filtering 7|80 QUes nNarT QAAHAL| squid proxy AR

- VPC Endpoint AHE

* Braincert Test 2

- Direct Connect GatewayE StLtol S Soff o|O] HAZAE vec 2L OfL|2t CHE
2™ OtE vpc Ol HZAY = RUZ (Direct Connect Gateway AtE)

- 5%t DNS Entry Off CHSH Public / Private Access & 7ts? ot A2 42

2 7kX|7F EHQ

- Route 53 92| Public / Private Hosted Zone *Hd

- VPC Q| enableDnsHostnames, enableDnsSupport 2zt
- AWS Workspace 2| vpc TAtE
- Za 270 0l¥2l Az
- Outbound Traffic O CHSH NaT
- SIO|EZ|E HERAMM M=zt R pns EHolE flet +4
- On-premise DNS Server Q} EC2 Instance Forwarder & Td
- DHCP Option set & MEH EE5IH On-premise DNS 2t AWS Provided DNS

Server IP Mo Mg

U i

A/BE LI50 M5 HAEES StAXte 42 Route 53 2 Weighted

o
o
[=]

- Website
Routing & At&dt= A0 &
- EC2 Metadata 9{&2 outbound 80 2
- On-premise A FE HMIOI} HOZE 20 AUSZOE aws FOA on-premise 2 H2O|
X $=CHH 2 7HX|E HmoF &

- Route table L{ Virtual Private Gateway (VeW) 22| 2t2E HIt 5

- On-premise Z2Z9| Route table A2 F7}
- Client & server 7k ss1 &= Q50| E2g 4%, ELB 7} client QBME HASE
= Q17| 20| tcp & Mo &
- vec 2t MEUO| Htz= cibrR 25 (10.0.0.0/8)

- 172.16.0.0/12

- 192.168.0.0/16
- 198.19.0.0/16

- vec & MEUIO| XM$telE CIDR 5 (172.16.0.0/12)
- 192.168.0.0/16

172.31.0.0/16

- 10.0.0.0/8

198.19.0.0/16

- vec & MEUO| XM$tE|= CcIDR B2 (192.168.0.0/16)
- 172.31.0.0/16



- 10.0.0.0/8
- 198.19.0.0/16

- ?l 3 YoM 25 HESts FF

- ARt OfY + BIHHOZ 22
100.64.0.0/10
- NAT GatewayE AH(_" jco‘|9|
2X[5tofoF g
- VPC Flow Logs = ZE AWZ MY + RA2M Lambda E 0|83 E2[HsIY LES

LH A o
e

om
o

| 7ls%t 2 & 1pPv4 CIDR 5 +

rin

ZEE MESI= 7|50 27| W0 Squid Proxy%

- AWs Z|MZH ot
X|Eslof gt

[}

L
i
Jal
ofo
Rl
>
U
=
|0

3to| HOtAE 1p 7t Oftl cipr =5 7|8 A&

- Direct Connect = Cloudwatch 2| X|HE ARSI EE9| AMEIE Qol_l_% = AZ
- Direct Conncet 7} QIHIO|AS| 7|2 HAF™E2 L1 €3

- Public : VLAN ID, BGP Public ASN, AMEXIl aws 2| Peer IP /30
- Private : VLAN ID, BGP Private ASN, Virtual Private Gateway

- Route 53 2 AESl0 S3 Static Web Site & @AEISIZ™ Alias Record It Route
53 Hosted Zone ‘&9

- Direct Connect MH|AE AMESH7| QI8 sS4 AMEXE S B FdE det 5
ans FH0| 22[5t7| M= console & S HZEZ =1 aws 2 HYEE 7(Ct{0F &
- nginx log = AX EI0| Sot?| MF0| x-Forwarded-For w22 FAIIE 11l
8lS. Application O|A xX-Forwarded=For @2 ALESIE=E =75t cloudfront 2
Geographic Restriction = AMES|OF &

- Cloudfront 2| Geographic Restriction & Whitelist 2} Blacklist 2 L}+FH
=7tE XEY = US

™ MO

rir

Zdo| H|.E+II'6I-

- aws Ol M2l AE Tzl #M2 third-party solution 2 ol St ==

- Route 53 O|A Latency 2} Weighted & O|E%t Al
https://docs.aws.amazon.com/ko kr/Route53/latest/DeveloperGuide/dns-
failover-complex-configs.html

- 83 Bucket O| 2 7|7} EX|SID Direct Connect & 0|8 B2 X[HA|ZtD 22590l

HE&Z2 25 M7 A= 7H7H2 Region S4B Direct Connect & A&

* Braincert Test 3

- Ck=9| vec 7t EXE pirect Connect & AMESIY on-premise & AZE = U&=
M2 Transit VPC

- VPC Flow Logs © CloudWatch Logs 2t s3 0| 21 H|O0|HE AN = UAS
- vec WOIM 1Ds / 1Ps &FM2 Web application O HMESI1OXt g 4

2 7kX| 2780] ER

- vec W QIAEAOG 1DpsS / IPS Agnet AX|



- Web Server %"':JO"

- Autoscaling = AFESQ!

2ol £8

=

Reverse Proxy =

gEA SZAIZO

E_ma

- Security Group & & JMO| Q3= AKX Xt
o

- T':x'”Oﬂ |'9'C VPC
EER2 2 A
- IPSec VPN 2 AFE3}0] vp

Edigs SHotaA & 3%

- Web Application 8 EE ZA|SI7]

=
Flow Logs 2| 237} E& 3 747t

CIDR Block

JEL T

DS / IPS Agent AX|
2f = o| X|&E=s=CtH

ELB (ALB, CLB)2| Connection Draining & AFESIY rc2 & FTESHK| U0 {XA7|=

Lt2=H Ol dttel

cl vec B AZAY FE2 oFO| EQtAEFOAM CHE vpc 9
o
=
|5

- Direct Connect AFEA| DHH BIREH9| X

fiber interface, 802.1qg

VLAN, Peer IP, MD5 Session with BGP
- Cloudformation 2| AFEAL X|H Z|AA AIBA| ARS MY,

Cloudwatch Logs 7| 283t

a7 Age

25t BEANA ALEA XE Z2HNE 24 48 Jts

- VPC Interface endpoint

= OE|SH A OO
Efjos 28 = US

(Private Link) £

o
—

- AWs = AMO|EZF ven HAZAO| Ipsec Tt= X|QISIEE GrE S

1 Gbps Single mode

gHolE

APMe mjorct

ALESHH CHE A2l vec O &

X &A5k7] fIsiM=

O 0|AE O|83dl{oF &
- Ec2 2| HESA Hs2 Sti=st= EEH =2 Lt Q%(Enhanced Networking)
- SrR-I0V 7HH3IE X[JSt= QAAEHA ALE

- HVM AMI AR

- ENA (Elastic Network Adapter)

- e Zyed A8
- Cloudfront 7| AFE XA

1. AEXRZE Lt OI“QI

2. oNs 7t 2E¥S 2HH
E

o
Location) 22 RFE I

HAl0l Ble &9 Lteol tigt 2ES of

N EEE*
4. 22|71 MH
5. Q2|0

7| AIH

2 rir

>

- AWS & ip-ranges.json =
S

A3l aws O MH|A 1P O Sl atH 5182

ts
- O|O|X] mof HMEA[Z

—

olm
ot
s
<
n
=2
x
>
of OW

Edge Location Of ™E
d B HIO|EZ} Z&SIH cloudfront 7F IS AMSXIO|A

mjo
ot
Mo
4
|0
Hu
I
-l
rr
o
1
N

N
Rl

/ Intel 82599 VF Al

S Al

Cloudfront POP (Edge

AAMOZ AFEAS 22|7



- Cloudfront ARE

- Route 53 2| Latency Based Routing = A% K&
- ec2 W & OfZZAH 0l ra 74

- EIBO| 2E Ec2 ¥Z F Route 53 Alias E7d

- B= gc20| erp B3 S Route 53 A record @ health check &
- ELB 2| HOtOAE0AM QIHI2EEDE OL 2} OlRHREE st XEE FHOo&F

rr ox

= 20|
=0
S O
- CHA[ZE LHO|l on-premise 2| £5IE Y = U= LH2 cloudfront 2 AREAL X7
e|ZlE 0|83ty EfiEs AMElots A

1Q3t A2 Direct Connect

O|0] pirect Connect O] YUAHLL L™ HYZE O|AO| =3
Gateway 2t 2| Zt 7|52 0|86 StLte| 2|FMoA CHE 2|[™e| vec 2 AHAZSH= A0

=X}
[ ]

MuE

O

- Route 53 Private DNS Record = DNS 28O0| vec WOIA AlZtE AL0DH 2
- Cloudfront £ Origin C2 HU= HFO| AEX XE SHE FIIEE & = US
- waAF & Sl E2ig2 X1|01°£ 4% 1p XNEECH O 2o =E2 AMEAL X[E

5 S
SIHE AESIZE cloudfront & TSt Y o|EH7t ZetEl Esfoft £ F
origin o| war & 74
- Elastic Network Interface (ENI)+& MAC T2A7F DFO=Z HFLX| %S
- CloudHsM AEA| S2AHO 3 cloudusm ALEAS
ECMAHYO| HAE
- vec BE Y0 £ vec A% VvPC C 7t Peering E|0] U HEHOIM a2t c 7t
ol A& 4%
- vec a,c Of oot 2tzto| 2t H|O[Z2 4
- Cloudformation & Peering 2¥Z Zad =
- VPC < - > On-premise 7t DNS TMA| on-premise A DNs A|H{7} vpc DNs 7}
Ot DNS Forwarder (Proxy)= Zt2|7{0F &
- Workspace 2| 1P HMA HOf DS & MEE = Us 1p E XEY = US
- Direct Connect 2| 2380l ZE A[Ztl HO|H T&0|2ts & 7HX| 230 EXg
- ASE HolHo| siYst= OO TS £:=2 @70 HTE
- Direct Connect 9|' vPN & O|8%lf 0|&F=2tA| Bidirectional Forwarding
Detection (BFD) S AM2SIH EC} 2 HoOj =X 7ts

* Braincert Test 4

- NAT Gateway = TCP, UDP, ICMp 59| ZZEZEZ X|2¢g
- public vIF & & &3 2[H0| HZSHAL F=AEl= 2REE MO{Ste{ ™ Bep
HRUEl E{OE ALE

—

o
o

Y



- 20| 2|Ho gL

- 7224:9100 - Direct Connect af% H& X7t U= aws 2| H™OA AlEE =
2t &l

- 7224:9200 - Direct Connect &% T X7t e HFES 2= aws 2|H™
- Cloudformation 2| AMEA} X|H 2|AA0= 2 7HK| 2A0] =X

- sns X3 AREAL X|E 2l

- Lambda X|¥ AFEAL X|E 2lAA
~ StLtO| on-premise OIAl OJ2] Region 2| vec & FZE ™ Direct Conenct
Gateway 7} §8
- port G EFEOZ OISt NAT Gateweay F7t2| AS Default Gateway = OHSZE
Lt& = 812, pPrivate Subnet & Lt 02 NAT Gateway 2 =%
- Route 53 2= HEi HIE 23 sns & X|FYSHK| @S
- HESIZ 452 SMU=tote &E2 Enhanced Networking If Batch Group
- Network Load Balancer 2| &%, &% 20| 718AYS Hlgdatd = YUXTH =7t
7tE 92 s =
- ans = AN AEFQ 1p FA HYYE gson HALE AXSIH, 1p FA HPYI HFGE
IHOLCE 'AmazonIpSpaceChanged' FA|O| CHSH F=XOAH LS B = US

O] Y2 7|HHCZ rambda EFE E2|AH3I0] HOF Q20| M= 1p 2

ASR ALolE & US
I.

o
=

- NAT Gateway = 4 A7 N0 CHol X 55,000 712 SAl @ZEZS X|EH3HH O]

Mot chd Ciatol Cisf 2% 55,000 71e] HAS DtE= A0 : NMEE

- oY e T2, ZE, ZREZ0| MFEY 55,000 4O HES T2 BE S
ol
A O

- ErrorPortAllocation : UF 2 SA| AZO| NaT Gateway% Soll L
AS= HEAY

- 7t HZZ AEE £+ Q= Z% : public Subnet O F7} NaT Gateway &
9t=1 ZtZF CHE NAT Gateway of thiet 27t A= 02 Private Sunbet 2=

| RERHME ZUHIXE B2, subnet & /25 2 Lb#A E[H

- NAT Gateway

|>
rir
av)

=

'_l.
<

Q

=t

)

o

'_l.
o]

2.
N
Ral
o
ey
rir
x
o
| >
=2
=
re
iy
et
2
30
ojo

- Private Link A‘iH



- Transit VPC : OStLtQ| &Y vec O Ch=2| vec & IpPsec ven 22 HZASIL FY
vec & Sl On-premise = o4

- Direct Connect Gateway i+ OtL}Q| Private Virtual Gateway & M-St L9
vec 0 ¢4

- Cloudformation 2| MEX X 2|25 &ESHH AM7tsS cipr 8RS AMESHO]
subnet 2 48 + UAEE Template 2 AHEY =+ AUS

- Cloudformation & AMESI0] vec QIZ2t U AFEAL X E2|AAE H{ZESIO 2F 1P
T4 2| MH[A (1pam) O @FSERE & = US

- Route 53 2| Health check &= S/MEHCZE 2

BUHEY = US

Jo
om
N
ar
_O'_I-
N
lav]
b
>
N
20
rr
foh
|
im
[}

.

- Private Resource & ELIHZAS7| A= ECc2 Q| 'StatusCheckFailed'
X|®o| HEfE Q= cloudwatch 2 BEE Soff AE| =Hol2 MY
- Direct Connect HAZ =X SiZ

- EO9%1E / Network ACL EZiT & OfF ol

- On-premise Router Al Sl|Y HAZEE ans FLE &5t U=X| =0l
- Direct Connect 2| Bidirectional Forwarding Detection (BFD) 7| HIE ZH0f
UXE N & railover & A= %S
- VPN 2 Direct Connect 2| #oz F¢sta{H CtZ g0l Ee

- Direct Connect 2t vPN BF Z2 vew & AESH=X| &9l

- BGP & A%l= ZSR, Direct Connect 2 veN BF SUsH HEALS

- Static VPN = AFRSt= 4P, Direct Connect &Y%t BE TFAE
F05H=X] =0l

- vec Off CHsff st HAZ2E H0st= 42, as 42 / Direct Connect 4=
HE OF0 H280| pirect Connect M
- Cloudfront 2| Lambda@Edge 2t kMS & AMESIO] TS HIO|EHE Edge
22o1510] 22T MHQIo| S4IA| Azt = UALE X2
2 =0 38 Z2IHo 458 AT W2 O3 ¢35
20Ol XA XM mTUu 9001 BEDL
A

O|M Enhanced Networking M3}
Z

Location Of|A
- YEYR 4

L
Ir

[> oo ¢
m = o

o
o

()
)

E

- =
- Direct Connect & FEA| Console O|A AZAZ BTt = aws 2 HYZS 7|Ct2[
d CHE0 Loa / cra E Y2 = UZ. 22| apn LIEEHOA HSSHH &
- aWs 7t Public VIF & &% cow O E8%t= Bep HRL

- NAT Gateway 2| ErrorPortAllcation A|E T7 ofZ HH

- Z7} NAT Gateway M £ QIAHAO HO|EQO] Zg|



OZ2|AHO|M Ee QAAHATL QB AS TS0 NAT Gateway 7t A IO
ZEE ggg = UAEE P74
- NLB £ TCcP 2 TLs 2| 2% HMIE |FHE Instance & 1P 2 XFY = US
- LB 2| OfY /YOl 1p 2 ER Lt ciDrR 25 A 7ts
- 10.0.0.0/8

- 100.64.0.0/10
- 172.16.0.0/12
- 192.168.0.0/16

- NLB Q| CHAOZEO0| 1p FAY [, source 1P FAE 2
o
=

|02 Z2I0|UEQ| 1p FAIL LQSIH TEA ZE2EEE

- GuardDutyE AdL IA2EE XMz ZLEHESH =)

Al MH[A
- CloudTrail, VPC FLow Logs, DNS Log OA] O[HIE

- Ol HX|=[H AtMeh 2Ot AME cloudwatch Even

- DHCP Option Seti SunbetO| Ol vpcEtO|M MHESt= 7|5

O(‘T’

=0l o]E0] MEUo 2Etor & F vecE MZ 4 Jsior &

rir
Ral

Lo
s

o

Private IP 7|'

2

1%



