MetaData

7

oFglo| X|20[2ta & 4 U= Hash FE

File Hash

MD5 175ea3ece2284418a17e6cadB8a8449f0

SHA1 170eee655e7eef2aec705fb3i8f3eb378fbc69%e

1d000fa960604d9d663ac4 1 1aed08e81090129056962a87a8

SHAZ56 | 4 4c2500c4c7da

393216:reeDA+nkYzjoiV56l0jiFiocDGgsO/pQHDOMi: gIAEK7i

Full Fuzzyhash V5EjrppTio

49152:WxxakGTti/CfTdicS11v6zMd7Ud0dUdPUdVdVV3wKCj

DEX Fuzzyhash | g.\y45Te7UdqUdPUIPVV3WKCS

24576:5t5n1n5773pwd+OPuN3FvdrMmI8oQT4tTGRIZkQoZQP

SO Fuzzyhash | 775\144:B5BVQ0QTWIP7ZPNy

APK Information

opsetel 7| B

Basic

Modify Time
1980—00—00 00:00:00

FileSize Entropy Entropy Rate
Info | 13370975 7.956 0.9

o Th|%| % HE M

Package and Version

Package Name Android Version Version Code

Info com.pancou.cli 1.1.0 1

o M2 Siet APl Bl B

APl Level

Minimum SDK Target SDK Maximum SDK
Info 18 22 -

oIg 2 HAE ASA et i 2l

Certificate

Certificate S/N
2105370718

Certificate Name
Info kb

ZHIX MBS He
Provider

androidx.core.content.FileProvider
com.google.firebase. provider. FirebaselnitProvider

o Bt 2 e
Permission Requested

android.permission. ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION
android.permission. ACCESS_NETWORK_STATE
android.permission.ACCESS_WIFI_STATE
android.permission, ANSWER_PHONE_CALLS
android.permission. AUTHENTICATE_ACCOUNTS
android.permission.BIND_ACCESSIBILITY_SERVICE
(o3t 442h)

HEL3 ¢4 BE
IP(Contacted)
192.168.1.118

URL(Contacted)
https://kisa.or.kr

URL(from Memory and Binaries)

https: //boho.or.kr

Android Malware
Features

Dynamic Info’

ATT&CK Matrix

7~
Files Activities MIRTE ATT&CK Matrix 7|gt bl M& 3l 7|15 27
OFAOH AlSHA| =0 mIQ! sHQ| A
RCLE L M) Android ATT&CK Matrix
FilesActivities Initial Access 4 Techniques
Execution 3 Technigques
/data/misc/keychain/pins Persistence 7 Techniques
Files /data/app/com.pancou.cli—1.apk S ——— P
Opened  /data/data/com.pancou.cli/shared_prefs/value.xml riviege Escalation echniques
/data/data/com.pancou.cli/shared_prefs/is_first_time.xml Defense Evasion 14 Techniques
Credential Access 4 Techniques
) R Discovery 8 Techniques
Files /data/data/com.pancou.cli/shared_prefs/is_first_time.xml -
Written  /data/data/com.pancou.cli/shared_prefs/value.xml Lateral Movement 2 Techniques
Collection 13 Techniques
Command and Control 8 Techniques
Files /data/data/com.pancou.cli/shared_prefs/is_first_time.xml.oak Exilrati 2 Techniques
litration Nl
Deleted  /data/data/com.pancou.cli/shared_prefs/value.xml.bak © echnique
Impact 9 Techniques
.
b 4ol ByteCode & obdto] o|o|x| et HE Of0|Z m2| ByteCode HE
APK Bytecode APK Bytecode Image Icon File Bytecode

6465780230333500a52650d3af0a1b376a9a14db0

2054x2054 8bit black and white

be137310(0|5} A42F)

ZQ o|0|x| ZpUe| Hash oty 25 A
Image File MD5 Classification

72e01aba74b37728d79646d7c43cb1b7

Spyware, Evader

89504E470DOA1A0A0000000D49484452000000E 1
000000(0|5} A2F)

MO 2 2| M

Attacker Group

VoicePhishing—A

\

p
asa A= QIEQUTIS

Static Info

y

oAl AIZF Et M
EntryPoint Function

com.pancou.clicom.pancou.cli.activity.LoginActivity

orAHo| HEH|E| B4 Bt

Activities Function
com.pancou.clicom.pancou.cli.activity.LoginActivity
com.pancou.clicom.pancou.cli.activity. MainActivity

orAto| API B4+ H

Android API

setMessage

nativeSendStreamMessage
nativePushExternalAudioFrameRawData

encodeFormFields

(0I5} A42f)

ohAHo] MH|A Hit

Services

com.google.android.gms.measurement. AppMeasurementJobService
com.google.android.gms.measurement. AppMeasurementService
com.google.firebase.components.ComponentDiscoveryService
com.pancou.cli.service.AppService

(o5} A42f)

orAlo| HREIHAE ARt B

Receivers

com.google.android.gms.measurement. AppMeasurementReceiver
com.pancou.cli.receiver.BootReceiver
com.pancou.cli.receiver.CallReceiver
com.pancou.cli.receiver.HeartBeatReceiver

(0I5} A42f)

MM ERlEl= EXIE HE

String

2XtE

obMtofl ME =3t M

Obfuscation

Flag(0 or 1)

OrMOH L DB MY =X 2
Database

Flag(0 or 1)

SO Tele| Zupal F

SO Compiler

GCC: (GNU) 4.9.x 20150123 (prerelease)
LEAA I XHH| M YARA Rule2 Safl 2AMM E21 9 OF mtet
YARA Rule

VoicePhishing

TE oM 2l J7iset = oS TEk, TEH(TTPs) #LIS
. ACtO|lHZ =E51 &
+ SXZ 5 (Dynamic Info) lStelEE a0 R
i M/AN S o el Al + 7|} HE(ETC)
SASlE £ dH Y2 U] Bytecode, 25 HE &
7|Et ME
\ J

SIEOIEHITIS A2 OtE20|= YA E(2HM)0| 7HK=

S

MEXQI HE @82 67l 7IE|D2|2 & 4371X| EXNEZ

2Rale] #alsta ek,

- HIEIH|O|El(Metadata)
7|2%91 ofZ2(AH ol H=

+ MXXH(Static Info)
B, AP, MH|A HE BXIE S

+  E23(Network)
OFARH ARl Al T4 Al & mp/
H22|Lf ZEHE URL/IP HE

+ ATT&CK Matrix

2 Hl0]EQ] T YRS QI A, HIEA] [XI2: BRI UTISRUKISAIE BAISI0] A7 HiRiLICE



