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2.0 o

Copyright 2021. Dodo
[0 o 20.04, ¥ " 5 —2.4,PHP 8.0, SSL
IPv4, IPv6bL « v ]
[Ubuntu 20.04, Apache Web Server 2.4, PHP 8.0, SSL application, PHP Extension, PHP.ini configuration,
Apache2 configuration, IPv4, IPv6 virtual host configuration]

%

1 , PHP Extension, PHP.ini Av | Apache2 Awv

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance with

the License. You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE  -2.0 Unless required by
applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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3[Me | 1=V - k (2021-04-06)

l,d YI 4y v 4w N"EA a1 a.

It can be misunderstood that all Korean IT personnel live in Seoul, Gyeonggi, and Daejeon .

However, it has been stated that they do not have any special feelings or relationships for the

4 Jlv £ 1O0bs a.

36l b oAby ADL a9 a.
A B C D E F G H 1 J K L M N 0

T ~ A9y Q2 -] HI2ST
137 136 | ssseM ([ 201905161y 30
144 143 MSEEA 204905223 292
145 144 HESEA 2019-05-24 33.4
147 146 MEsEA 2019-0526 | 311
155 154 AEEEA 2019-06-03 | 295
157| 156 HESEA 2019-06-05 296
174 173 MESEA 2019-0622 | 306
175| 174 HESEA 2019-06-23 31 P < = =
176 175 PFEETE 2019-0624 | 309 (o8 IT AN a b0 " 1A, b,
177 176 AESEA 2019-06-25 | 328 T S %)
178| 177 HESEA 2019-06-26 | 29.5 W A'" . d y 14 v e \ \@-“' <
179 178 PEEEN] 20190627 | 312 B, d l4d b " 5 u N w Eb (<] \ w A
184 183 AEEEA 2019-07-02 | 301 - 2 )
186| 185 HESEA 2019-07-04 32.8
187 186 MESEA 2019-07-05 35
188 187 AESEA 2019-07-06 | 361 ra : : : :
B e i Specified. You do not live in the residential area.
190 189 MEsEA 2019-07-08 31
191/ 190 AESEA 2019-07-09 30 -
195 194 HEsEAl 2019-07-13| 297 region.
196 195 AESEA 2019-07-14| 316
199 198 MESEA 2019-07-17 | 292 . .
200 199 | #2824 [20150718] 321 2 b éz =) av uN VO =] a.
201 200 AESEA 2019-07-19 35
202| 201 HEEE4 2019-07-20 | 319 i A i i
204 203 | ME=En_|20190722] 3 It is very serious that the weather is getting hotter.
205 204 AESEA 2019-07-23 | 329
209| 208 AHEBEA 2019-07-27 33.4
211 210 AESEA 2019-07-29 30
212| 21 AEEEA 2019-07-30 | 308
214 213 MEsEA 2019-08-01| 301
215| 214 HESEA 2019-08-02 | 331
216 215 HESEA 2019-08-03 36
17| 216 MEsEA 2019-08-04 | 344
218 217 AESEA 2019-08-05 | 359
2191 21 __MEEZEA| 2019-08-0h 3h 8 -
R = 2= e = s el e o B e E513.DB
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5.[ A]®E A (2021 -04-06)
"E [T Gopenod+ Aa.

sudo apt install software -properties -common
sudo add-apt-repository ppa:ondrej /php
sudo add-apt-repository ppa:ondrej /apache2

sudo apt update
sudo apt install php8.0 libapache2 -mod-php8.0

sudo a2enmode php8.0
sudo a2enconf php8.0 -fpm
sudo a2enmod proxy_fcgi setenvif mpm_event rewrite headers env dir mime sslhttp2

ufw allow 80/ tcp
ufw allow 443/ tcp
ufw deny 443/ udp
ufw status verbose
ufw enable

ufw disable

sudo apt-get install -y build -essential

sudo apt-get -y install gcc make autoconf libc-dev pkg-config

sudo apt-get -y install php8.0 -{bz2,curl,gd,mbstring}

sudo apt-get -y install php8.0 -{mysql,pgsql,xml,zip,fpm,bz2,cli}

sudo apt-get -y install php8.0 -{opcache,readline,imagick,soap,dev,intl }
sudo apt-get -y install php8.0 -{smbclient,redis,Idap,bcmath,gmp,snmp }
sudo apt-get -y install php8.0 -{memcache,memcached,amqgp }

sudo apt-get -y install php8.0 -{common,dba }

sudo apt-get -y install libmagickcore -6.916 -6-extra

sudo apt-get -y install libgeoip -dev geoip -bin geoip -database
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5.[ A]®E A (2021 -04-06)
"E [T Gopenod+ Aa.

OpenSSL« | v b9k

openssl genrsa -des3 -out server.key 4096

(A4 T e’Y_ :hellol234*&&)

openssl req -new -days 10950 -key server.key -out server.csr

openssl x509 -req -days 10950 -in server.csr-signkey server.key -out server.crt

kK Q 0 localhost b b @ b

openssl req -x509 -nodes -days 1825 -newkey rsa:4096 -keyout /etc/apache2/ ssfapache.key -out / etc/apache2/ sslapache.crt
(localhost / Apache 2.4 b SSL#% @)
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3BAE b b

4B /) PHP.ini, Apache 2.4
(Av )

OpenSSL b » @ b

6.[ N]0o 2004 Apache24,PHP80O/ A "Et ' (1 )(2021-04-06)
AN~ a. Yby A YT hH'Ew N .k Aa.
1B A) v 2B /) IPv4, IPV6- V Avw
—> Apache2.4
—> PHP 8.0 . IPVG
@n, nv )
31 PHP 8.0 - extension

a O *Y®

Apache 2.4 IPv6
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[SSL Av ]
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@an, n)

X 00 4 IPVE
https://[2001:1111:1111::81]
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L « ° (VirtualHost) v
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ﬁ
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7. N]Do 2004, Apache24,PHP80/ % A (2021 -04-06)

\4 0 (:}’)é /1 l‘E N,_,u 2 @. . ( =) I N v “ I

EP root@scale: ~ - m] X

root@scale: ~# apt update

t”7| 1 http: j ; e ity InRelease [109 kB]
J12:2 http: R ;.

55 3 httpi//ppa.launchpad.net/isc/bind/ubuntu focal InRelease
H*7| 4 http://kr.archive.ubuntu.com/ubuntu focal-updates InRelease [114 kB]
”*7E :5 httpi//security.ubuntu.com/ubuntu focal-security/main amd64 DEP-11 Metada
ta |24.3 kB
8F7]:6 http://kr.archive.ubuntu.com/ubuntu focal-backports InRelease [101 kB]
Ht7|:7 http://security.ubuntu.com/ubuntu focal-security/universe amd64 DEP-11 Me
tadata [58.2 kB]
E§7|]8 http://kr.archive.ubuntu.com/ubuntu focal-updates/main amd64 Packages [89
5 kB
E§7|]9 http://kr.archive.ubuntu.com/ubuntu focal-updates/main Translation-en [20
9 kB
H7]:10 http://kr.archive.ubuntu.com/ubuntu focal-updates/main amd64 DEP-11 Meta
data [265 kB]
E§f|:11 h?tpi//kr.archive.ubuntu.com/ubuntu focal-updates/universe amd64 Package
s |757 kB
E!fl:12 h%tp://kr.archive.ubuntu.com/ubuntu focal-updates/universe Translation-e
n |160 kB
HF7]:13 http://kr.archive.ubuntu.com/ubuntu focal-updates/universe amd64 DEP-11
Metadata [303 kB]
Ht7]:14 http://kr.archive.ubuntu.com/ubuntu focal-updates/multiverse amd64 DEP-1
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

MU QEANE A

Ef? root@scale: ~
%FE

... &=

Cte Ti7|R|7} Ats2= AX|E[AUR|D O o] HsSIA| ¢tgLCt:
chromium-codecs-ffmpeg-extra gstreamer1.0-vaapi
libgstreamer-plugins-bhad1.0-0 libva-wayland2

‘apt autoremove'S O|2510] Aol AL,

Cle 7|1 & Y 1eol=2t AYL|CE:
dirmngr friendly-recovery gnome-shell gnome-shell-common gnupg gnupg-110n
gnupg-utils gpg gpg-agent gpg-wks-client gpg-wks-server gpgconf gpgsm gpgv
initramfs-tools initramfs-tools-bin initramfs-tools-core isc-dhcp-client
isc-dhcp-common libnss-systemd libpam-systemd libsystemd® libuv1
linux-firmware python3-software-properties python3-update-manager
software-properties—-common software-properties—-gtk systemd systemd-sysv
systemd-timesyncd ubuntu-keyring update-manager update-manager-core
update-notifier update-notifier-common

670 12iol=, o7 M= Hz|, 070 A[AH U o7 Y 12fo|= OF &,

83.7 kH}O|E /112 MH}O|E O}Z}0|EHE Hlojof SkL|C},

0] 2t} % 1,598 kHIO|EQ| C|AT J7tS O] ALESHA ELIC.
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

MU QEANE A 1 a.

#P root@scale: ~

root@scale:~# sudo apt install software-properties-common

7|2 222 - -
QI—E—)E,' Eﬂ% # sudo apt install software -properties -common

oE| AHE o= SYLICEL.. 2=
Oi7|A| software-properties-common
software-properties—-common Ilj7|Z]
Ctes 7| A7t AlsL= AX|E[AR| T T o4
chromium-codecs-ffmpeg-extra gstreamer1.0-vaapi
libgstreamer-plugins-bad1.0-0 libva-wayland2
‘sudo apt autoremove'S O| 2510 A|7H5I4lA|L.
070 F12folE, o7 A= 2z, 070 A7 ¥ o7 € 12f|o]= ©QF &t
root@scale:~# sudo add-apt-repository ppa:ondrej/php
Co-installable PHP versions: PHP 5.6, PHP 7.x and most requested extensions are
included. Only Supported Versions of PHP (http://php.net/supported-versions.php
) for Supported Ubuntu Releases (https://wiki.ubuntu.com/Releases) are provided.
Don‘t ask for end-of-life PHP versions or Ubuntu release, they won't be provide

d.

Debian oldstable and stable packages are provided as well: https://deb.sury.org/
#debian-dpa

You can get more information about the packages at https://deb.sury.org

IMPORTANT: The {foo)-backports is now required on older Ubuntu releases.
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

MU QEANE A 1 a.

P root@scale: ~

7|£:5 http://kr.archive.ubuntu.com/ubuntu focal-backports InRelease
Hk7|:6 http://ppa.launchpad.net/ondrej/php/ubuntu focal InRelease [23.9 kB]

:8 http://ppa.launchpad.net/ondrej/php/ubuntu focal/main 1386 Packages [29.8
:9 http://ppa.launchpad.net/ondrej/php/ubuntu focal/main Translation-en [31.

F7] 177 kHIO|E, AQA|ZF 52 (39.1 kHIO|E/=)
222 ot ZQUct... o= |
root@scale:~# sudo add-apt-repository ppa:ondrej/apache2
This branch follows latest Apache2 packages as maintained by the Debian Apache2

team with couple of compatibility patches on top.

It also includes some widely used Apache 2 modules (if you need some other feel
free to send me a request).

IMPORTANT: The {foo)-backports is now required on older Ubuntu releases.

BUGS&FEATURES: This PPA now has a issue tracker: https://deb.sury.org/#bug-repor
ting

PLEASE READ: If you like my work and want to give me a little motivation, please
consider donating: https://deb.sury.org/#donate
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

MU QEANE A 1 a.

@ root@scale: ~

Enabling module regtimeout.

Enabling conf charset.

Enabling conf localized-error-pages.

Enabling conf other-vhosts-access-log.

Enabling conf security.

Enabling conf serve-cgi-bin.

Enabling site 000-default.

info: Switch to mpm prefork for package libapache2-mod-php8.0

Module mpm_event disabled.

Enabling module mpm_prefork.

info: Executing deferred 'a2enmod php8.0° for package libapache2-mod-php8.0
Enabling module php8.0.

Created symlink /etc/systemd/system/multi-user.target.wants/apache2.service - /1
ib/systemd/system/apache2.service.

php8.0 (8.0.3-1+ubuntu20.04.1+deb.sury.org+1) A&Ast= Z=AUL|C} .
Processing triggers for systemd (245.4-4ubuntu3.5) ...

Processing triggers for man-db (2.9.1-1) .

Processing triggers for libc-bin (2.31- ~Qubuntu9. 7.

Processing triggers for php8.0-cli (8.0.3- 1+ubuntu20 04 1+deb.sury.org+1) .
Pro;essing triggers for libapache2-mod-php8.0 (8.0.3-1+ubuntu20.04.1+deb. sury or
GEL) ues

root@scale:~i# |}
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

MU QEANE A 1 a.

EP root@scale: ~

Enabling conf localized-error-pages.

Enabling conf other-vhosts-access-log.

Enabling conf security.

Enabling conf serve-cgi-bin.

Enabling site 000-default.

info: Switch to mpm prefork for package libapache2-mod-php8.0

Module mpm_event disabled.

Enabling module mpm_prefork.

info: Executing deferred 'a2enmod php8.0° for package libapache2-mod-php8.0
Enabling module php8.0.

Created symlink /etc/systemd/system/multi-user.target.wants/apache2.service - /1
ib/systemd/system/apache2.service.

php8.0 (8.0.3-1+ubuntu20.04. 1+deb.sury.org+1) 2A&s5t= ZAUL|C} ...
Processing triggers for systemd (245.4-4ubuntu3.5) ...

Processing triaaers for man-dh (2.9 1:1) e

Processing trilbuntu9.2)

Processing trigaeeestor _pnni_cin it i3 1+ubuntu20,04, 1+deb.sury.org+1) ...

Pro;:essing tri|p8.@ (8.0.3-1+ubuntu20.04. 1+deb. sury.or
gtl) ...

root@scale:~# service apache2? start

root@scale:~# ufw allow 80/tcp

S e

20| FItE|USLICH (v6)

root@scale:~#
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7. N]Do 2004, Apache24,PHP80/ % A (2021 -04-06)
MU QEANE A 1 a.

&

root@scale:/etc/apache2# 1s
apache2.conf magic -

. envvars ports.conf
root@scale:/etc/apache2# cd sites-available/
root@scale:/etc/apache2/sites-available# 1s
000-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# vim 000-default.conf |[]

# cd / etc/apache2
# cd sites-available

# vim 000 -default.conf

Vim4U bA® Y, AD

# apt get install «y vim
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

MU QEANE A 1 a.

2

IPva O|7~'I A4 24 A “E /etc/apache2/sites -available/000-b ¢ d _sj r , aml d3
& L =2=o
#{VirtualHost *:80)

# IPv4 to IPve A (2021-04-06 5t2% (TuesDay))
VirtualHost >

# The ServerName directive sets the request scheme, hostname and port th
the server uses to identify itself. This is used when creating

redirection URLs. In the context of virtual hosts, the ServerName
specifies what hostname must appear in the request's Host: header to

value is not decisive as it is used as a last resort host regardless.
However, you must set it for any further virtual host explicitly.

#
#
#
# match this virtual host. For the default virtual host (this file) this
#
#
#ServerName www.example.com

ServerAdmin webmaster@localhost
DocumentRoot /var/www/html

# Available
# error, cri
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7. N]Do 2004, Apache24,PHP80/ % A (2021 -04-06)

MU QEANE A 1 a.

root@scale:/etc/apache2/sites-available# 1s
000-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# vim default-ssl.conf []

# vim default -ssl.conf
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

IfModule

# 0% M

1 a.

{VirtualHost _default_:443)
# IPv4, IPv6 5 HA
{VirtualHost

— 7|91 7] -

ServerAdmin webmaster@localhost
DocumentRoot /var/www/html
# Available loglevels: trace8, ..., tracel, debug, info, notice

# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular
# modules, e.g.

#LogLevel info ssl:warn

ErrorLog ${APACHE_LOG_DIR}/ .log
CustomLog ${APACHE_LOG_DIR}/access.log combined

# For most configuration files from conf-available/, which are
# enabled or disabled at a global level, it is possible to
7,1 =L} 7|

21 /101

’
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7. N]Do 2004, Apache24,PHP80/ % A (2021 -04-06)

MU QEANE A 1 a.

@ root@scale: /etc/apache2

root@scale:/etc/apache2# 1s
apache2. conf magic

; envvars ports.conf
root@scale:/etc/apache2# cd sites-available/
root@scale:/etc/apache2/sites-available# 1s
000-default.conf default-ssl.conf
root@scale:/etc/apache2/sites—available# cd ..
root@scale:/etc/apache2# 1s
apache2.conf magic able

; envvars ports.conf

root@scale:/etc/apache2# vim ports.conf J§

# cd / etc/apache2

# vim ports.conf
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7.[ A]0o 2004, Apache24,PHP80/ ¥ A (2021 -04-06)

MU QEANE A 1 a.

@ root@scale: /etc/apache2 - O X

t If you just change the port or add more ports here, you will likely also
# have to change the VirtualHost statement in
# /etc/apache2/sites-enabled/000-default.conf

Listen [2001:1111:1111::81]:80
Listen 80

{IfModule > #1Pva
Listen 443 Listen 80

# IPV6

Listen 443

</IfModule> Listen [2001:1111:1111::81]:80

# vim: syntax=apache ts=4 sw3l sts=4 sr noet

“ports.conf” 16L, 351C
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7. N]Do 2004, Apache24,PHP80/ % A (2021 -04-06)

1 a.

root@scale:/etc/apache2# 1s
apache2.conf magic

envvars 1 ports.conf
root@scale:/etc/apache2# cd sites-available/
root@scale:/etc/apache2/sites-available# 1s
000-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# cd ..
root@scale:/etc/apache2# 1s
apache2.conf magic . ,

envvars ports.conf
root@scale:/etc/apache2# vim ports.conf
root@scale:/etc/apache2# 1s
apache2.conf magic

' envvars > ports.conf :

rooascale st/ apachea utu alion co/ai
O S E i eyt uiw allow 443/tcp
H2lo] 27HEUE UL} (v6)
Eﬁgﬁ%ﬁcgigréﬁgiégijgﬁez# ufw allow 443/udp - 443 UDP Sve - a?

20| FItE[ASLICH (V6E
root@scale:/etc/apache2# ||
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7. N]Do 2004, Apache24,PHP80/ % A (2021 -04-06)
MU QEANTE A,

w den
2715t 2 AL
= Jst= 74 ZIECEENE # ufw allow 443/ udp

# ufw deny 443/ udp

J # ufw status verbose
210| Ci|o|ESHSLICE
20| °*C1|0IEE”*LIEF (v6)

— A Gg

)
: deny (LHFE S0{3), allow (2IFE L), disabled (2}FE &)

= H
% =g

ALLOW IN Anywhere
ALLOW IN Anywhere
ALLOW IN Anywhere
ALLOW IN Anywhere
ALLOW IN Anywhere
ALLOW IN Anywhere
DENY IN Anywhere
ALLOW IN Anywhere (v6)
ALLOW IN Anywhere (v6)
ALLOW IN Anywhere (v6)
ALLOW IN Anywhere (v6)
80/tcp (v6) ALLOW IN Anywhere (v6)
443/tcp (v6) ALLOW IN Anywhere (v6)
443/udp (v6) DENY IN Anywhere (v6)

root@scale:~i |}
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7. N]Do 2004, Apache24,PHP80/ % A (2021 -04-06)

MU QEANE A 1 a.
ERROR: ZXEl EEQIL|CE
root@scale:/etc/apache2# ufw allow 443/tcp
210] 27}E|Q&LICh
20| FIIE|A}SLICE (v6)
root@scale:/etc/apache2# ufw allow 443/udp
210] 27}E|Q&LICh

2lol 27A8Z 0 (v
root@scale:/etc/apache2# service apache2 stop
root@scale:/etc/apache2# service apache2 start
root@scale:/etc/apache2# a2enmod ssl
Considering dependency setenvif for ssl:
odule setenvif already enabled
Considering dependency mime for ssl:
Module mime already enabled
Considering dependency socache_shmcb for ssl:
Enabling module socache_shmcb.
Enabling module ssl.
See /usr/share/doc/apache2/README.Debian.gz on how to configure SSL and create s
elf-signed certificates.
o activate the new configuration, you need to run:
systemctl restart apache2
root@scale:/etc/apache2# service apache2 stop

root@scale:/etc/apache2# service apache2 start
root@scale:/etc/apache2i []
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8[ AN]0o 2004, Apache 2.4, PHP 8.0/OpenSSL h et A (2021 -04-06)

MU QEANE A 1 a.

2
root@scale: /etc/apacheZ# 1s
apache2. conf >d  magic

envvars i ports.conf
root@scale: /etc/apache2# mkdir ssl
root@scale:/etc/apache2# cd ssl
root@scale:/etc/apache2/ssl# pwd

/etc/apache2/ssl

root@scale:/etc/apache2/ssl# [] # mkdir ssl
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8[ AN]0o 2004, Apache 2.4, PHP 8.0/OpenSSL h et A (2021 -04-06)

MU QEANE A 1 a.

EP root@scale: /etc/apache2/ss| = O X

e is 65537 (0x010001)
Enter pass phrase for server.key:
erifying - Enter pass phrase for server.key:
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8] A]0o 2004, Apache 24, PHP 80/OpenSSL h ek A (2021 -04-06)

MU QEANE A 1 a.

p_‘? root@scale: /etc/apache2/ssl

root@scale:/etc/apache2/ssl# openssl genrsa -des3 -out server.key 2048
Generating RSA private key, 2048 bit long modulus (2 primes)

& is 65537 (@x01@l # openssl req -new -days 10950 -key server.key -out server.csr

Enter pass phrase for server.key: . 10950 /365 =303
Verifying - Enter pass phrase for server.key:

root@scale:/etc/apache2/ssl# openssl req —-new -days 10950 -key server.key -out s
erver,csr

Ignoring -days; not generating a certificate

Enter pass phrase for server.key:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '."', the field will be left blank.

Country Name (2 letter code) [AU]:}}
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8[ AN]0o 2004, Apache 2.4, PHP 8.0/OpenSSL h et A (2021 -04-06)

MU QEANE A 1 a.

;f,? root@scale: /etc/apache2/ssl

root@scale:/etc/apache2/ssl# cp server.key server.key.org
root@scale:/etc/apache2/ssl# openssl rsa -in server.key.org -out server.key
Enter pass phrase for server.key.org:

unable to load Private Key

139956167550272: error:06065064:digital envelope routines:EVP_DecryptFinal_ex:bad
decrypt:../crypto/evp/evp_enc.c:610:

139956167550272: error:0906A065:PEM routines:PEM_do_header:bad decrypt:../crypto/
pem/pem_lib.c:461:

root@scale:/etc/apache2/ssl# |}

# openssl rsa «n server.key.org «out server.key
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8[ AN]0o 2004, Apache 2.4, PHP 8.0/OpenSSL

MU QEANTE A

b ek A (2021-04-06)

@ root@scale: /etc/apache2/ssl

[0 "~ &4 ° d v b
K & VI )
1*1=1,1*0*1*1=0
1+1-1+1-0=1 (2b 17 )

root@scale:/etc/apache2/ssl# openssl x509 -req -days 10950 -in server.csr -signk

ey server.key -out server.crt
Signature ok

subject=C = KR, ST =HelloCity ( = dodo.localhost , QU =dodo.localhost.com

.dodo.localhost.com emailAddress =

Getting Private key

' 4

CN = fqdn

v true, false'E'Q B

Enter pass phrase for server.key:
root@scale:/etc/apache2/ssl# |}

Boolean A

=true, false Qb 3

é
.CSR < Key
OPENSSL

4 yVu

.crt
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8[ AN]0o 2004, Apache 2.4, PHP 8.0/OpenSSL h et A (2021 -04-06)

MU QEANE A 1 a.
&P root@scale: /etc/apache2/ss|

root@scale:/etc/apache2/ssl# openssl x509 -req -days 10950 -in server.csr -signk
ey server.key -out server.crt

Signature ok

subject=C = KR, ST = hellocity , 0 = dodo.localhost _ 0U = dodo.localhost , CN = fqdn
.dodo.localhost.com , emailAddress = admin@dodo.localhost.com

Getting Private key

Enter pass phrase for server.key:

root@scale:/etc/apache2/ssl# sudo chown -R root:root /etc/apache2/ssl
root@scale:/etc/apache2/ssl#

root@scale:/etc/apache2/ssl# sudo chmod 600 /etc/apache2/ssl/*.*
root@scale:/etc/apache2/ssl# sudo chmod 700 /etc/apache2/ssl
root@scale:/etc/apache2/ssl# |}

# sudo chown «Rroot:root /etc/apache2/ ssl

# sudo chmod 600 / etc/apache2/ ss¥*.*

# sudo chmod 700 / etc/apache2/ ssli
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8[ AN]0o 2004, Apache 2.4, PHP 8.0/OpenSSL h et A (2021 -04-06)

MU QEANTE A 1 a.

# cd / etc/apache2

root@scale: /etc/apache2/sites-available = X

root@scale:/etc/apache2# 1s
apache2. conf envvars
magic ports.conf

root@scale:/etc/apache2# cd ssl

root@scale:/etc/apache2/ssl# 1s
server.crt server.csr server.key server.key.org
root@scale:/etc/apache2/ssl# cd ..

root@scale:/etc/apache2# 1s

apache2. conf envvars
magic ports.conf

root@scale:/etc/apache2# cd sites—available/
root@scale:/etc/apache2/sites-available# 1s

000-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# vim default-ssl.conf J§

# cd sites-available
# vim default -ssl.conf
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8[ AN]0o 2004, Apache 2.4, PHP 8.0/OpenSSL h et A (2021 -04-06)

MU QEANE A 1 a.

#P root@scale: /etc/apache2/sites-available

# following line enables the CGI configuration for this host onljg

# after it has been globally disabled with "a2disconf”.
#Include conf-available/serve-cgi-bin.conf

# SSL Engine Switch:
B# Enable/Disable SSL for this virtual host.
SSLEngine

A self-signed (snakeoil) certificate can be created by insta

the ssl-cert package. See
/usr/share/doc/apache2/README .Debian.gz for more info.
If both key and certificate are stored in the same file, onl

SSLCertificateFile directive is needed.

ASAM m
SSLCertificateFile /etc/ssl/certs/ssl-cert-snakeoil.pem
SSLCertificateKeyFile /etc/ssl/private/ssl-cert-snakeoil.key

# 2021-04-06 312 (TuesDay)
SSLCertificateFile /etc/apache2/ssl/server.crt

ILxdd, w31 ¢ ) 41 a 0NN
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MU QEANE A 1 a.
EP root@scale: /etc/apache2/sites-available

root@scale:/etc/apache2# 1s
apache2. conf envvars
' magic ports.conf

root@scale:/etc/apache2# cd ssl
root@scale:/etc/apache2/ssl# 1s
server.crt server.csr server.key server.key.org
root@scale:/etc/apache2/ssl# cd ..
root@scale:/etc/apache2# 1s
apache2, conf envvars

' magic ports.conf

root@scale:/etc/apache2# cd sites-available/
root@scale:/etc/apache2/sites-available# 1s

000-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# vim default-ssl.conf
root@scale:/etc/apache2/sites-available# vim default-ssl.conf
root@scale:/etc/apache2/sites—-available# vim default-ssl.conf
root@scale:/etc/apache2/sites-available# service apache2 stop
root@scale:/etc/apache2/sites-available# service apache2 start
root@scale:/etc/apache2/sites-available# B

# service apache2 stop

# service apache?2 start

35/101
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o0 A]0o 2004 Apache24,PHP80/ b »¢  5(SSL)(2021-04-06)

MU QEANTE A, ' 3 - | # openssl req -x509 -nodes -days 1825 -newkey rsa:4096 -keyout
/etc/apache2/ sslapache.key -out / etc/apache2/ sslapache.crt

EP root@scale: /etc/apache2/sites-available

ou are about to be asked to enter information that will be incorporated
into your certificate request.
hat you are about to enter is what is called a Distinguished Name or a DN.
here are quite a few fields but you can leave some blank
For some fields there will be a default value,

".", the field will be left blank.

Country Name (2 letter code) [AU]:KR

State or Province Name (full name) [Some-State]:Sample

Locality Name (eg, city) []:Sample

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Sample
Organizational Unit Name (eg, section) []:Sample

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []:admin@localhost.com
root@scale:/etc/apache2/sites-available# |
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9.[ N]0o 2004 Apache24,PHP8O/ b b  5(SSL)(2021-04-06)

MU QEANE A 1 a.

6‘3 root@scale: /etc/apache2/sites-enabled

Country Name (2 letter code) [AU]:KR
State or Province Name (full name) [Some-State]:Sample
Locality Name (eg, city) []:Sample
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Sample
Organizational Unit Name (eg, section) []:Sample
Common Name (e.g. server FQDN or YOUR name) []:
Email Address []:admin@localhost.com
root@scale:/etc/apache2/sites-available# 1s
PO0-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# 1s
P00-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# cd ..
root@scale:/etc/apache2# 1s
apache2. conf envvars -

: magic ports.conf

root@scale:/etc/apache2# cd sites-enabled/

root@scale:/etc/apache2/sites-enabled# ls
900-default. conf # vim 000 -default.conf

root@scale:/etc/apache2/sites-enabled# vim 000-default.conf
root@scale:/etc/apache2/sites-enabled# 1s

POO-default.conf

root@scale:/etc/apache2/sites-enabled# vim 000-default.conf
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9.[ N]0o 2004 Apache24,PHP8O/ b b  5(SSL)(2021-04-06)

MU QEANE A 1 a.
EP root@scale: /etc/apache2/sites-enabled
{/VirtualHost)
# vim: syntax=apache ts=4 sw=4 sts=4 sr noet
{VirtualHost >
rAdmin webmaster@localhost
': Engine
QJIW{IfaLPrl]P /etc/apache2/ssl/apache.crt
CertificateKeyFile /etc/apache2/ssl/apache.key

DocumentRoot /var/www/html

* A » Page Down

WM sBEn2 3

“E
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9.[ N]0o 2004 Apache24,PHP8O/ b b  5(SSL)(2021-04-06)

MU QEANE A 1 a.

tﬂ? root@scale: /etc/apache2/sites-enabled

P00-default.conf default-ssl.conf
root@scale:/etc/apache2/sites-available# cd ..
root@scale:/etc/apache2# 1s
apache2. conf envvars

- magic ports.conf

root@scale:/etc/apache2# cd sites-enabled/
root@scale:/etc/apache2/sites-enabled# 1s

POO-default. conf

root@scale:/etc/apache2/sites-enabled# vim 000-default.conf
root@scale:/etc/apache2/sites-enabled# 1s

POO-default.conf

root@scale:/etc/apache2/sites-enabled# vim 000-default.conf
root@scale:/etc/apache2/sites—enabled# vim 000-default.conf
root@scale:/etc/apache2/sites-enabled# sudo a2enmod ssl
Considering dependency setenvif for ssl: _
odule setenvif already enabled # sudo azenmod s
Considering dependency mime for ssl:
Module mime already enabled

Considering dependency socache_shmcb for ssl:

odule socache_shmcb already enabled

odule ssl already enabled

root@scale:/etc/apache2/sites-enabled# service apache2 restart
root@scale:/etc/apache2/sites-enabled# |

# service apache?2 restart
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10.[ A]Do

b b®

2004, Apache24,PHP80/ b 5 »(SSLEH» ¢ HTTPS ~ [IPw4] (2021 -04-06)

b "EHTTPS |

[ Apache2 Debian Default Page: It X

é

(@)

A QPSR %5

+
hitps

192.168.0.22

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at
fvar/www/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full

documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

%_

Jetc/apaches/

/— apachel.conf

/ '— ports.conf
/- mods-enabied

/ f— *. load

/ '—— *.conf

/- conf-enabjed

/ '— +.conf

/— sites—enabled

/ =+, conf

apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

ports.conf is always included from the main configuration file. It is used to determine the listening

ports for incoming connections, and this file can be customized anytime.
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1] A]Do 2004Apache24,PHP80/ b b ¢ H(SSUEH G HTTPS ° [Pve| (2021 -04-06)

.

b b @ »EHTTPS | 4 - & .1 v IpwE - ’

oD

© [ Apache2 Debian Default Pages it X+

G C A SVHSIX| 8 | hips//[2001:1111:1111:81]

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server

installed at this site is working properly. You should replace this file (located at
/var/www/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full

documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

/etc/apache2/
/— apache2.conf
‘-— ports.conf
/— mods-enabled
/ /- *./oad
/ ‘— r.conf
/- conf-enabled
'—— ».conf
/— sites-enabled
‘-— *.conf

apache2.conf is the main configuration file. It puts the pieces together by including all remaining
configuration files when starting up the web server.

ports.conf is always included from the main configuration file. It is used to determine the listening
ports for incoming connections, and this file can be customized anytime.

Canfinuratian filac in tha madeo_anahlad/ conf-anahlad/ and citac_anahlad/ diractariae cantain
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11.[ A]0o 2004Apache24,PHPSO/ b v H(SSUEH G HTTPS  [PvE](2021 -04-06)

b b b "EHTTPS | 4 7O a. | v IPV6E “ ®» a.

i ondemand

gm};—SSD &RAID]-SSD sdal sdbl sde

g |
MIA MIA

Q& '7|8212’C cpu mem swap 0:13 | | 2.14 GHz

= Apache2 Debian Default Page: It works - Mozilla Firefox
Apache2 Debian Defa

< ¢ @ @ A& Nty [2001:1111:1111::81]

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server

installed at this site is working properly. You should replace this file (located at /var /vwww
/html/index.html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably
means that the site is currently unavailable due to maintenance. If the problem persists, please
contact the site's administrator.

Configuration Overview
Debian's Apache2 default configuration is different from the upstream default configuration, and
splitinto several files optimized for interaction with Debian tools. The configuration system s fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if
the apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

| Jetc/apache2/
i [-- apache2.conf
6] == ports.conf

A2 ) @ B © © I = B : o Apache2 DebianDe Oracle VM VirtualB ojLf' YA QIASE ®» * B B8 ) [ A 2021-04-0609:47:3532Y
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12.[ A]J0o 2004,Apache24,PHP80 -  (Extension) ¥

Php8.0, J

EP root@scale: ~

chromlum codecs ffmpeg extra gstreamer1 0 vaapl
libgstreamer-plugins-bad1.0-0 libva-wayland2
"apt autoremove’'S O|E75}0| A|HSIAMA|IL.
Ct2 T7|1R|& A2 AYLIC}:
hp8.0

%*JEHOIE o/l M= Az, 170 A7 2 1070 Y10

r

4 KHIO|EQ| C|AT Z7to| H[ZIL|CE,
|77P [Y/n] YR

(2021 -04-06)
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12.[ A]J0o 2004,Apache24,PHP80 -  (Extension) v (2021 -04-06)

PHP.net " | 4 ® 4+ @8 U extension( /I a4 d »O0 1 a2 a.

| https://www.php.net

Documentation | Getinvolved kelp php®

http://php.net

PHP Manual > Appendices > Extension List/Categorization

Extension List/Categorization

Change language:
Submit a Pull Request  Reporta Bug
Membership
Stal

Alphabetical

o Apache
s APCu
o Arrays
e BC Math

o Bzip2

o Calendar

o Classkit

o Classes/Objects
o COM

o CSPRNG

o Clype
e« CUBRID
o CURL
o Date/Time

o DBA

o dBase

o DB+

s Direct 10

o Directories

o Data Structures

> Eio
o Enchant

o Error Handling
o Ev

+ Event

s Program execution
o Expect

o FrontBase

o Fileinfo

o filePro


http://php.net/
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12.[ A]0o 2004, Apache24,PHP80 -  (Extension) v (2021 -04-06)

il
rIF gy

IF, FORy ‘
B E <«\NE t Abd)=>,y

©

.0.3-1+ubuntu20.04. 1+deb.sury.org+1).
.3-1+ubuntu20.04. 1+deb.sury.org+1). f(abc; 2/3 ' 'y

r|rr|ﬁr|ro{>1

.0-c . If(abc; 2 3
7~1|.°_r:3ft Ij7| Z]: If (abc; 2 3
php-pear . '
ohS M TH7|2|S Mg ALk for (abc; 2 43
libpg5 libzip4 php8.0-fpm php8.0-mysql php8.0-pgsql php8.0-xml php8.0-zip
sudo apt-get install -y build -essential }
sudo apt-get -y install gcc make autoconf libc-dev pkg -config ) }

sudo apt-get -y install php8.0 -{bz2,curl,gd,mbstring}
sudo apt-get -y install php8.0 -{mysql,pgsqgl,xml,zip,fpm,bz2,cli}
sudo apt-get -y install php8.0 -{opcache,readline,imagick,soap,dev,intl }
sudo apt-get -y install php8.0 -{smbclient,redis,|dap,bcmath,gmp,snmp }
sudo apt-get -y install php8.0 -{memcache,memcached,amqp }
sudo apt-get -y install php8.0 -{common,dba }
sudo apt-get -y install libmagickcore -6.q16 -6-extra
sudo apt-get -y install libgeoip -dev geoip -bin geoip -database
Ht7]:6 http://ppa.launchpad.net/ondrej/php/ubuntu focal/main amd64 php8.0-xml

o N

SELECH =>o y
3 E <«NE £t Ad)

Select ( select ( select ( select * from)
* from ) * from ) * from ) ;

n A, v N v @07 w2 L34 J A O

. - WEAN=1 < ofpa.(ey)
sudo apt-get mstaﬂ php?.o -bz2 php8.0 -curl U : "ED A b E (

ol ldw, "4, & v 17 & v QY.

WEAN=1 «)
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12.[ A]0o 2004, Apache24,PHP80 -  (Extension) v (2021 -04-06)

Php8.0, , 3. Aa.

‘ &P root@scale: /var/www/|

Creating config file /etc/php/8.0/mods-available/pdo_pgsql.ini with new version
Processing triggers for systemd (245.4-4ubuntu3.5) ...
Processing triggers for man-db (2.9.1-1) ...
Pro;essing triggers for libapache2-mod-php8.0 (8.0.3-1+ubuntu20.04.1+deb.sury.or
g+1
Processing triggers for libc-bin (2.31-Oubuntu9.2) ...
Processing triggers for php8.0-cli (8.0.3-1+ubuntu20.04,1+deb.sury.org+1) ...
Processing triggers for php8.0-fpm (8.0.3-1+ubuntu20.04.1+deb.sury.org+1) ...

: Not enabling PHP 8.0 FPM by default.

: To enable PHP 8.0 FPM in Apache2 do:

. a2enmod proxy_fcgi setenvif

: a2enconf php8.0-fpm

! You are seeing this message because you have apache2 package installed.
root@scale:/var/www/html# sudo apt-get -y install php8.0-{opcache,readline,imagi
ck,soap,dev,intl}

. 2=

php8 0-opcache HH?IZIL‘ s

HH?;ZI php8.0-readline= L|C} (8.0.3-1+ubuntu20.04. 1+deb.sury.or

g+

php8.0-readline 7| = £+SHZ|Z2 Z| AstL|C},
CtEe| 7F I§7| |7 A2 AYLCt :
autopoint debhelper dh-autoreconf dh-strip-nondeterminism dwz gettext
gsfonts imagemagick-6-common intltool-debian libarchive-cpio-perl
libarchive-zip-perl libcroco3 libdebhelper-perl
libfile-stripnondeterminism-perl liblqr-1-0 libltdl-dev
libmagickcore-6.q16-6 libmagickwand-6.q16-6 libmail-sendmail-perl
libpcre2-16-0 libpcre2-32-0 libpcre2-8-0 libpcre2-dev libpcre2-posix2
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12.[ A]J0o 2004,Apache24,PHP80 -  (Extension) ¥

(2021 -04-06)

root@scale:/var/www/html# sudo apt-get -y install php8.0-{smbclient,redis,ldap,b
cmath,gmp, snmp}

php8.
A|otot= TH7|A]:
redis-server
Cts M Di7[R[E A2 AYL|Ct:
php8.0-bcmath php8.0-gmp php8.0-igbinary php8.0-1dap php8.0-redis
php8.0-smbclient php8.0-snmp snmp
07 ¥eolE, 87 M= Hx|, 07H AMA A 770 ¥azo]= o gL,
499 kH}O|E O}7}0|E £ dtojof &kL|LC},
0] 29! 5 2,106 kHIO|EQ| C|AT A7+S ©f AFR3HA| ELIch.
HE21:1 http //ppa launchpad. net/ondreJ/php/ubuntu focal/main amd64 php8.0-igbina

=" ZolL|C} :
libmemcached11 itmg4 php8.0-msgpack
A|oH5t= mi7|A]:
memcached
Cha Al IH7|AE Hz[& AAL|Ct:
libmemcached11 librabbitmg4 php8.0-amgp php8.0-memcache php8.0-memcached
php8.0-msgpack
07H O*ILEHOIC 67 M= Az|, o7 A7 U 774 H2qo|= o &,
292 kH}O|E 0}9f0||=!E gkofof shL|C},
0| 2ol & 984 kHIO|ESf C|AT 27+e o ALZ3iA| Lt

“f7| 1 http://ppa.launchpad. net/ondreJ/php/ubuntu focal/main amd64 php8.0-amgp a

md64 1.10.,2-8+ubuntu20.04.1+deb.sury.org+1 [49.5 kB]

Yt7]:2 http://kr.archive.ubuntu.com/ubuntu focal/main amd64 librabbitmq4 amd64 ©

.10.0-1 [35.8 kB]

YF7|:3 http://kr.archive.ubuntu.com/ubuntu focal/main amd64 libmemcached11 amd64

1.0.18-4.2ubuntu2 [83.5 kB]

he amd64 8.04+4.0.5.2+3.0,9~20170802.e702b5f9+-1+ubuntu20.04, 1+deb.sury.org+1
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12.[ A]0o 2004, Apache24,PHP80 -  (Extension) v (2021 -04-06)

Php8.0, J 3. & b Aa.

714 252 f
e e
, 'php8.0-cty php8.0-common’ IH7|Z|
9|, 'php8.0-pdo’
: php8.0-pecl-zip I}7| 2
: Couldn't find any package by glob ‘php8.0-pecl-zip’
: 'php8.0-pecl-zip®' H4l0| sligst= 7|27t lSLICt

= %ic SYLIC.. &=

-
O] z|A HAQLIC} (8.0.3-1+ubuntu20.04, 1+deb. sury.org+

19
E)f% M I{7|2 & Azx|g AYL|Ct:
libgdbm14 php8.0-dba
070 F12|0|E, 270 M= Hz|, o7) A[AH L 774 ¢o|= ¢t T,
117 kHIO|E O}7}0|E S Htojof BfL|C},
0| 2t} = 416 kHIO|EQ| C|AT J7FS O ALESHA| EL|LCE.
Ht7]:1 http://kr.archive.ubuntu.com/ubuntu focal/universe amd64 libqdbm14 amd64
1.8.78-9build3 [93.3 kB]
Ht7|:2 http://ppa.launchpad.net/ondrej/php/ubuntu focal/main amd64 php8.0-dba am
464 8.0.3-1+ubuntu20.04.1+deb.sury.org+1 [24.0 kB]
Li2{dt7| 117 kH}O|E, ALA|ZF 1= (114 kHIO|E/=R)
Selecting previously unselected package libqdbm14.
(ClolE{H[o] A =T ... 2 204965702 mAn} Claleiz|7t Hx|E[0] JAESLICE.)
Preparing to unpack .../libqdbm14_1.8.78-9build3_amd64.deb ...
npacking libqdbm14 (1.8.78-9build3) ...
Selecting previously unselected package php8.0-dba.
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12.[ A]0o 2004, Apache24,PHP80 -  (Extension) v (2021 -04-06)

Php8.0, , 3. Aa.

;?j’ root@scale: /val

root@scale: /var/www/html# sudo apt-get -y install libgeoip-dev geoip-bin geoip-d
atabase
j7|2| 35S
o|Z A EEE'E
AI‘EH Z'IEE
chgof =
lib e01p1 libneta perl llbsocket6 perl
S AH Ij7[2] & d2 1‘?:ILI'ZP-
geoip-bin geoip- databas libgeoip-dev libgeoip1 libnetaddr-ip-perl
libsocket6-perl
07l H10|=, 67i AE AZ|, o7 A|A L 774 ¢ z0]= o &,
3,324 kHIO|E O}7}0|EE Hdrojof §fL|Ct,
0] 2! = 11.6 MH}O|EQ| C|AT Z7tS O ALESHA| ELCt.
8F7]:1 http://kr.archive.ubuntu.com/ubuntu focal/universe amd64 libgeoip1 amd64
1.6.12-6build1 [70.5 kB]
Ht7|:2 http://kr.archive,ubuntu.com/ubuntu focal/main amd64 libnetaddr-ip-perl a
md64 4.079+dfsg-1build4 [81.0 kB]
Ht7|:3 http://kr.archive.ubuntu.com/ubuntu focal/universe amd64 geoip-bin amd64
1.6.12-6build1 [63.3 kB]
HE7|:4 http://kr.archive.ubuntu.com/ubuntu focal/universe amd64 geoip-database a
11 20191224-2 [3,029 kB]
Ht7|:5 http://kr.archive.ubuntu.com/ubuntu focal/universe amd64 libgeoip-dev amd
64 1.6.12-6build1 [60.6 kB]
HF7]:6 http://kr.archive.ubuntu.com/ubuntu focal/main amd64 libsocket6-perl amd6
4 0,29-1build1 [18.9 kB]
LH2{Et7| 3,324 KHIO|E A QA|7F 4% (935 kHIO|E/=)
Selecting previously unselected package libgeoip1:amd64.
(Clo[e{Ho|A == ... ¥Al 20502372 miat Clallg{2|7t Ha|&[o] UASLICE.)
Preparing to unpack .../0-libgeoip1_1.6.12-6build1_amd64.deb ...
Unpacking libgeoip1:amd64 (1.6.12-6build1) ...
Selecting previously unselected package libnetaddr-ip-perl.
Preparing to unpack .../1-libnetaddr-ip-perl_4.079+dfsg-1build4_amd64.deb ...
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12.[ A]0o 2004, Apache24,PHP80 -  (Extension) v (2021 -04-06)

Php8.0, , 3. Aa.

P root@scale: /va

geoip-bin (1 6.12-6build1) A&ol= =AUL|C} ...

libgeoip-dev (1.6.12-6build1) &AAst= =L|C} ...

Processing triggers for man-db (2.9.1-1) .

Processing triggers for libc-bin (2.31—0ubuntu9.2) —
root@scale:/var/www/html# service apache2 restart

root@scale [var/www/html# sudo apz'_::?tget install -y build-essential

e
0

Ct
. 2hE

O] 2|4 HAALIC} (12.8ubuntul.1).

2, 070 HA 2L 770 Fol= o gt

udo ;;;Eget -y install gcc make autoconf libc-dev pkg-config

o{Nre
184
=

[
L EL

._I-mrlr
+=
CO,uxS:

—

e

=

[
SRl

1ibc6- dev 7| R & tE—h'E. L|C}
HALICE (2.69-11.1).
IEr (4:9.3.0—1ubuntu
LIC} (4.2.1-1.2).
| Z|M tH%i°'L1E+ (0.29.1-0ubuntu4).
LTt (2.31-0ubuntu9.2).
J20|E, o7l M= *11| 07H AA 2 774 dzjo|= ©OF s,
root@scale: /var/www/html# sudo apt-get -y 1nstall php8.0- {sz curl ,gd,mbstring}

2)

IO X XN 2 >

.0.3-1+ubuntu20.04. 1+deb. sury.org+1).
.0.3-1+ubuntu20.04, 1+deb. sury.org+1).
3 1+ubuntu20.04, 1+deb. sury.org+1).

} (8.0.3-1+ubuntu20.04.1+deb.sury.org+1).
7§ o 13|0|E oF 3t.
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13.] AN]JDo 2004, Apache24,PHP80 «phpini Aw (2021 -04-06)
W E da,n 49 24,PHP8.0 Aw i a.
(php @) ®E A D A +» php — 0 2 . A0 t @, php compiler( YO o Y /42
@rcct@scale /etc/php/8.0/fpm - a X I
root@scale:/etc/php# cd 7.4/ [ d A NXPHP.iniv X &3 ° Apache Web Server 2.44 i B ]
root@scale:/etc/php/7.4# 1s MS 1 0 4 » php.ini v X b a

root@scale:/etc/php/7.4# cd mods-available/
root@scale:/etc/php/7.4/mods-available# 1s
apcu.ini
apcu_bc.ini exif.ini ftp.ini pdo.ini
calendar.ini ffi.ini gettext.ini phar.ini
root@scale:/etc/php/7.4/mods-available# cd ..
root@scale:/etc/php/7.4# 1s

ctype.ini fileinfo.ini iconv.ini posix.ini
shmop.ini
sockets.ini

sysvmsg.ini tokenizer.ini
sysvsem.ini
sysvshm.ini

®s °  Apache Web Server240 A/ P o & “ Q.
root@scale:/etc/php/7.4# cd .. - - -
root@scale:/etc/php# 1s (ws * 4 » Apache Web Server 2.4~ PHPA n A MS | 045

AR h—u D bea _)
root@scale:/etc/php# cd 8.0/ ‘
root@scale:/etc/php/8.0# 1s =>MS | 64 v IS PHPA n £ Na U E. U,

b 48 [Eb .

root@scale:/etc/php/8.0# cd apache2/ SMS | D4 T XM b—F av I ds. Qi v
root@scalﬁ:/gﬁ;/php/S.@/apacheZ# 1s MS 1 5 1 i LSk Q 64 )o ds., |
root@scage?}etc/phpIS.0/apache2# et o = MS 10 ISt PHPI A, 30 Y. . WebApp Installer'®
root@scale:/etc/php/8.0# 1s v 3. n s .
root@scale:/etc/php/8.0# cd fpm/ Y Za.‘j dl W, 0° v j bds b— gV XMOUBL 4 N .
root@scale:/etc/php/8.0/fpm# 1s Y w b ra as?l Oa

php-fpm.conf php.ini - - _ -
root@scale:/etc/php/8.0/fpm# pwd Y BB U kQb t[ TE]( &k QO )
/etc/php/8.0/fpm
root@scalﬁ:{]%tc/php]/c&@r/]fpm#.ls V@S A4bs £ PHP "E UQ@AA" MS | D45 £ PHP N

D DM CONT  ERID s LIt n 4 A A0OLY L2 N°Qt° w (ET U0 )

root@scale:/etc/php/8.

O/fpm# vim php.ini fi
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13 A]0o 2004 Apache24,PHP80 «phpini Aw (2021 -04-06)

Php.ini Aw a.a EN'E a2 AN »Oa.

; Whether to allow the treatment of URLs (like http:// or ftp://) as files.
; http://php.net/allow-url-fopen

; 2021-04-06 PHP URL (HTTP, FTP 2]
; -> Curlt} Cfjoto = Y&t A
- _> ZI-?:I; On ,kl-g_%l- 75|_?_ /

2lo1d.
-5 o

; Whether to allol include/require to open URLs (like http:// or ftp://) as files.
; http://php.net/allow-url-include

; Define the anonymous ftp password (your email address). PHP's default setting
; for this is empty.

; http://php.net/from

;from="john@doe . com"

; Define the User-Agent string. PHP's default setting for this is empty.
; http://php.net/user-agent
;user_agent="PHP"

; Default timeout for socket based streams (seconds)
; http://php.net/default-socket-timeout

- 7]9] 27| —-
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13 A]0o 2004 Apache24,PHP80 «phpini Aw (2021 -04-06)

Php.ini Aw

.. .. ..
FPrrrrrrrrrrrrrrr

; File Uploads :

; Whether to allow HTTP file uploads.
; http://php.net/file-uploads

; Temporary directory for HTTP uploaded files (will use system default if not
; specified).

; http://php.net/upload-tmp-dir

supload_tmp_dir =

; Maximum allowed size for uploaded files.
; http://php.net/upload-max-filesize

; 2021-04-06 22 (Monday)

;o Az : 7|27k 2m(2MB)

; : 150MB

; Whether to allow the treatment of URLs (like http:// or ftp://) as files.
; http://php.net/allow-url-fopen
I
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13 A]0o 2004 Apache24,PHP80 «phpini Aw (2021 -04-06)

Php.ini Aw a.

&P root@scale: /etc/php/8.0/fpm

Decides whether PHP may expose the fact that it is installed on the server
(e.g. by adding its signature to the Web server header). It is no security
threat in any way, but it makes it possible to determine whether you use PHP
on your server or not.

http://php.net/expose-php

2021-04-06 (E2Y) / Monday - PHP 8,0
PHP AH] FHE 5] 5717|(PHP BHHH 2Y4)

HZ: 7|22k off
: On (PHP 8.09] MHE & £
off w2t A E s,

Ne Ne NeNeNeNoeNeNeNeNeNeNe N

rrrrrrrrrrrrrrrrrz;s

;> Maximum execution time of each script, in seconds
; http://php.net/max-execution-time
; Note: This directive is hardcoded to © for the CLI SAPI

; Maximum amount of time each script may spend parsing request data. It's a good

; idea to limit this time on productions servers in order to eliminate unexpectedly
> long running scripts.

; Note: This directive is hardcoded to -1 for the CLI SAPI

; Default Value: -1 (Unlimited)

; Development Value: 60 (60 seconds)

; Production Value: 60 (60 seconds)

php.ini" 1965L, 73627C
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13.[ A]0o 2004, Apache24,PHP80 «phpini A (2021-04-06)

Php.ini Aw

E'? root@scale: /etc/|

;extension=tidy
;extension=xsl

;zend_extension=opcache

; Module Settings

; Whether the CLI web server uses ANSI color coding in its terminal output.

; Defines the default timezone used by the date functions
; http://php. net/date timezone
: OF% A|7|'O§ HZA (2021-04-06)

; http://php.net/date.default-latitude
date default_latitude = 31.7667

; http://php.net/date.default-longitude
;date.default_longitude = 35,2333

B http://php.net/date.sunrise-zenith
;date.sunrise_zenith = 90.833333

; http://php.net/date.sunset-zenith
;date.sunset_zenith = 90.833333
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14 A]J0o 2004, Apache24,PHP80 «apache24 A'w

v 2.4 i ABAw a.

&P root@scale: /etc/apache2/conf-enabled

root@scale:/etc/apache2/conf-enabled# 1s

charset.conf localized-error-pages.conf other-vhosts-access-log.conf
root@scale:/etc/apache2/conf-enabled# pwd

/etc/apache2/conf-enabled

root@scale:/etc/apache2/conf-enabled# cd /etc/apache2/conf-enabled/
root@scale:/etc/apache2/conf-enabled# 1s

charset.conf localized-error-pages.conf other-vhosts-access-log.conf
root@scale:/etc/apache2/conf-enabled# pwd

/etc/apache2/conf-enabled

root@scale:/etc/apache2/conf-enabled# vim security.conf [

security.conf

security.conf

(2021 -04-06)

serve-cgi-bin.conf

serve-cgi-bin.conf
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14 A]0o 2004, Apache24,PHP80 «apache24 Aw (2021-04-06)

v 24 7 AOAv  a.

G A QVHSHK| %8 | [2001:1111:1111:81]

Not Found FaVbDJ

The requested URL was not found on this server.

Apache Server at 2007:17117:1111::87 Port 80

C A SHFESHA %S | [2001:1111:1111:81)/ O

Not Found

The requested URL was not found on this server.

Apache/é‘ Server at 2007:71717171:71777:87 Port 80
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14 A]0o 2004, Apache24,PHP80 «apache24 Aw (2021-04-06)

v 24 7 AOAv  a.

C A HHBX L | [2001:1111:1111:81]/C

Not Found

The requested URL was not found on this server.

Apache/2.4 Server at 2001:1177:7177:87 Port 80

Ml\ﬂ()i_\

C A oHHBIX| %2 | [2001:1111:1111:81]

Not Found

The requested URL was not found on this server.

Apache/2.4.46 Server at 2001:1171:1111:87 Port 80 \ (\\ [\/\ 0\1
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14 A]0o 2004, Apache24,PHP80 «apache24 Aw (2021-04-06)

v 24 7 AOAv  a.

C A FHBIX| %8 | [2001:1111:1111:81]

Not Found

The requested URL was not found on this server.

Apache/2.4.46 (Ubuntu) OpenSSL/1.1.1f Server at 2001:7111:1711::87 Port 80

Fyl]

G A HSIX| 28 | [2001:1111:1111:81]/ 0

"Not Found

The requested URL was not found on this server.

Apache/24.46 (Ubuntu) Server at 20071:17171:7171.:81 Port 85@ g
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14 A]J0o 2004, Apache24,PHP80 «apache24 A'w

2.4 i ASAY
&P root@scale: /etc/apache2/conf-enabled

t A E2 AE (2021-04-06 / 32 Y [Tuesday])

! Minimal | Minor Major |

0S
7I9_0|I wetM +dolle 28 (HLAR Full si: £%5

ServerTokens Minor
#ServerTokens Full

# Optionally add a line containing the server version and virtual host

# name to server-generated pages (internal error documents, FTP directory
# listings, mod_status and mod_info output etc., but not CGI generated

# documents or custom error documents).

# Set to "EMail" to also include a mailto: link to the ServerAdmin.

# Set to one of: | Off | EMail

#ServerSignature Off

it A AILER{(AMB] 2H: MB] MEHE7|) (2021-04-06 / 242 Y [TuesDay])
# HA|of D Al £ 0n
¢ HA|5H7| & O 0ffF
¢ 22 i
# Not Found

=3
[ .
=1
L
of

=clt=2a})
# Of|: Apache 2.4 / OpenSSL Server Ubuntu(Cent0S)

ServerSignature

# Allow TRACE method
— 7|94

(2021 -04-06)
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14 A]0o 2004, Apache24,PHP80 «apache24 Aw (2021-04-06)

v 24 7 AOAv  a.

C A QHHEBIX| %8 | hitps//[2001:1111:1111:81]

Not Found

The requested URL was not found on this server.

Tt 7

i \pocre Zéb
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15[ A]0 o

AOAY ( &) a.

‘ ZP rootwscale: setc/apech=2/zoni-enaoled

# Forbid access to version control directories

#

20.04, Apache 24, PHP 80 «apache2.4

A v [Header] (2021 -04-06)

# If you use version control systems in your document root, you should
# probably deny access to their directories., For example, for subversion:

#

#{DirectoryNatch “/\.svn")
# Require all denied
#<{/DirectoryMatch)

#

# Setting this header will prevent MSIE from interpreting files as something
# else than declared by the content type in the HTTP headers.

# Requires mod_headers to be enabled.
#

#Header set X-Content-Type-Options: "nosniff”

#

# Setting this header will prevent other sites from embedding pages from this
# site as frames. This defends against clickjacking attacks.

# Requires mod_headers to be enabled.
#
#Header set X-Frame-Options: "sameorigin”

Hea HelloWorld:

# vim: syntax=apache ts=4 sw=4 sts=f] sr noet

journalctl «xe'E Yy x40 . 2

—— Zleld 7l __ .
:/etc/apache2/conf-enabled#
:/etc/apache2/conf-enabled#
:/etc/apache2/conf-enabled#
: /etc/apache2/conf-enabled#
:/etc/apache2/conf-enabled#
: /etc/apache2/conf-enabled#
:/etc/apache2/conf-enabled#
:/etc/apache2/conf-enabled#

charset,conf localized-err
root@scale: /etc/apache2/conf-enabled#

# Of: olCiS QUHC=E Q=11 AL (E82siM)

. - (E

# cd /etc/apache2/ conf-enabled/

# vim security.conf

# service apache?2 restart

vim security.conf
service apache2 restart
vim security.conf
service apache2 restart
vim security.conf
service apache2 restart
vin security.conf

1s

# journalctl -xe

WA

pages.conf other-vhosts-access—log.conf

security.conf serve-cgi-bin.conf

service apache2 restart

Job for apache2.service failed because the control process exited with error code.

See "systemctl status apache2.service'

root@scale: /etc/apache2/conf-enabled#

' and "journalctl -xe" for details.
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16.[ A]0o 2004 Apache24,PHP80 «phpini Av (2) (2021 -04-06)

PHP8O Av  a.

EP root@scale: /etc/php/8.0/fpm

root@scale:~# cd /etc/php/8.0/fpm/

root@scale:/etc/php/8.0/fpmi 1s
php-fpm.conf php.ini ) .

root@scale:/etc/php/8.0/fpm# pwd #vim php.ini

/etc/php/8.0/fpm

root@scale:/etc/php/8.0/fpm# vim php.ini i

# cd / etc/php/8.0/fpm
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17.[ A]0o 2004, Apache24,PHP80 «phpini Av ()40 ¢ "A(2021-04-06)

PHP8O Av  a.

EP root@scale: /etc/php/8.0/fpm - (m} X

; error_reporting
Default Value: E_ALL
Development Value: E_ALL
Production Value: E_ALL & ~E_DEPRECATED & ~E_STRICT

; SIH 23(225%) - 2021-04-06 é};;%% / Tuesday) PHP 8.0
;= dlsplay errors = Off (7|24t
; =) H[al: AREA} 7|-‘201| 0 2 fo%* A

: log_errorsf}
Default Value: Off
Development Value: On
Production Value: On
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17.[ A]0

PHP 8.0 Aw

o 2004, Apache24,PHP80 «phpini Av (@340 w

a.

#P root@scale: /etc/php/8.0/fpm - [m} X

; http://php.net/xmlrpc-errors
;xmlrpc_errors = 0

; An XML-RPC faultCode
;xmlrpc_error_number = 0

; When PHP displays or logs an error, it has the capability of formatting t
he

; error message as HTML for easier reading. This directive controls whether
; the error message is formatted as HTML or not.

; Note: This directive is hardcoded to 0ff for the CLI SAPI

; http://php.net/html-errors

’
’
'
s
r
’
s
’
'
s

; 2021-04-06 32 YU (Tuesday)

; HTML Ej1 OHE‘I HA|

; 7|22k ;html_errors = ON

. H[3: 7150| TetM AMRE 2

;html_errors = On

; If html_errors is set to On *and* docref_root is not empty, then PHP

; produces clickable error messages that direct to a page describing the er
ror

; or function causing the error in detail.

; fiou can download a copy of the PHP manual from http://php.net/docs

; and change docref_root to the base URL of your local copy including the

; leading '/'. You must also specify the file extension being used includin

; the dot. PHP's default behavior is to leave these settings empty, in whic

— 719l 7] — 504,3

A (2021 -04-06)



1100 2004 -Apache 2.4,PHP 8, PHP8 ,OpenSSL b & (), OpenSSLO Apache 2.4 A A n (2021 -04-06)

66 /101
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PHP 8.0 Aw

o 2004, Apache24,PHP80 «phpini Av (@340 w

a.

root@scale: /etc/php/8.0/fpm = [m] X
php. p

Default Value: E_ALL

Development Value: E_ALL

Production Value: E_ALL & ~E_DEPRECATED & ~E_STRICT
http://php.net/error-reporting

oz =38 3} (2021-04-06 32 Y / Tuesday) PHP 8.0
7|24 HZk: error_reporting = E_ALL & ~E_DEPRECATED & ~E_STRICT

9! H0|A| StCt. / error_reporting = Off

0|7" otZIC}, / error_reporting = E_ALL
Eﬁjdc’§3-5|01 Q)2 :error_reporting)

-> 7HE§5153. E_ALL

Ne Ne Ne Ne NeNeENeENeENeENENeENE N NN

;error_reporting = E_ALL & ~E_DEPRECATED & ~E_STRICT

; This directive controls whether or not and where PHP will output errors,
; notices and warnings too. Error output is very useful during development,
but

B it could be very dangerous in production environments. Depending on the c

ode

; which is triggering the error, sensitive information could potentially le

ak

; out of your application such as database usernames and passwords or worse

; For production environments, we recommend logging errors rather than
; sending them to STDOUT.

; Possible Values:

php.ini" 1989L, 74443C 516,1

A (2021 -04-06)
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17.[ A]0o 2004 Apache24,PHP80 «phpini Av (B)10 o

PHP 8.0 Aw

a.

#P root@scale: /etc/php/8.0/fpm i =] X

2021-04-06 (3}2Y) / Tuesday
7|22} display_errors = Off
C|H4: display_errors = On (ZHE 2 E)

LN e Ne Ne Noe N

; The display of errors which occur during PHP's startup sequence are handl
ed

; separately from display_errors. We strongly recommend you set this to ‘of
fl
for production servers to avoid leaking configuration details.
Default Value: On

Development Value: On

Production Value: Off

http://php.net/display-startup-errors

2021-04-06 (3}2Y) / Tuesday

7| =2k: display_startup_errors = Off
+d: display_startup_errors = On
7Het: display_startup_errors = 0ff

.
’
.
s
.
r
.
s
.
7
«
s
.
7
.
r
.
V'
.
’
.
’

Besides displaying errors, PHP can also log errors to locations such as a
server-specific log, STDERR, or a location specified by the error_log
directive found below. While errors should not be displayed on production

IR |

; servers they should still be monitored and logging is a great way to do t
hat.

— N|YE7| - 550, 1 26% |

A (2021 -04-06)
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18.[ A]0 o

PHP8O Av  a.

20.04, Apache 24,PHP 80 «phpini Aw

root@scale: /etc/php/8.0/fpm

You

doe
htt
sess

202

.
’
.
’
.
’
.
’
B
s
.
’
.
’
.
’
.
’
.
r’
.
Vs
.
’
.
’
.
’
.
’
.
s
°
’
.
’
.
s
.
’

; Whe

H Strict session mode does not accept an uninitialized session ID, and
; regenerates the session ID if the browser sends an uninitialized session

ID.

; Strict mode protects applications from session fixation via a session ado

ption

; vulnerability. It is disabled by default for maximum compatibility, but

==

use subdirectories for session storage

The file storage module creates files using mode 600 by default.

can change that by using

session.save_path = "N;MODE;/path”

where MODE is the octal representation of the mode. Note that this

s not overwrite the process's umask.
p://php.net/session.save-path
ion.save_path = "/var/lib/php/sessions"

1-04-06 3}2 2 (Tuesday)
%

=
e 8= (54 E0= A4 7ts)

) session.save_path = "/var/lib/php/sessions"”
2402 5of 98,
H3

Ml fzE 24eiM E7] g2 8 + US

0f]: /hello/web/session

ther to use strict session mode.

97|

@)+ A (2021 -04-06)

1419, 1 70%
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18] A]0o 2004 Apache24,PHP80 «phpini Av (4t 4 (2021-04-06)

PHP8O Av  a.

root@scale: /etc/php/8.0/fpm = [m] X
php. P

root@scale:~# cd /etc/php/8.0/fpm/

root@scale:/etc/php/8.0/fpm# 1s

php-fpm.conf php.ini
root@scale:/etc/php/8.0/fpm# pwd GUr a cul "
/etc/php/8.0/fpm
root@scale:/etc/php/8.0/fpm# vim php.ini
root@scale:/etc/php/8.0/fpm# vim php.ini 9:(6 9t)
root@scale:/etc/php/8.0/fpm# 1s ] ]

php-fpm.conf php.ini # mkdir -p /hello/{ php,hello,jsp,asp }
root@scale:/etc/php/8.0/fpm# vim php.ini
root@scale:/etc/php/8.0/fpm# vim php.ini a:( 8 9t)
root@scale:/etc/php/8.0/fpm# vim php.ini
root@scale:/etc/php/8.0/fpm# vim php.ini | EEReITEReWIT (oYM TeY LTSS 04
root@scale:/etc/php/8.0/fpm# vim php.ini
root@scale:/etc/php/8.0/fpm# vim php.ini
root@scale:/etc/php/8.0/fpm# vim php.ini
root@scale:/etc/php/8.0/fpm# vim php.ini
root@scale:/etc/php/8.0/fpm# mkdir /hello/php/8.0/sessions
mkdir: “/hello/php/8.0/sessions’ C|HIEZ|S Ol £ QUSLICE: 1 Omo|Lf

Clzle{2|7} iSLICt

root@scale:/etc/php/8.0/fpm# mkdir /hello
root@scale:/etc/php/8.0/fpm# mkdir /hello/php
root@scale:/etc/php/8.0/fpm# mkdir /hello/php/8.0
root@scale:/etc/php/8.0/fpm# mkdir /hello/php/8.0/sessions
root@scale:/etc/php/8.0/fpm# |}

B et

# mkdir /hello

# mkdir /hello/ php

# mkdir /hello/ php/8.0

# mkdir /hello/ php/8.0/sessions
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19.[ A]0o 2004 Apache24,PHP80 «phpini Av ()b T & d (2021 -04-06)

PHPL d bt Ga4sd - Aa.

EP root@scale: /etc/php/8.0/fpm

2021-04-06 St (Tuesday)
78| 2| &l M (Garbage Collection)
5 78| R|(Garbage = ZFEl M Z22|0f| A=l Mef7])

71221

session.gc_probaility = 0 (&I& 0%= 7HH|A]| M S 32l
session.gc_probaility = 1

7| R| ZalM = session.gc_probaility / session.gc_divsior

Ne Ne Ne Ne NeNeNeNeNe NN

; Defines the probability that the 'garbage collection' process is started
on every

; session initialization. The probability is calculated by using gc_probabi
lity/gc_divisor,

; e.g. 1/100 means there is a 1% chance that the GC process starts on each
request.

; For high volume production servers, using a value of 1000 is a more ef "
A [b e a dj

ient approach. R
; Default Value: 100 a = @
; Development Value: 1000

; Production Value: 1000 Q8 1 E(mom;m03M)
; http://php.net/session.gc-divisor fi 1 t(MainBoard)
7122k 100 / 12 5, 10032 HAH S22t

«
; After this number of seconds, stored data will be seen as ‘garbage’ and / .#ﬁl
; cleaned up by the garbage collection process. ).
- N7 —- 1487,13-10  74% (L4
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19.] A]0o 2004 Apache24,PHP80 «phpini Av ()b T & d (2021 -04-06)

PHPL d bt §a4d b k Aa.

&P root@scale: /etc/php/8.0/fpm - =

Le ada
; e.g. 1/100 means there is a 1% chance that the GC process starts on eaq [ VRS ] NU s ¢ U a.
request. - -

, For high volume production servers, using a value of 1000 is a more eff: Q&7 t (Motherboard)
ient approach. i 7 t (MainBoard )
; Default Value: 100 f

; Development Value: 1000

: Production Value: 1000

; http://php.net/session.gc-divisor «
; 7122k 100 / 12 SHH, 10032 HAE =2

cleaned up by the garbage collection process.
http://php.net/session.gc-maxlifetime

Ml FAA[ZE

session.gc_maxlifetime = 1440

60X = 12 ‘
6002 = 105

14402 = 24= (1440 / 602 = 243)

After this number of seconds, stored data will be seen as 'garbage' and =N
@ N\ A "O(Mother)

. hva,

y
‘ Q 'I(Food waste)
0’

Ne Ne Ne Ne Noe Ne No N

; NOTE: If you are using the subdirectory option for storing session files

: (see session.save_path above), then garbage collection does *not*
happen automatically. You will need to do your own garbage
collection through a shell script, cron entry, or some other method

For example, the following script is the equivalent of setting
session.gc_maxlifetime to 1440 (1440 seconds = 24 minutes):

find /path/to/sessions -cmin +24 -type f | xargs rm

- 7|9 -- 1501, 25 ;
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20.[ A]0o 2004, Apache24,PHP80 «phpini Aw (6)POST  (2021-04-06)

POST =~ 4d »a’lf Ya.( . . N 9,POSTREANDdAN—Ow . N&v Adbl N o | &0

P root@scale: /etc/php/8.0/fpm - O X

; Maximum size of POST data that PHP will accept.

; Its value may be 0 to disable the limit. It is ignored if POST data readi
ng

is disabled through enable_post_data_reading.
http://php.net/post-max-size

{form method="POST")
{input type="submit")
{/form)

2021-04-06 3} 2 Y (TuesDay)
H|31: poST 24lojjA{e] & 37|
: post_max_size = 8M
: post_max_size = 150M

(156MB)

.
r
.
’
.
r’
.
r
.
s
.
r
-
r
.
L4
.
s
°
’
.
r
.
’
.
4

; Automatically add files before PHP document.
; http://php.net/auto-prepend-file

; Automatically add files after PHP document.
; http://php.net/auto-append-file




1100 2004 -Apache 2.4,PHP 8, PHP8 ,OpenSSL b & (), OpenSSLO Apache 2.4 A A n (2021 -04-06) 73 /101

21.[ A]Do 2004,Apache24,PHP80 «phpini Aw (7

ANEt 48 of a.
root@scale: /etc/php/8.0/fpm - O X

; http://php.net/cgi.check-shebang-line
;cgi.check_shebang_line=1

; File Uploads :

rrrrrrrrrrrrrrirzy

Whether to allow HTTP file uploads.
http://php.net/file-uploads

2021-04-06 32 (Tuesday)
o Y2 7|5 &d3)
7|=3k: file_uploads = On
ET_| W 7|=0] e g A

.
V4
.
r’
B
r
.
’
.
’
.
r
.
r
.
’

; Temporary directory for HTTP uploaded files (will use system default if n

; http://php net/upload-tmp-dir
;upload_tmp_dir =

: Maximum allowed size for [Mploaded files.
; http://php.net/upload-max-filesize

; 2021-04-06 32 Y (Tuesday)

; O AZC : 7|=272f: 2M(2mB)

; A : 150MB

A "Et (2021 -04-06)
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2 A10o 2004, Apache24,PHP8O «phpini Av @)+ AO (1) (2021-04-06)

£ ao 46 o1 a.

&P root@scale: /etc/php/8.0/fpm = m} X

; http://php.net/session.auto-start

Lifetime in seconds of cookie or, if 0, until browser is restarted.
http://php.net/session.cookie-lifetime

F7|(Cookie) £=HA|Zl / 2021-04-06 22 Y (Tuesday)
: session.cookie_lifetime = 0@
&4L: session.cookie_lifetime = 86400
24A|7F = 86400=
86400 / 1-5—(60_%) / 24A|ﬂ(24) = 1440=
245 = 60 * 245 = 1440

Ne Ne Ne Ne NeNoeNoEIENe N

; The path for which the cookie is valid.
; http://php.net/session.cookie-path

F7| 42 (2021-@4-06 [il‘..?_oa'(Tue)]
: session.cookie_path =

: 0]: /hello/php/8.0/cookies

; The domain for which the cookie is valid.
; http://php.net/session.cookie-domain

; Whether or not to add the httpOnly flag to the cookie, which makes it
; inaccessible to browser scripting languages such as JavaScript.
1465, 1
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2 A10o 2004, Apache24,PHPS8O «phpini Av @+ A0 (1) (2021-04-06)

4 éek4d " kK o a.

root@scale: /etc/php/8.0/fpm — O X

root@scale:/etc/php/8.0/fpm# mkdir /hello/php/8.0/cookies
root@scale:/etc/php/8.0/fpmit §

# mkdir /hello/ php/8.0/cookies




1100 2004 -Apache 2.4,PHP 8, PHP8 ,OpenSSL b & (), OpenSSLO Apache 2.4 A A n (2021 -04-06) 76 /101

23 A]10o 2004, Apache24,PHP8O «phpini Av Q)+ A0  (2) (2021-04-06)

EP root@scale: /etc/php/8.0/fpm - =] X

; not the be-all and end-all of session hijacking defense, but it's a good |8
start

; http://php.net/session.use-only-cookies

~

2021-04-06 (3}2Y) [Tuesday]
session.use only cookies = 1

7| 22t: session.use_only_cookies

Z2AZk: session.use_only_cookies

29

gkﬂéﬂll CHoll 7|1 A2, GETHOIZIO|E{Z A MM 1D7} T4 (Passing-)ZE0| g
o

l—l\a Ne Ne Ne NoeNeNesNe N

L}

i

; Name of the session (used as cookie name).
; http://php.net/session.name

; Initialize session on request startup.
: Ettpi//php.net/session.auto—start

; Lifetime in seconds of cookie or, if 0, until browser is restarted.
; http://php.net/session.cookie-lifetime

; T7|(Cookie) T=HA|Zl / 2021-04-06 S22 Y (Tuesday)
L iglgo] -
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23 A]10o 2004, Apache24,PHP8O «phpini Av Q)+ A0  (2) (2021-04-06)

; The domain for which the cookie is valid.
; http://php.net/session.cookie-domain

; Whether or not to add the httpOnly flag to the cookie, which makes it
; inaccessible to browser scripting languages such as JavaScript.
; http://php.net/session.cookie-httponly

; 2021-04-06 32 (Tue)

; AHHIATZESL Z2 210
: session.cookie_httponly
: session.cookie_httponly

; Add SameSite attribute to cookie to help mitigate Cross-Site Request Forg
ery (CSRF/XSRF)

; Current valid values are "Strict”, "Lax" or "None". When using "None",

; make sure to include the quotes, as "none  is interpreted like “false™ in
ini files.

; https://tools.ietf.org/html/draft-west-first-party-cookies-07

; Handler used to serialize data. php is the standard serializer of PHP.
;> http://php.net/session.serialize-handler

1518,0-1
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24.[ N]0o 2004, Apache24,PHP80 «phpini Av (10)he = (2021-04-06)
A4y T of, re' 0 ° A a.
i é? root@scale: /etc/php/8.0/fpm - a X
root@scale:/etc/php/8.0/fpm#t service apache2 stop
root@scale:/etc/php/8.0/fpm# service apache2 start
root@scale:/etc/php/8.0/fpm# service apache2 status
0 apache2.service - The Apache HTTP Server
Loaded: loaded (/lib/systemd/system/apache2.service; enabled; vendor )
# service apache2 stop Active: active (running) since Tue 2021-04-06 13:09:16 KST; 1s ago
Docs: https://httpd.apache.org/docs/2.4/
: Process: 27565 ExecStart=/usr/sbin/apachectl start (code=exited, statulj
# service apache2 start Main PID: 27569 (apache2)

Tasks: 6 (limit: 4653)

Memory: 19.2M

CGroup: /system slice/apache2.service

—27569 /usr/sbin/apache2 -k start

—27570 /usr/sbin/apache2 -k start
—27571 /usr/sbin/apache2 -k start
—27572 [usr/sbin/apache2 -k start
—27573 [usr/sbin/apache2 -k start
—27574 [usr/sbin/apache2 -k start

# service apache2 status

42 06 13:09:16 scale systemd[1]: Starting The Apache HTTP Server...

42 06 13:09:16 scale apachectl[27568]: AH0O0558: apache2: Could not relias
43 06 13:09:16 scale apachectl[27568]: (98)Address already in use: AHOOOW
42 06 13:09:16 scale systemd[1]: Started The Apache HTTP Server.
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MU ®EAD A J phpinfo.php . 9t 1 a.

} @ root@scale: /var/www/html

root@scale:~# cd /var/www/html/
root@scale:/var/www/html# 1s

index.html phpinfo.php
root@scale:/var/www/html# pwd
/var/www/html

root@scale:/var/www/html# vim phpinfo.phpll

# cd /var/iwww/html
#ls
# pwd

# vim phpinfo.php
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~

25.[ A]Do 2004, Apache24,PHP80 «n & (phpinfophp )-IPv6 (2021-04-06)

MU ®EAD A J phpinfo.php . 9t 1 a.

phpinfol )’




1100 20.04 - Apache 2.4, PHP 8, PHP 8 , OpenSSL

b b @ OpenSSLO Apache 24 Awv /N n (2021 -04-06)

81 /101

25.[ AN]10 o

20.04, Apache 24,PHP80 «n &~ (phpinfophp ) - IPV6 (2021-04-06)

n O®  a.(phpinfo.php ) £

<?php

phpinfo ();
?>

System Linux scale 5.8.0-48-generic #54~20.04.1-Ubuntu SMP Sat Mar 20 13:40:25 UTC 2021 x86_64
Build Date Mar 5 2021 07:54:13

Build System Linux

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /etc/php/8.0/apache2

Loaded Configuration File

/etc/php/8.0/apache2/php.ini

Scan this dir for additional .ini files

/fetc/php/8.0/apache2/conf.d

Additional .ini files parsed

BcMath O AF,
Zip,

Snmp,

Xml U
Mysqgl(mariadb),
postgreSQL U

/etc/php/8.0/apache2/conf.d/10-mysqlnd.ini, /etc/php/8.0/apache2/conf.d/10-opcache.ini,
fetc/php/8.0/apache2/conf.d/10-pdo.ini, /etc/php/8.0/apache2/conf.d/15-xmlini,
/etc/php/8.0/apache2/conf.d/20-amqgp.ini, /etc/php/8.0/apache2/conf.d/20-apcu.ini,
/fetc/php/8.0/apache2/conf.d/20-bcmath.ini, /etc/php/8.0/apache2/conf.d/20-bz2.ini,
/etc/php/8.0/apache2/conf.d/20-calendar.ini, /etc/php/8.0/apache2/conf.d/20-ctype.ini,
/fetc/php/8.0/apache2/conf.d/20-curl.ini, /etc/php/8.0/apache2/conf.d/20-dba.ini,
/etc/php/8.0/apache2/conf.d/20-dom.ini, /etc/php/8.0/apache2/conf.d/20-exif.ini,
/fetc/php/8.0/apache2/conf.d/20-ffi.ini, /etc/php/8.0/apache2/conf.d/20-fileinfo.ini,
/etc/php/8.0/apache2/conf.d/20-ftp.ini, /etc/php/8.0/apache2/conf.d/20-gd.ini, /etc/php/8.0/apache2/conf.d/20-
gettext.ini, /etc/php/8.0/apache2/conf.d/20-gmp.ini, /etc/php/8.0/apache2/conf.d/20-iconv.ini,
/etc/php/8.0/apache2/conf.d/20-igbinary.ini, /etc/php/8.0/apache2/conf.d/20-imagick.ini,
fetc/php/8.0/apache2/conf.d/20-intl.ini, /etc/php/8.0/apache2/conf.d/20-Idap.ini,
/etc/php/8.0/apache2/conf.d/20-mbstring.ini, /etc/php/8.0/apache2/conf.d/20-memcache.ini,
/fetc/php/8.0/apache2/conf.d/20-msgpack.ini, /etc/php/8.0/apache2/conf.d/20-mysqli.ini,
/etc/php/8.0/apache2/conf.d/20-pdo_mysql.ini, /etc/php/8.0/apache2/conf.d/20-pdo_pgsql.ini,
/fetc/php/8.0/apache2/conf.d/20-pgsql.ini, /etc/php/8.0/apache2/conf.d/20-phar.ini,
/etc/php/8.0/apache2/conf.d/20-posix.ini, /etc/php/8.0/apache2/conf.d/20-readline.ini,
fetc/php/8.0/apache2/conf.d/20-redis.ini, /etc/php/8.0/apache2/conf.d/20-shmop.ini,
/etc/php/8.0/apache2/conf.d/20-simplexml.ini, /etc/php/8.0/apache2/conf.d/20-smbclient.ini,
[fetc/php/8.0/apache2/conf.d/20-snmp.ini, /etc/php/8.0/apache2/conf.d/20-soap.ini,
/etc/php/8.0/apache2/conf.d/20-sockets.ini, /etc/php/8.0/apache2/conf.d/20-sysvmsg.ini,
/etc/php/8.0/apache2/conf.d/20-sysvsem.ini, /etc/php/8.0/apache2/conf.d/20-sysvshm.ini,
/etc/php/8.0/apache2/conf.d/20-tokenizer.ini, /etc/php/8.0/apache2/conf.d/20-xmlreader.ini,
/fetc/php/8.0/apache2/conf.d/20-xmlwriter.ini, /etc/php/8.0/apache2/conf.d/20-xsl.ini,
/etc/php/8.0/apache2/conf.d/20-zip.ini, /etc/php/8.0/apache2/conf.d/25-memcached.ini
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# openssl genrsa «des3 «out server.key 4096

# openssl req -new -days 10950 -key server.key -out server.csr




