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Media and Device Classifiers

Audio Classifier Video Classifier

. Audio Degradation Avg > 1.0 * Video Local Frame Loss Percentage Avg
« Packet Loss Rate > 10% or 0.1 Video Post FEC Packet Loss Rate

. Jitter > 30 ms [Teams] Freeze Score Client : Server

» Ratio Concealed Samples Avg > 7% or 0.07 [Teams] Freeze Score Client : Client

Device Classifier VBSS (audio/video/screen sharing)

* Video Local Frame Loss Percentage Avg

« DeviceRenderNotFunctioningEventRatio > = 0.005 . Video Frame Rate Avg

DeviceCaptureNotFunctioningEventRatio >= 0.005 . Video Post FEC Packet Loss Rate

> 50%
<7

> 0.15
> 0.246
> 0.524

> 50%
<2
> 0.15



Microsoft target metrics

Target metrics define the core service metrics that are used to assess the user experience, along
with their defined thresholds.

Metric name Quality targets Reliability targets
Audio Poor Stream Rate Setup Failure Rate Drop Failure Rate
— Internal 2.0% 0.5% 2.0%
< overall 3.0% 1.0% 3.0%
Internal 2.0% 0.5% 2.0%
5 Wired internal 1.0% 0.5% 1.0%
'% Wi-Fi 5 GHz internal 1.0% 0.5% 1.0%
§ Wi-Fi 2.4 GHz internal 3.0% 0.5% 2.0%
Overall 3.0% 0.5% 3.0%
Internal 2.0% 0.5% 2.0%
- Wired/Wi-Fi 5 GHz internal 1.0% 0.5% 1.0%
O Wired/Wi-Fi 5 GHz overall 2.0% 1.0% 1.0%

Overall 3.0% 1.0% 3.0%



Quality of Experience (QoE)
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https://docs.microsoft.com/MicrosoftTeams/dimensions-and-measures-available-in-call-
quality-dashboard



https://docs.microsoft.com/MicrosoftTeams/dimensions-and-measures-available-in-call-quality-dashboard
https://docs.microsoft.com/MicrosoftTeams/dimensions-and-measures-available-in-call-quality-dashboard
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Common CQD Definitions

Meeting
Known by the Meeting ID dimension, this is created by Teams when a meeting is scheduled or started through Meet-Now and can be found as part of the meeting join URL. A
1:1 call (also known as peer to peer or P2P call) does not have a meeting ID.

Conference
Known by the Conference ID dimension, this is a unique ID given to every meeting or call. More than one conference ID may be associated with a given meeting ID. For
example, a reoccurring meeting will have a common meeting ID while each individual meeting instance will have a unique conference ID.

Call or Session
A call or session is a call-leg and is a single meeting endpoint against a single conference ID. It is expected to see multiple call-legs as part of a single conference ID as each
unigque endpoint "calls" or joins into the meeting. Example: Total Call Count

Stream or Segment
A stream or segment is an individual media connection between two endpoints in any given call. Streams are associated with a direction and media type. It is expected to see

multiple streams per call. Example: Total Stream Count

Meeting Conference Session Stream




Key Terms ( Good, Poor, Unclassified )
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https://docs.microsoft.com/ko-kr/microsoftteams/quality-of-experience-review-guide

Service Metrics
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Key Concepts (Dimensions & Measures)

Dimensions — Descriptive category about the data e.g. date, location, etc.
Measures — Fact or number e.g. count of poor calls
Filters — Data to include or exclude

K| et S EIEE poor Call =8 BN FAM 2"

Filter Dimension Measure
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Deploy Quality of Service (QoS)
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Bypass proxy for Office 365 traffic
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Implement split tunnelling for VPN solutions
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Ensure the right ports and protocols are open

UDP ports 3478-3481, Subnets: 13.107.64.0/18, 52.112.0.0/14,
52.120.0.0/14, https://aka.ms/teamsips

Use certified phones and devices

IS E X = =71 74 80| SA AR E == A2 (plug & play)
Microsoft Teams 3 Skype for BusinessZ 3} M 0| & N5 g L|Ct.


https://aka.ms/teamsips

Call Analytics



Call Analytics
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Now available integrated as part of the call history tab in user profile in Teams Admin center

Data is organised by call component

T
R
- O
Audio capture/render

(e.g. Headset, device PC and client Type of connection Data on quality of
microphone) connection and network
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Call Analytics Reporting Types

Alice ¢ Od Bob
Deawater-Home @ Deawater-Home
A eamMurphy49.com Complete Bob@TeamMurphy49.onmicros
T 00:04:32 T I
Alice 'S
— ° Deawater-Home @ +44T7T77307****
Q [;] = Alice@TeamMurphyd9.com Response code: N/A
5 S I B 00:02:11
Levice system Lonnec
Audio quality
Good
Q - = & = 0
Device System Connectivity > Metwork > Connectivity System Device
° MEETING AUDIO QUALITY MEETING DETAILS
XX
cgs Sep 2, 2020 1:21 PM GMT+1 0
Issues found
Meeting status Meeting type
Complete Multiple 4
Participants
Participants
00-N3-24
4 Session start time Participant l Session type Duration Audio quality
Sep 2, 2020, 1:21 PM GMT+1 Bob Desktop sharing, Audio 00:00:00 Unknown
Sep 2, 2020, 1:21 PM GMT+1 Bob Video, Audio, Desktop sharing 00:03:17 Good
Sep 2, 2020, 1:21 PM GMT+1 Alice Desktop sharing, Audio 00:00:00 Unknown
Sep 2, 2020, 1:21 PM GMT+1 Alice Video, Audio, Desktop sharing 00:03:12 Good
Sep 2, 2020, 1:22 PM GMT+1 +44780912%*** Audio 00:02:51 Good
Sep 2, 2020, 1:22 PM GMT+1 +44777307** Audio 00:02:29 Good




Call Analytics "Advanced” Reporting

2021H 128 20 2% 5:02 GMT+9

Average jitter 2 ms
i 2=t Audio capture dev
Maximum jitter 7 ms
Device name
Average round-trip time 7 ms
Device driver
olSHISE @ Maximum round-trip time 18 ms
e §44 Audio render deviq average packet loss rate 0.00%
Device name
Maximum packet loss rate 0.00%
A El
AL Device driver
Compressed sample ratio 0.00%
=g HA
1 0,
PEPY Video capture devi Concealed sample ratio 0.00%
Device name Stretched sample ratio 0.00%
QHIZE HE
Payload type 104
&A% 42 H§ Video render devig
Payload description SILKWide
o2t €4 Device name
Sample rate 16,000 Hz
OFSHISE ] Device driver
A= Audio FEC used No
B2 s AT
Stereo encoding 0%

1ms

3ms

7ms

19 ms

0.00%

0.00%

0.00%

0.00%

0.00%

104

SILKWide

16,000 Hz

No

0%

Ho|ZE £9 opus
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Call Quality Dashboard (CQD)



Call Quality Dashboard (CQD)

Start here 2|9 Bl S=t = /Hdot7| fo =& THM 2| A
https://aka.ms/whatiscqd e DS 2MSHL L}

4 = 1= -

EUll data = 282 S22 AFE 7ts R LIC

call and meeting Gl|O|E{ 7} 1271 & St FX| € L|C}.

B Microsoft | Docs Documentation Leam Q&A Code Samples
Microsoft 365 Solutions and architecture Apps and services Training Resources Free Ac
Te Mon blest A d mar Bookmark (= Feedback
ard (CQ! Di d lable in CQD & Edit
% Fitter by tte Dimensions and measurements Is tis page Web Ul
Yussuuis = . % o helpful? htt .// d t . ft
S available in Call Quality Dashboard N— ps://cgd.teams.miCrosort.com

measures available in

can (CQD)

Stream Classification 08/25/2020 + 106 minutes to read - P QP @@ & +15 -
Microsoft Teams

CQD PowerShell
https://aka.ms/cadpowershell

The Call Quality Dashboard (CQD) for Microsoft Teams and Skype for Business
Online allows you to better understand call quality of calls made with these services.
This topic provides detailed information about the dimensions and measurements Filters

visible through CQD. To learn more about CQD, see Use CQD to manage call and Related topics
meeting quality in Microsoft Teams.

First and Second endpoint classification


https://aka.ms/whatiscqd
https://cqd.teams.microsoft.com/
https://aka.ms/cqdpowershell

Call Quality Dashboard (CQD)

Single Page Dashboard (SPD)
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Product Filter :

Overall Call Q

All

£ Summary Reports

All

Microsoft Tean|

Skype for Busi

Audio Streams Monthly Trg

250

200

150
£

o
“ 100

£} Location-Enhanced Reports
£ Reliability Reports

£ Quality of Experience Reports
£ Quality Drill Down Reports
£ Failure Drill Down Reports

£) Rate My Call Reports

£) Help Desk Reports

£ Client Version Reports

£) Endpoint Reports

Voice Quality SLA

Edit

F Detailed Reports

afejuania

06/2020

Quality of Experience Review Guide: https://aka.ms/qgerguide

% Microsoft



https://aka.ms/qerguide

A= (Building) §2E YZE 10 ECt Hetst

Report &

(=1 4@

-/ L—
Microsoft Call Quality Dashboard Summary Reports ~
Tenant Data Upload
For the best experience, try uploading your building data. Upload now =9 Provide Feedback
Privacy
A B C D E F G H | ] K L M M
1 |Network Metwork Name Metwork Range  Building Name Ownership Type  Building Type Building Office Type City ZipCode  Country  State Region  Inside Corp  Express Route
2 |192.168.0.0 TM49Home 24 DW DM Home House Warrington WA3 UK Cheshire EMEA 1 0

Microsoft Call Quality Dashboard

Upload your information - Information you add will 4

Please select data file type

https://docs.micr )s‘!/ko-kr/microsoftteaT

Successfully uploaded file.

Upload

My uploads

File Type ast Update  Time Period Process Status Remove  Download
Building ~|  This file lists the mapping of a network addr

Buildjfig 12/07/2020 12/01/2020 - Present  Edit In Progress... o b
Please upload your data files. These files must follow either

Z
idi /M uploads
Browse MyBuildings.csv / y up
i File Type Last Update  Time Period Proce§s Status Remove  Download

Please enter the dates for this data file v

Building 12/07/2020 12/01/2020 - Present  Edit Processed o b
Start date
January v ‘ 12 v ‘ 2020 v

Upload A\ Error: Dates cannot overlap with another file. Please adjust the date range and try again.

Specify an end date

s/cqd-upload-tenant-building-data

% Microsoft




Key Concepts Example

QUEH

Din

Me

Audi

Filt

Sho|

CALLS

250

200

150

100

0 %

I good
= Close
unclassified
I poor
als v
Fh . ‘ Q

hll Invert — Selected Show All

18-11-01T00:00:00
19-07-01T00:00:00
19-09-01T00:00:00
19-10-01T00:00:00
19-12-01T00:00:00
20-01-01T00:00:00
20-03-01T00:00:00
20-05-01T00:00:00
20-06-01T00:00:00

20-07-01T00:00:00

Only show me this data

% Microsoft




Manipulate Data In Power Bl

Fields

&=

Second Building Name @ @DW
200

180

160

140

100

Audio Call Count

First Building Name

DwW

it will work th

File Home Insert Modeling View Help . - .
Connecting to a third-party servic
@R 0BE LR E i [A
Blm Lo LO O B - _ | _ _
e Get Excel PowerBl SQL Enter Recent Transform Refre: New Tex The Microsoft Call Quality connector relies on a third-party {
Audio Call Count, Audio Good Call Count and Audio Poor Call Count by First Building Name and Second Building Name
finll

posoft Call Qu [J = AppSharing Poor Due To RDPTileProcessingLatencyAvera...

/O Search

[~ B Queryl

[0  Applied Bandwidth Source
[0 = AppSharing Good Stream Count
O AppSharing Poor Due To RDPTileProcessingLatencyAvera...

O AppSharing Poor Due To RelativeOneWayAverage
[J = AppSharing Poor Due To RelativeOneWayAverage Count

Ngs

Power BI. Dir

Ject to this da]

O AppSharing Poor Due To SpoiledTilePercentTotal

[J = AppSharing Poor Due To SpoiledTilePercentTotal Count
[J = AppSharing Poor Percentage

[ = AppSharing Poor Stream Count

O AppSharing RDP Tile Processing Latency Average

O AppSharing Relative OneWay Average

[J = AppSharing Stream Count

[0 = AppSharing Unclassified Stream Count

j Product Insights (Beta)

Q) Quick Base

Certified Connectors

Connect

v

Cancel

[0  Audio and Video Call

[0 = Audio Call Count

[0  Audio Degradation Avg

[J = Audio Device Failure Count

[0 = Audio Device Failure Percentage

[J = Audio Device General Failure Percentage
[0  Audio FEC Used

[0 = Audio Good Call Count

[J = Audio Good Call Stream Count

[0 = Audio Good Stream Count

[J = Audio OnePercent PacketLoss Count

[J = Audio OnePercent PacketLoss Percentage
O = Audio Poor Call Count

[J = Audio Poor Call Level Percentage

[J = Audio Poor Call Percentage

[J = Audio Poor Call Stream Count

% Microsoft



Quality of Experience Review (QER)

QER Power Bl Template v4.5



Templates to get you started

Seven templates included with connector download

CQD templates: https://aka.ms/PowerBICQDTemplates

QER template: https://aka.ms/qgerpbitemplates (DEMO)

Fully customizable

Row-Level Security (RLS) has been implemented

Power Bl

Limitations

PBI 7{ E{ = Direct Query 2EZ|X| &S ALTHL|CE,

4% NS g HHE X| 0| HoHE
ALbel @ = AFEALX|E S0 oiet X[ & 2=
Gov 22t E2| PBI Onlined| AIA |2 = ¢S(E M-S HIFE
DOD/GCCHO| M= At S = gi&

7

caQb= #2|E 10,0007 2| 212 X oHE L|Ct.



https://docs.microsoft.com/en-us/power-bi/connect-data/desktop-use-directquery
https://aka.ms/PowerBICQDTemplates
https://aka.ms/qerpbitemplates
https://docs.microsoft.com/en-us/power-bi/admin/service-admin-rls

Power Bl Template : https://aka.ms/qerpbitemplates

B QFRPBI-4

ed - Power Bl Desktop /O Search Kevin Jung . — .
File Home Insert Modeling View Help %
i3 (o B [& dRIAl d7 i Ay
& la s @ [ B [ d} 4 i I
Get Excel PowerBl SQL Enter Dataverse Recent Transform Refresh New More New  Quick Publish
datav workbook datasets Server data sources v datav visual visuals v measure measure
Clipboard Data Queries Insert Calculations Sensitivity Share Cad
ul QER Power Bl Template - version 4.5 Check for Update | Submit Feedback €« «
J|s | 2
e Purpose: This template is designed as an operational tool to help Microsoft Teams administrators and network engineers isolate and identify issues that are impacting the Teams meeting and calling experience. By - £ %
leveraging the reports in this template, the administrator can quickly identify and react to a reported issue. The same reports can also be used to identify emerging issues before they become user impacting § % o
2] events. Y
=
a
Search - This report allows for quick searching by Meeting URL, Conference ID, Subnet, or UPN. Top 10 Network - Identify hot spots by UPN, Subnet, and Public Subnet.
User Health Details - Review health details for a single user. (Use Search first) Top 10 Managed - Identify hot spots by Building, City, and Region from the building file.
Meeting Health Details - Review health details for a single meeting. (Use Search first) Top 10 ASN - Identify hot spots by ISP registry data by ASN, City, and Country.
Media Health - High level summary of tenant health. Dailies - Daily report of high level key health indicators
Media Setup - Analyze media setup issues. Usage - General meeting and calling usage.
Media Reliability - Analyze media reliability issues. User Feedback - Review Rate My Call survey data.
Audio Health - Review high level key health indicators for audio health. T]‘angport - Identify networks that are blocking UDP.
Audio Health Details - Review detailed information on audio health. Devices - Review the impact of devices on the user experience.
Video Health - Review high level key health indicators for video health. Clients - Review client metrics on performance and version information.
Video Health Details - Review detailed information on video health. Building Data - Review the applied building file in CQD.
Sharing Health - Review high level key health indicators for sharing health. PSTN Health - High level summary of PSTN health.
Sharing Health Details - Review detailed information on sharing health. PSTN User Details - Review PSTN health details for a single user. (Use PSTN Health first)
Estimated VPN - Leverage the Estimated VPN dimension to analyze the impact of VPN. Daily Network Metrics - Review core network metrics per day.
Managed VPN - Leverage the building file to analyze the impact of VPN. Weekly Network Metrics - Review core network metrics per week.
@ Help
ASN to ISP translation by DB-IP ASN and location information provided by Neustar *This template is provided as-is and is not supported by Microsoft.
4 Definitions Search Top 10 Managed Top 10 ASN Usage User Feedback Dailies Media Health Media Setup Media Reliability A+

Page 1 of 31

Home Help Top 10 Network

Storage Mode: Mixed

% Microsoft


https://aka.ms/qerpbitemplates

What do you need?

1. Power Bl Desktop

2. Power Bl CQD Connector
* https://docs.microsoft.com/en-us/microsoftteams/cqd-power-bi-query-templates
« Copy MicrosoftCallQuality.pgx file to %userprofile%\documents\Power Bl Desktop\Custom
Connectors
3. Need CQD access to connect PBI CQD Connector

- CQDOf| M2ot7| flet Bt Xt g 2o https://docs.microsoft.com/ko-
kr/MicrosoftTeams/turning-on-and-using-call-quality-dashboard#assign-admin-roles-for-
access-to-cqd

« Use a “service account” to publish PBI report
« Do not need CQD access to view published report



https://docs.microsoft.com/en-us/microsoftteams/cqd-power-bi-query-templates
https://docs.microsoft.com/ko-kr/MicrosoftTeams/turning-on-and-using-call-quality-dashboard#assign-admin-roles-for-access-to-cqd
https://docs.microsoft.com/ko-kr/MicrosoftTeams/turning-on-and-using-call-quality-dashboard#assign-admin-roles-for-access-to-cqd
https://docs.microsoft.com/ko-kr/MicrosoftTeams/turning-on-and-using-call-quality-dashboard#assign-admin-roles-for-access-to-cqd

Media Health

(- Poor Audio Rate (30 days) Poor Video Rate* (30 days) Poor Sharing Rate (30 days) Drop Failure Rate (30 days) Setup Failure Rate (30 days) Poor Feedback Rate (30 days)
Is Teams? (1 = Yes)
( 0 J( 1 ) 4 6
Call Type 2 8 2
[ Client : Client ][ Client : Server ]
> dale COIO
Inside/Outside Corp . oded. F o] [=
[ Inside ] [ Qutside ] o) 0 ad 0 0 o o o
2386 116@ 110@ O1OA> 1934:
Target B O J e o
{ Inside ][ Overall ] . .
Weekly Audio Qualit Aths) O A 110 eo Quality* (3 months) Weekly Sharing Quality (3 months)
® Audio Sty Poor Audio Rate (%) Target @ Video Streams Poor Video Rate (%) Target @ VBSS Streams Poor Sharing Rate (%) Target
- T0M 25M 6 3M 3.5
Building Name v a are coio oded (o
Al bl o argets and are 20M -
City w n &M O d D w  1.5M 25 &
E = E b
All v g 3.0 E @ E
hAM E ho1om 20 &
Gountry . 2 Target goals prowded to
M 05M 15
Al = quickly assess quality
S 7 oM Q— e & ! 2.0 ooM  — 2 it . 3 s e e o 1.0
Client v & o @'ﬂ" RN RO n ~ B A i A AN '\\' P A P e e TS a a0,
N & AP «99 499 q@? @9 S Y Y Y g .Le,& 1@9 S @Y 4@9 499 499 499 499 499 1@9 ,@ﬁ’
o % 07 of g 8
ad 0 N
Weekly Media Setup (3 months) epo ere kly Media Failure (3 months) Weekly Feedback (3 months)
Key Health Indicators @Mzl Setup Failures Setup Failure Rate (%) ADD able tal Doy —T — @ Total Surveys Poor Feedback Rate (%) Target
1 — 200K 30 10
Quality 8
Poor Audio Rate < 3% 0.8 25 6
Poor Video Rate < 6% 150K 100K 5
) 10K
Poor Sharing Rate < 3% 2 @ @
9 o @ e O o O 06 8w 208 v 4 8
SR 5 B S 100K = g <
Reliability = g = 8 Z 3 g
i w 04 ® o 15 @ 0 3
Setup Failure Rate < 1% ” & o 50K &
Drop Failure Rate < 3% sok 2
L 02 10
Feedback ——
Poor Feedback Rate < 5% 0% 00 P . o ]
O o 2 P A ® ~% NP ae L P ) I ® ~<j S 7 ) O o > P A S
&P o ® A2 B A Q,:a‘* o TR P P e A A0 Q,c:b' N R LR \‘v WV \,fﬁ _Q%,x\_m,e g%'\j,@‘l_q%"\\ﬁ‘@,\ﬁ'\ o
S S (g@ (99 (953 (99 @9 @9 1@“ 1‘99 S 2 (99 (953 (99 (99 401 Q'LQ 1‘99 ,1(99 O S S A A O

*Viideo quality is applicable to Microsoft Teams only.



Audio Health Video and Sharing Health reports are same as Audio.

" M — h Poor Audio Rate (7 days) Audio ° 5 5
S leams’ = Yes
o ) Building Name = Wi-Fi 2.4 Ghz (%) Drill Through Dimensions
- 376 + Second ASN
b < i
Call Type = ) * Second ASN Country
— il » aily Audio Quality (30 days) Weekly Audio 8 Second BU||d|ng Name*
L ) Audio Streams Poor Audio Rate (%) Target @ Audio Streams . %
Client o . 10M * Second Clty 40
Inside/Qutside Corp
All v 0 M *Sourced from building data file 35
@
SENCTETHEE B - |2 Visuals are VO O g
n 1.0M hrd 30 E
. | < it ti = & I & B & R B B B B 1 e
= . . . @
S INtETaclive Color rules helps visualize or scale allows for quick e
Color areas of further interest. ntification of potential |
Audic Quality by City/Subnet (7 days) Format by t spots that are impacting
City Good Streams  Poor Streams  Poor Audio A A
> Rate (%) ‘ Rules v quallty.
Bl 756464 15,224 2.06
= Sl e Based on field Summarization
5 50960 1,646 45
= 005 b ‘ Sum of Audio Poor Percentage v ‘ Sum b ‘ . - 40
18486 1,084 formatting @ o
= 73550 832 ac 2
5784 822 Rules Tl Reverse color order + New rule 3 ‘:clj
& 66840 611 30 &
9442 553 fvalue | Al v land|: . v | then [ - l =
= 16734 493 value | is greater than or equal to Minimum || Mumber and | is less than 3 Number en NI 25
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User Feedback

Is Teams? (1 = Yes) Call Type Inside/Outside Corp Connection

( 0 ( 1 ) [ Client:Ciient J{ Client: Server ] ([ mnside J[ Outsice ] ( Wifi J( wired ]
Feedback, also know as Rate My Call, is the survey that is displayed at the end of .
any call or meeting that involves media. This survey is enabled by default and User Experience (7 days)
configured to prompt a participant 10% of the time (or 1 in every 10 calls).
Feedback score is based on a 1-5 star rating.
Feedback that is rated as 1 or 2 stars is considered poor.
Feedback rate is the percentage of respondents that submitted a poor rating.
Daily Feedback Overview (30 days)
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Meeting Weekly Feedback Overview (90 days) Call Weekly Feedback Overview (90 days)
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Poor Feedback by Client
Client

(14 days)

Total Poor Poor (%) Avg Score Poor Audio  Drop Failure
Surveys 'Surveys Rate (%) Rate (%)
139706 2570

6777 190
10903 131

4383 98

1945 97

3551 65

912 44

240 22

326 15

14 2

Poor Feedback by User (28 days) Right click to Drill Through to User Details

UPN Total Poor Poor (%) Avg Score Poor Audio  Drop Failure
Surveys Surveys Rate (%) Rate (%)
* 408418 7748 -_—
6443 236 [NGCCIINNSEONN > SN

vVl W E -

A

Poor Feedback by Country/City (14 days) Right click to Drill Through for additional Health Details

Country Total Surveys Poor Surveys Poor Feedback Poor Audio Drop Failure
Rate (%) Rate (%) Rate (%)

60072
=] 28178
2 23314
] 7414

3552
= 3791
e 4709
=] 2157

otal 168887 3234 NaN 770.39 161.75
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TCP Usage

e

Inside/Cutside Corp

Teams IP Address List:

| Inside

: ] https://aka.ms/teamsips

[ Ouiside

Call Type

13.107.64.0/18, 52.112.0.0/14,

| Client : Client

'] 52.120.0.0/14

[ Client : Server

] Teams Service Media Ports:

3478-3481 UDP (preferred)

Al

Teams Client Media Ports:
50000-50019 TCP/UDP - Ay
50020-50039 TCP/UDP - V
50040-50059 TCP/UDP - S

\

s

hitps://aka.ms/teamsclientips
Teams Service Media Subnets:

Poor Audio Rate

(14 days) 14 days)

Other
Microsoft Teams i0S 4.17% —  0.01%

Microsoft Teams Mac 4.82%

Poor Feedback Rate

TCP vs. UDP (14 days)

TurnTCP 2.06%

UDP 97.32%
Right dick to Drill Down to more Details

TCP Streams (30 days!)

Transport Protocol @ CompoundTCP @ MultiTCP @ TCPHostActive @ TurnTCP

0.2M

oM

TCP Streams

CompoundTCP = Media is flowing over HTTPS/Proxy
TurnTCP/TCPHostActive = Media is flowing over TCP

TCP Usage by Country/ASN/Public/Subnet (7 days)
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Visuals are in

P Usage by UPN (28 days) Right click to Drill Through to User Health Details

E Total Streams Poor Audio Poor Audio Video Poor Video Sharing
Feedback Streams Rate (%) Streams Rate (3) Streams
Rate (%)
ge6704  [NEEEN 353928 313 194100 [NEEEI 112577
29,633 18.97 14,612 511 g2o7 e sa
teractive
Endpoint Name Total Streams Poor Audio Poor Audic Video Poor Video Sharing
Feedback Streams Rate (% Streams Rate (&) Streams
Rate ()
626037 [EEIN 353340 320 203328 [DEEE T 124340
293 NaN 166 559 71 e s

Poor Sharing
Rate (%)

Poor Sharing
Rate (%




Estimated VPN

Call Type 4
[ Client : Client ][ Client : Server ]

What is Estimated VPN?
CQD will check to see if the endpoint's IP address matches the IP subnet. If they match, the stream is marked as VPN by setting the Estimated
VPN dimension to True (1). NOTE: This only works if your VPN solution assigns a 32-bit subnet mask to a VPN endpoint.

To reliably tag all VPN streams, you must create a building file and upload your VPN subnets. For more guidance please consult the links below. VPN (%)

Sl

Building File Guidance: https://aka.ms/cqdbldgdata

VPN Split-Tunnel Guidance: https://aka.ms/teamsvpn Sa me re po rt exi sts fo r |\/| a p ped

Poor Audio Rate (14 days) Poor Feedback Rate (14 days)
Teams Subnets/Ports: https://aka.ms/teamsips

Understanding Teams Media Flows: https://aka.ms/teams-media-flows V P N d ata u Si n g th e B u i | d i n g Fi | e

Daily VPN Usage (28 days) VPN Inside to Outside Ratio (28 days) VPN Usage Ratio (7 days)
100K

Inside : Outside 0.43% |
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o I A N Y e M. N A A 28 A BB AR S A FO
AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AN AV AV AL 090.57%
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Right click to Drill Down to more Details

VPN Usage by Country/Subnet (7 days)  Right click to Drill Through to Health Details VPN Usage Map (7 days) VPN Usage by UPN (28 days) Right click to Drill Through to User Health Details
Country Total Streams Poor Audio Poor Audio  Videws UPN Total Streams Poor Audio Poor Audio Video

Feedback Streams Rate (%) Strean Feedback Streams Rate (%) Stream

Qe
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Media Setup

Is Teams? (1 = Yes) ~ Inside/Outside Corp

Call Type ~ Media Type

Building Name

( 0 [ 1 [ mside )

Qutside

) ( cClient:Client )" Client-Server | [ Audic ][ vBSS ][ Video ‘] All

Setup Failure Rate (14 days)

Setup Failures by Transport (14 days)

~ Client

Setup Failures by City/Subnet (7 days)

Setup Failures by ASN/Public Network (7 days)

City Total Streams Setup Failures Setup = ASN Total Streams Setup Failures Setup ~
Failure Rate Failure Rate
UDP (%) (%)
- -
= 1,516,662 4,040 =) 1,802,683 822 -
£ T 2] | 421339 36 2] 2,037,342 176 o
2 =] 45,781 32 = 19,742 162 0
w
£ (] | ISl 18 = 274,240 124
= CompoundTCP = 82,010 18 = 395,539 a8
= | 29,137 17 =] 137,225 77
T =] 129,509 14 = 227,650 48
B | 3,186 14 =] 17,461 41
El 488 13 = 43,442 41
1 10 100 1,000 10,000 2 [ 18752 13 v = 134,581 37 v
Setup Failures E 13,892 13 = — 5,861 29
Setup Failures by Week (90 days) Setup Failures by Day (30 days) Setup Failures by Client (7 days)
Failed Streams Setup Failure Rate (%) Target Failed Stred et Client Total S?tup _Setup ~
3 are Streams  Failures  Failure Rate
20K 1.00 4K 1.00 5
. (%)
ara O
15K 3K N 9742959 6052 |06
; \ e @ 55249 2234 389
E =2 E $ 02
T 0K 010 5 [ 2K o010 § 630,485 1575
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Setup Failures by Hour (7 days) Setup Failures by Endpoint (7 days) Setup Failures by User (7 days)
Failes Streams Setup Failure Rate (%) Target Endpoint Name Total Setup Setup Failure UPN Total Setup Setup Failure
Streams Failures Rate (%) Streams Failures Rate (%)
1,000 1.00 - -
* 11006496 9752 |09 * 11207431 11433 [Noio
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Media Reliability

Is Teams? (1 = Yes) ~Inside/Outside Corp ~ Call Type ~ Media Type 2 Building Name

[ 0 ][ ] [ Inside )[ Outside ] [ Client : Client ][ Client : Server ) [ Audio ][ VBS3 ][ Video ] Al Drill Through DimenSionS
Second ASN

-

Drop Failure Rate (14 days) Dropped Failures by Transport (14 days) Drop Failures by City/Subnet (7 days) Dro
City Total Dropped Drop Failure A Second ASN Cou nt y
Streams vStreams Rate (%) Second BUIldIﬂg Name*
uDP 091 = 1,336,309 10,789 .
2] 363,577 368 Second Clty*
= = 77,815 451 @
S g 125,142 376 s 1
- - g a7 2 Second Reflexive Local IP
] " ] .
= | 111,886 262 2
a T— s Network (Public Subnet)
— ] 20,570 222
¢ dTCP 265 c
e - ’ & 12,465 160 Second SUbnet
= 13,509 147
= 9,558 144 *Sourced from building data file
1 10 100 1000 10000 100000 [ 24786 133 -
Total Dropped Streams - 47959 114 Dropped Streams
Dropped Streams by Week (90 days) Dropped Streams by Day (30 days) Dropped Streams by Hour (7 days)
@ Dropped Streams Drop Failure Rate (%) —— Target @ Dropped St Qet @ Dropped Streams == Drop Failure Rate (%) = Target
200K 3.0 40K 2 < 10.0 100
Cla c 6K
150K 25 30K
i )
E 20 g E = @
E 100K é g 20K 1.0 E g 4 g
= 15 8 & c a3 10 §
w @ w [ @ @
& = g
50K 10K ] o
1.0 a
2K
o Q_ 0 % $ O AL PO e Ao P AL A AB A - o Lo o
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A qpvq@«q@«%po b“q,@"“q,e'%o"%@qu%b%@“ "o $ SR S L L L L L L L S L 0K i ol
00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
Drop Failures by ASN/Public Network (7 days) Drop Failure Rate by Client (7 days) Drop Failure Rate by Endpoint (28 days) Drop Failure Rate by User (28 days)
ASN Total Dropped Drop Failure N Client Total Dropped  Drop Failure » Endpoint Name Total Dropped Drop Failure UPN Total Dropped  Drop Failure
Streams Streams Rate (%) Streams Streams Rate (%) Streams Streams Rate (%) Streams Streams Rate (%)
- - - -
= 1,593,401 48,130 3.02 8415450 69,390 [0S 1,839,752 282,374 1535 * 47280330 509,257 |Roal
= 1734177 4362 533145 10,895 204 % 46650078 253350 054 | 1209500 26,467 219
= 266,142 3,058 257,906 3,391
=] 360,483 2,293 146,710 4373
] 133,691 2,178 54,871 4,166
= 216,080 1,509 407,910 2,785
= 129,803 1,065 20,252 354
gl 84,947 832 30,772 8
S e
J 1,733 22
= 224,922 691 v ,
347 8
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Devices ‘ Right click UPN to drill through to User Health Details

The client detected issues and operated the acoustic echo Microphones Operating in half'duplex (28 dayS)

Search Q & canceler (AEC) in half-duplex mode. This impacts the ability to PN Total Sessions
have real-time two-way communication. This is the Walkie- hd
Talkie effect which can be caused when audio devices don't * 147,141
' Search for a audio device or select a device from the list below. = brt full duplex operation or AEC is triggered due to 28,947
VI Sua | S are ack from an open microphone too close to a speaker or
Most common microphones in use (7 days) T T Vo' me is too high.
Microphone Total Sessions Poor Failure Py
Feedback (%) Rate (%) =
530771 [NENEN 016
131749 NN 032
108332 (NS 033
60249  [NNOBONNN 136
so001  [NNGMSINN 0.9
e _ 12 The client detected issues with the rendering device. Look to Render device not functioning (28 dGYS)
43452 _ 0.95 the media type field to understand if it's the audio device, video  |JpN Media Type Total Sessions
40,745 _ 0.55 adapter or camera. Look to either replace the device, update =
32,346 _ 0.25 firmware/driver or move USB ports (if applicable). " Audio 53,104
28716 [NNODONNN 043
2065 [NNGHONNN o074 -
NERSEREPRAL. .. se7an  NGHAEENE 02
Device users (7 days)
UPN Total Sessions Poor
Feedback (%)

|

: 2259553 NN
24007 [

The client detected issues with the capture device. Look to the Ca pture device not fu nctioning (28 days)

media type field to understand if it's the audio device, video UPN Media Type Total Sessions
adapter or camera. Look to either replace the device, update hd
firmware/driver or move USB ports (if applicable). * Audio 94,690

Audio 1,590

=




Clients (Last 7 days)

Client Version Chent < Client Version Saturation (24 hours)

Search Q == Microsoft Tea... 6.2%

All v
Microsoft Teams iOS
10.25%

t Select a client from the list above or search for a specific version using the text box to display the results below.

Client usage by version Users by client Right click to Drill Through to User Health Details

Client Category Client Version Total Call Count Poor Feedback « UPN Total Poor Feedback
Rate (%) Sessions Rate (%) Microsoft Teams Windows

79.49%

W

1,967,623
150,487
119,136
92,483
91,634
89,753
88,421
78,051
29,170
27,821
24,347
24,213
23,094
22,623

An ron

Total 3,157,812

* 3,14 Right click to Drill Down to Client Vefsion Details

s Usage by Client

1.3.00.19172 3.56%
1.3.00.32283 46.49%

1.3.00.33674 42.29%

Microsoft Teams Windows
84.02%

z
o
z

Additional metrics to help identify issues detected by the client (Last 28 days)

Endpoint detected insufficient CPU impacting audio Endpoint detected a network delay Endpoint detected poor network quality
UPN Total Poor Audio UPN Total Poor Audio UPN Total Poor Audio
Sessions Rate (%) Sessions Rate (%) Sessions Rate (%)
v v hd
* 2,321,254 3.83 * 2,321,874 4.80 * 2,344,362 9.85

57,688 4.10 57,184 424 57,395 493



Search (Last 28 days)

-
Search for a User

Search Q

1t

Search for a Subnet

4\

Use the search box to search for a given user by entering all
or part of their User Principal Name (UPN).

q—

Search Q

' Use the search box to filter the results for a given subnet.

Search for a Conference ID

Search Q

' Use the search box to filter the results for a given
conference ID.

Search for a Meeting ID

e

Search Q
Use the search box to filter the results by a single meeting ID
and display the associated conference IDs.

The Conference ID can be located by using Call Analytics. From the Teams Admin Center, search for and select a user to displa

User Results Right click to Drill Through to User Hea

\

UPN

Subnet Results

Enter s

parameter in any
field to filter

results

'Meeling Results Right click to Drill Through to Meeting Health Details

Conference Id

™~

Show as a table

Poor Video
Rate (%6)

Poor Audio
Rate (%)

Poor Sharing
Rate (%)

Drop Failure
Rate (%)

Setup Failure
Rate (%)

Include
Exclude
Drill through

zer Health Details

Right click any
value to Drill

=r -
Lroup

Copy

Through for
more details

ng Health Details

Poor Audic
Rate (%)

Ota eams Poor

Show as a table

op Failure
Rate (%)

Setup Failure A
Rate (%)

Rate (%) Rate (%)

Include
Exclude

Drill through ~ » Audio Health Details

Group Media Reliability
Copy 4 Video Health Details :
T - -
Sharing Health Details
Date Participants Poor Poor Audio or Video or Sharing  Drop Failure  Setup Failure A
Feedback Rate (%) Rate (%) Rate (%) Rate (%) Rate (%)
: Show as a table .
202 100.00
202 Include
207
| Exclude e
202, Cnll thmugh ] _
202 T
202 Group - 000
202 000
Copy ]

elect the Call History tab to display a list of the user's call history.

Identify the call you would like to analyze by selecting it from the call history list. Once identified and selected the conference ID is shown in the URL and can be found as a GUID after the "/meeting/" text.

Example: https://admin.teams.microsoft.com;/Users/xsoned-30M- X3 - XX -xoooosxsxxx/meeting /b0abbc44-8be9-4968-b80e-0a44db357c8¢

The Meeting ID can be found as part of the Teams meeting join URL

Example: https://teams.microsoft.com/l/meetup-join/19:meeting_MzI2YTRKZmItMTNmMZSO00NTUXLTk4NjEtMzcyYWISZDYOMTFh@thread.v2/07context={*}



| Meeting Details

Time Started (UTC):
11/10/2020 8:54:50 PM

Time Ended {(UTC):
11/11/2020 4:01:21 AM

Meeting GQuality

Transport Microphone

upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe
upe

<

User Feedback
Rating Feedback

Device Failure 05

False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False
False

Text

Participants

132

CPU Insufficient
Event Ratio

Windows 10.0.19042 Arch: 164
Windows 10.0.19042 Arch: x64
Windows 10.0.19042 Arch: x64  012: [-0.01 - 0}
Windows 10.0.19042 Arch: x64 012: [-0.01 - 0)
Windows 10.0.19042 Arch: 164
Windows 10.0.19042 Arch: x64 012: [-0.01 - 0)
Windows 10.0.19042 Arch: x64  012: [-0.01 - 0}
Windows 10.0.19042 Arch: x64
Windows 10.0.19042 Arch: 164
Windows 10.0.19042 Arch: x64
Windows 10.0.19042 Arch: x64  012: [-0.01 - 0}
Windows 10.0.19042 Arch: x64 012: [-0.01 - 0)
Windows 10.0.19042 Arch: x64  012: [-0.01 - 0}
Windows 10.0.19042 Arch: x64
Windows 10.0,19042 Arch: x4 0120 [-0.07 - O]
Windows 10.0.19042 Arch: xg4
Windows 10.0.19042 Arch: x64  012: [-0.01 - 0}
Windows 10.0.19042 Arch: x64
Windows 10.0.19042 Arch: x64  012: [-0.01 - 0}
Windows 10.0.19042 Arch: x64
Windows 10.0.19042 Arch: x64  012: [-0.01 - 0}
Windows 10.0.19042 Arch: x64
Windows 10.0,19042 Arch: x4 0120 [-0.01 - O]
Windows 10.0.19042 Arch: xg4
Windows 10.0,18363 Arch: x4 012: [-0.01 - O]

Participant Location Map

N

o NORTH AMERICA

NaM

= A A
A
= d\'f\§% Y

S
el |

by

ol

et
]

Conference ID

Media Type

Video 20.52%

WVBES Z2812% Audio 53.36%

Organizer

(Blank)

Client Client Version Stream Direction  Classified  Jitter  Jitter Max
Poar
Microsoft Teams Windows 1.3.00.30866  First-to-Second
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 1.3.00.30866 Second-to-First False
Microsoft Teams Windows 130030866  First-to-Second
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 130030866 Second-to-First False
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 1.3.00.30866  First-to-Second
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 1.3.00.30866 Second-to-First False
Microsoft Teams Windows 130030866 Second-to-First NaM MNaN
Microsoft Teams Windows 1.3.00.30866  First-to-Second
Microsoft Teams Windows 130030866  First-to-Secend False
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 130030866 Second-to-First
Microsoft Teams Windows 1.3.00.30866  First-to-Second
Microsoft Teams Windows 1.3.00.30866  First-to-Second False
Microsoft Teams Windows 1.3.00.30866  First-to-Second False 16.00
Microsoft Teams Windows 1.3.00.3087% Second-to-First NaM MNaN
Microsoft Teams Windows 1.3.00.3087%9  First-to-Second
Microsoft Teams Windows 130030879  First-to-5ecend False
Microsoft Teams Windows 1.3.00.30879  First-to-Second False
Microsoft Teams Windows 130030866 Second-to-First
Audio Quality by ASN
ASH Good Poar Poor Audio
b i 41 Streams Streams  Rate (%)
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Drill Through Dimension

« Second Conference ID

I Audio H VBSS l Video l

Packet Loss Packet Loss  Round Trip Reund Trip Wid Call  Poor Reason -
Rate Rate Max Mz Failure
1169 0
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Mal Mah

Mal
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Total Good Audio Streams
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Audio Health Details - Meetings Only (Last 28 days)
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Call Type Quality Overview

User Health Details (Last 28 days)
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Top 10 Poor Networks (Last 28 days)
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*Video reports utilize a new video classifier and is applicable to Microsoft Teams only
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Top 10 Managed (Last 28 days)

*Video reports utilize a new video cl

nd is applicable to Microsoft Teams only
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TOp 10 ASN (Last 28 dayS) *Video reports utilize a new video classifier and is applicable to Microsoft Teams only
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The Dailies
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Overall Media Usage

Sessions by Type (28 days) Sessions by Media (28 days)
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Building Data

Review the list below for any managed subnets that may be are marked outside and add the appropriate information to the building file to have CQD tag the subnet as internal. It is not Inside/Outside Corp
necessary to add every subnet in your infrastructure to the building file, only client and user subnets need to be uploaded into CQD. ( Inside

( Outside

More information on the building file can be found here: https://aka.ms/cqdbldgdata

CQD Building Map (7 days)
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