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Security as Code

GWE  Copyright© SUSE 2022



v N _V
ad = OB .
N L AR O
X N & AV & » I AV
x N adv BpOG P a4V CIS Benchmarks & . Lta . lyg )
& Custom Adults PCl, GDPR, NIST a o
5 (K8S)

Copyright © SUSE 2022



Copyright © SUSE 2022

BPa

P a4V

L A KN
CIS Benchmarks & . L£ta
& Custom Adults PCI, GDPR, NIST

Iy a L£Lh{f n a Th-xPN

Layer 7 with DPI/DLP




A & & . L+a ¢ b
| Q N _ ¢
=59 E E 7':&
v N u . I a4V
x W airv BpO& P 8 AV CIS Benchmarks & . Lta . =|:S7‘H t
‘ ‘ a , Hos
& Custom Adults PCI, GDPR, NIST 5
1 = 0
o ~ o J_ H . o J_ _ - =
Security Policy as 0O me v. 1 i a =hf n a —'Ij\ NP U oD
Code ¢ A Layer 7 with DPI/DLP o0®
T'EG & W
AaQ \ GO

Copyright © SUSE 2022



>A

i B @O

SUSENeuVector ¢ { ~ - A O

eeeeeeeeee

- A OO 514 = € (Security as Code)

eeeeeeeeeee
5 Al ~
eeeeeeeeeeee A s _ 29N V., " AEL

dddddddddddddddddddddddd

“““““““““ At 146 O v, , T'EGd ®
eeeeeeee j>

AT a.89 — w+ 1/ H
An v, £x n L

e

|||||||||

s A1H<H EAbKSSNE W

nnnnnnnnnnnnnnnnnn

=3 RANCHER

© Copyright 2021 SUSE. All Rights Reserved.



e P

a =ht ap W

A- € 4§ €. e

A
ADiscover [ V1:p 1 77
ST £ Hem AN
AET 16 CET
AMonitor [ N:x aUe
AProtect | N:x 7 Ua 4t

ASecurity Policy as Code
ADO sNdEtT 14

=3 RANCHER

© Copyright 2021 SUSE. All Rights Reserved.

10



NEUVECTOR Of7|Ell A / Hf &£

Virtual Switch

Virtual Switch

~

Virtual Switch

T

\ J
!

L

Virtual Switch

Virtual Switch

Copyright © subtode

Node

Node

Node

Node



NEUVECTOR Ot7| &l N / Hf ==

Virtual Switch

Virtual Switch

)

Virtual Switch

Virtual Switch

Virtual Switch

Copyright © subt@de

Node

Node

Node

Node



NEUVECTOR Of7|Ell A / Hf &£

Virtual Switch

Virtual Switch

Virtual Switch

Virtual Switch

\ J
!

L

Virtual Switch

Copyright © sub@de

Node

Node

Node

Node



NEUVECTOR Of7|Ell A / H &£

Virtual Switch

Virtual Switch

~

Virtual Switch

Virtual Switch

Virtual Switch

Copyright © subtode

Node

Node

Node

Node



NEUVECTOR Of7|Ell A / Hf &£

\

Virtual Switch

Virtual Switch

~

Virtual Switch

T

§

e,

L

Virtual Switch

Virtual Switch

Copyright © subtode

Node

Node

Node

Node




NEUVECTOR Of7|Ell A / H &£

Virtual Switch

\

Virtual Switch

~

Virtual Switch

§

Virtual Switch

Virtual Switch

L

Copyright © subtode

Node

Node

Node

Node




kind: NvSecurityRule
metadata:
name: nv.nginx-pod.demo
namespace: demo

SECURITY AS CODE spec:

egress:
- Selector:
criteria:
- key: service
Iy ” U ”n Gp: =
Kubernetes1 & W yamt "A > F " HE mm A value: node-pod. den
- key: domain

- op: =
ﬂ \/ﬂ‘ 7 d T 0 value: demo
) - name: nv.node-pod.demo
action: allow

lngreSS/EgreSB :t applications:
o ~ Y P - HTTP
T "EC( d o AG O name: nv.node-pod.demo-egress-8

ports: any
file:
= - app:
O O ﬁ '\l '|'|' K * , > - /bin/nano
) behavior: block_access
filter: /var/neuvector
recursive: false

T L é,ON /1 H g ’;A ingress:

) = Sele;tor;
Ingress/Egress, DEPR ¥ . nane: nodes.

action: allow
applications:

RBAC - HTTP

- Wordpress

name: nv.nginx-pod.demo-ingress-@

CRD? E’ T KUberneteSjQ\ ports: any
process:
- action: allow

a =|=“ /AT 3 "H'" T O X =|=1 b =|=“H ;:rtnﬁ ?E;Esbinmginx

target:
Selector:

T criteria:
OPA(Open Policy Agent), N L S eyt service
op: =
value: nginx-pod.demo
- key: domain
Copyright © SUSE 2022 op: =
value: demo
name: nv.nginx-pod.demo
policymode: Monitor




kind: NvSecurityRule
metadata:
name: nv.nginx-pod.demo
namespace: demo
SECURITY AS CODE
egress:
- Selector:
criteria:
- key: service
op: =
value: node-pod.demo
NvSecurityRule Ty
op: =
value: demo
name: nv.node-pod.demo
egress action: allow
applications:
- HTTP

a”0W name: nv.node-pod.demo-egress-@

ports: any

protocol et

- /bin/nano

behavior: block_access
ports filter: /var/neuvector
recursive: false
. ingress:
Ingress - Selector:
criteria: []

name: nodes
a.”OW action: allow
applications:

- HTTP

prOtOCO| - Wordpress

name: nv.nginx-pod.demo-ingress-@

t=z ports: any
por‘o process:
. - action: allow
flIEE name: nginx
path: /usr/sbin/nginx
target:

proceSS Selector:

criteria:
- key: service

policymode ey

value: nginx-pod.demo

- key: domain
Copyright © SUSE 2022 op: =
value: demo
name: nv.nginx-pod.demo
policymode: Monitor
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