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The Challenge 
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Ӆ ṏῶ ˾ :  ᾑ ḟ„

SW ̎͒ởᾅ ṏῶ
(Supply Chain ṏῶ)
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װ ▄ ṏῶ:  ᾑ ḟ„

CVEs

ҥ╪ Ἰᾒ Ḣּת (DLP)

Л √ ̑˶

Web App Firewall (WAF)
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▫ҿ ҿ ᾋ

Л √

ᴛἝᾅ

▀ ♪͐

Security as Code

⌐ ͖Ḗ ♫ ♫ᴘ- ᾂש ♫
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ẋӢ ᾂ ᾂ ╧︠

♣‏ & ׇ╧†ᾂ ̒ᵖ

ẋӢ ᾂ Ѷ ᴃּקᾂ ᵖ ᾂ Ѷ CIS Benchmarks

& Custom Adults

ׇ╧†ᾂ

PCI, GDPR, NIST

װ ▄ ᾂ Ѷ

╪Ў, ᾅ , 

פ (K8S)

ᵖᾂ ṏ̃ Ḑ

ἲ
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↔₂
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╪Ў, Host, 
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Layer 7 with DPI/DLP
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SUSE NeuVector ᵠ╢ ̃┘ ͖ѨӦ

ÅṒΌ♬ ▫ҿ (Security as Code)

Å⇔₅ ˿ϿЛ √ ʺᾎἛⱠ̑

ÅⱠᴛ ᾅױ Ṓ ЬЛ √ , ᴛἝᾅḓ ▀

♪͐

Å ─ᾅᵑ…╪ג ҥ╪ Ἰᾒ₉Ḣ

ÅЛ √ אַ╪ ∟תּ˿

ÅἸή⇔Ḥ ἒ ЬK8s Л╪ Ẅ
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╧Ћ↑♫ᴘ ᾂש ?ᶱ ╩ʷב
Å▫ҿ ӈ ҿ͙ḙ ᾋ
ÅDiscover ᶘӢ: ᴆ╪‡ 7 Л √ , ᴛἝᾅḓ ▀ Ἕᾅ⁄Ἄ
  ᵙ ╪Ἢҿ▬ᾏṊ

ÅⱠᴛ ᾅױ ἝṪ
ÅMonitor ᶘӢ: ẋ♬Ữ♠╬  ᵙ ╪Ἢҿ▬⁄ҍ ˿̆

ÅProtect ᶘӢ: ẋ♬Ữ♠╬  ᵙ ╪Ἢҿ▬⁄ҍ ˿̆ḓ˞Ṩ

ÅSecurity Policy as Code
ÅṒΌ♬ ḓⱠᴛ ᾅױ ἝṪ ᵑѻᵐ ᾅױ ⁄▫ҿ╖ᴛṐ♫
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V Kubernetes Л╪ Ẅ yaml⁄Ἄ  ᵙ ╪Ἢҿ▬♬╥

VЛ √ ⁷˺ḓ ᴛ

V Ingress/EgressⱠ‡

V ᴛἝᾅḓ ▀ᾎᾅ Ṓ

V ṒΌ♬ ╥Ḳ♣̕ᵙ

V ͒ᴛḶṒΌ͋ Ḥ ḓᾎ

V Ingress/Egress, DLP ˁּתӮ.

V RBAC 

VCRD ỸἛ̾ ╥ Kubernetes ᾎ

Vᾅ ╪︣⁄Ἄ ᴛҘἪ╖ᴛὺ˭ᵡ╪͎ᴆ╪Ἢ

VOPA(Open Policy Agent), ͙ ∟תּ

SECURITY AS CODE
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NvSecurityRule
egress

allow
protocol
ports

ingress
allow
protocol
ports

file
process
policymode

SECURITY AS CODE
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Kubernet es Cluster

Internet t o K ubernet es

Pod t o Pod

INTERNET

Kubernetes Networking Model

Container t o 
Container

Pod

Container t o 
Container

Pod

װ ▄ Ҽˡở


