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1 Sodinokibi 14.20% -

2 Conti V2 10.20% 4

3 Lockbit 7.50% 6

4 Clop 7.10% HE Alst a2

5 Egregor 5.30% -3

6 Avaddon 4.40% 3

7 Ryuk 4.00% -4

8 Darkside 3.50% A2y

9 Suncrypt 3.10% -1

9 Netwalker 3.10% -5

10 Phobos 2.70% -1
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Bot Ransomware

Trickbot Ryuk, Conti, REvil, RansomExx
Quakbot ProLock, Egregor, DoppelPaymer

Dridex DoppelPaymer

IcedID RansomExx, Maze, Egregor

Zloder Ryuk, Egregor

SDBBot Clop

Buer Maze, Ryuk

Bazer Ryuk

B4, L0 BiZ 2 2H2|0f| AEEl=3lZ & (EA : Proofpoint 2021)
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Ransomware Attack Vectors
100.0%

75.0%

50.0%

25.0%

% of Cases in the period using the vector

0.0%

O covemase

Q1 Q2 Q3 Q4 O
2018 2019 2019 2019 2019 2020 2020 2020 2020 2021

Q2 Q3 Q4

RDP Compromise
Email Phishing
Software Vulnerability
Other

a8 1. HEl 54

2H
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HIEq (&4 : Covewa

re 2021)

RDP 42 Shodanit 22 ALOIES O|&3H 2| R0 S71=[0f A= RDP ME|AS SHZ
ot A0t} AA FH2= 2[R0 22 =2E Mo HEst =, LIF2| Active Directo
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Ct

Calars N Ransomware Attacks Using Remote Desktop Protocol

® Company Fact
Total references
 calendarEvents

Event Marker Size
1 reference

11 references

happened because of unpatched sofware
{Remote Desktop Protocol (RDP)) or password
guessing against RDP or SSH (Secure Shell),
although the number of records
compromised was often much smaller in
these latter cases

In past attacks, the Ragnar Locker group has
used exploits of managed service praviders
or attacks on Windows Remote Desktop
Protocol (RDP) connections to gain a foothold
on targeted networks.

T

In other cases, a successful RDP log on was
the first evidence of malicious activity prior to
a ransomware infectian.

Translated from Portuguese: In the sample
analyzed by Panda Security , Ryuk entered
the system through a remote connection
made in an attack via RDP ( Remote Desktop

— S — Protocal ).
The primary methods of distributing . }I(
ransamware remain spear-phishing and Q |
Insecure Remote Desktop Protocal (RDP) '
connections. o
7] oo
' / N
-
Jor: CD @0 @ @
Qe Da Oy QDO D ) D)) DN S)) DIeD)))S8s) o)
ection 1
Fet Mar Apr tay jun
202

emails, and remote desktop connections with
weak passwords to enter a system....

The FBI also cited Qakbot s one of ProLock's
means of initial access, as well as phishing
emalls and improperly configured Remote
Desktop Protocol (RDP) servers, and remate
access connections over RDP with stolen user
credentials.

\

\

Remote Desktop Protocol (RDP) is currently,
by a wide margin, the most commen attack
wvector used by threat actors to gain access to
Windows computers and install ransomware
and other malware.

A
(0] @ o
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'. SHODAN Explore Pricing 2

[Remote desktop

3,863,202

TOP COUNTRIES

China 1,156,214
United States 928,117
Germany 179,666
Netherlands 119,451
Japan 107,397
More...

TOP PORTS
3389 3,844,864
3388 17,696
5353 323

i View Report (@ Browse Images [T View on Map
New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

31.193.130.75

31.193.130.75 &) SSL Certificate Remote Desktop Protocol
Simply Transit Ltd ssueq By 0 124000201 0000
= united - Commaon Name:
Kingdom, London 1D12495
self-signed Issued To:
|- Common Name:
1D13495
Supported SSL Versions:
TLSVI, TLSvIA, TLSVI.2
Diffie-Hellman Fingerprint
RFC2409/Oakley Group 2
20.193.225.206
Microsoft Corporation & SSL Certificate Remote Desktop Protocol
= India, Pune Issued By: 0 1240X00X020 0000
I-C: N
o

Issued To:
|- Common Name:
POS-Store

Supported SSL Versions:
TLSVI, TLSV11, TLSV1.2

J% 3. 72 S

NHIAESS Tt Y OFI0M
RaaS 0|22tz

2|41 VPN & 2 4 RDP Y& £ S THofsta /20

205t ABE 0|25 7| L HEL 0| 2 E

¥4 HlATE MH|A g (EH : Shodan 2021)
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Ransomware : Who affected & why
Distribution of global ransomware infections, by industry

Manufacturing
!....! Public administration m
Finance, Insurance & Real estate m
Wholesale trade

January 2015 to April 2016

Leading cause of ransomware infection

Spam / Phishing emails —-- 46%
Lack of employee training

Malicious websites / Web ads —— 12%
Other = 05%
Lack of security (=] 01%

2 4. Hde)oe] 524 HE]
(B4 : https://www.briskinfosec.com/blogs/blogsdetail /Will-your-backups-protect-you-against
-ransomware-)
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CIZE HE Ee ?
et 23
=2 CX"ENEE=

MYl 2= UEME BFS = RUSLICL

MR FE(S)

0|&: ‘\nsta Software Solutien Inc.
FAF oY ‘vutukuri@instasoﬂwaresnlut\on com
M Ak [AEE 4 gsUt
eEM =7)(v)
oo MWL)
MAXL. HR L EpYal

R l(e)]

x COXE M2 B2

=y

et

ME HE(s):
2=

HE
Y25

YH H=

ClolH~E @azlE

z
vz

Sectigo RSA Code Signing CA, Sectige Limited, Salt
1e74cfeTde8c5f57840a61034414cadf

shal

Clold e =g Y. RSA
QISE £
1361413112112 3000
LHe =4 06 0a 2b 06 01 04 01 82 37 02 01 04
1361413112111 30 Oc 06 Oa 2b 06 01 04 01 82 37 02 01 15
Gl AR 2ot 04 14 34 85 2c 29 de f5 2 06 04 91 8¢ 7c Oa 04 6:
< >
vy

ol el
1% 13. Clop Ransomware?| C|A |2 MH &
Clop HHA0= UE L2StA| THS 2 EE 0|86 4¥S IS 1 140(M E= A1t
20| ZH0M H2lxl= & HEE 7HA| 12 AT ZEE Yol 2 ZES U7(UsH AL
Ol CLLP= Z=&tE|0f QULCt.
IF ( sub_402B80(5tringl, CIoP) ) If ( sub_402B80(5tringl, MSI) )
return 1; return 1;
if ( sub_402B80(Stringl, 0CX) ) if ( sub_402B80(Stringl, CHM) )
return 1; _return 1;
if ( sub 402880(Stringi, DLL) ) if ( SUb_492880(StFlﬂgl, HLF) )
¥ turn 1;
return 1; . 5 _
String LNG
if ( sub_402B80(Stringl, EXE) ) At sult 402BARLSErANER LNG) )
: return 1;
_ return 1; . A if ( sub_402B80(Stringl, TTF) )
if ( sub_402B80(Stringl, SYS) ) return 1;
return 1; if ( sub_402B80(Stringl, CMD) )
if ( Sub_492886(Stringi, LHK) ) return 1;
return 1; if ( sub_402B80(Stringl, BAT) )
if ( sub_402B80(Stringl, I0C) ) return 1;
return 1; result = sub_402B80(Stringl, CLLP);
if ( sub_402B80(Stringl, INI) ) if ( result )
J% 14. Clop Ransomware?| Z¢ | 2| &2t (16F)
Clop H00fl= ZFM H2lel= oY & CHEL|HS T3l 242 = At /ULt




Ox7A53F792 0x45575934 OxFA12254F OxFA747F45 OxFA9269AE
(AUTOEXEC.BAT) (BOOT.INI) (Shphos) (Recovery) (BOOTMGR)
0OxEA932256 0x917FE531 0xD6452416 OxE2C4812A 0x6932F547
(NTLDR) (BOOTSECT.BAK) (DESKTOP.INI) (NTUSER.DAT.LOG) (PerfLogs)
0x55B2AC88
0Ox58CAE791 0x28B5FD61 0xA932103 0x8916CC4
oL (System Volume
(Application Data) ] (Tor Browser) (=) (AppData)
Information)
OxE892B59F 0OxB890E4CF OxB7EOEDCO 0x9663BE0O8 Ox8A53E4D9
(Windows) (Packages) (Microsoft) (recycle.bin) (Chrome)
0x89D322CE 0Ox71ADF2E1 0x7933A751
(AhnLab) (INetCache) (WINNT)

H7. ZEOIM A 2l=l= ot (23F)

Clop d00= Y=ot thA7|S e OtLQ| ofHO)| ZLekst 20, LT A4 A0

st=2d Slojolct,

aBeginPublicKey db "----- BEGIN PUBLIC KEY----- MIG'FMAQGquG‘_-.Ib3DQEBAQUAA4GNADCBlQKBgQ
: DATA XREF: data:Srcilc
db 'CecUuskA+/EYRGU9HUFkpICAg3J e?MeraGTOSSwaGlZFlPCteoRPARUcFlaNVupKF
db 'Leqce2BX+MAN3nl15EJpoelSRya iESj5Z+dI12WBFaYoV/SBEgSEQWganz32HN3dhH'
db '©37t3vrDP7jisQaz2lziD32hLd3y SEktD4Gmz870+©blTQIDAQAB ----- END PUBL'
db 'TC KEY----- ‘,0

Clop #dAH= 7:,*%“' Al Ef%"f 2 WHEEEVH HEE, SHAS gaS 2ot g2
E [ -

HELLO DEAR KMALL

***DO NOT ATTEMPT TO RESTORE OR MOVE THE FILES YOURSELF. THIS MAY DESTROY
THEM* **

Also, we have stolen very important information from your servers. Write
to chat for details.

If you refuse to cooperate, all data will be published for free download
on our portal (USE TOR BROWSER) :

10 CONTACTS:
dinoriussl1973@tutanota.com
AND

2
2
14 unlock@support-box.com

1 OR
& unlock@support-iron.com

18 OR WRITE TO THE CHAT iUSE TOR BROWSERI:

J2 16. M- EH : README_README.txt
(CLOP ¥E 371 0|0|A| 24 : https://therecord.media/ukrainian-police-arrest-clop-ransomware-
members-seize-server-infrastructure/)
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2.1.2. Darkside Ransomware

Darksupp(DarkSide Ransomware)= 20204 8EEE SE LU 20 RaaS(Ransomware as

a Service) YEHZ XSSO0 ULt s MY 02| = CH2at 2Lt

Darkside 0] LIF 0= CtE[HIO|HA AHE B 23| & 24 WiE 2o 2 2AHE
C =

SEL AT Yo 22|SS Sofl Y=E]] /20, 2 A8 2=8k= 2HA

sz

=
1]
I
rn
PN
N
m
o
i
gy
o
°©
o

5104 7| E|0| =2 d-gstCt.

—

v3 = 240;

269488144;
269488144;
269488144;

= key_: uomas[ o1;
sult ¥ *(key table2 + v10) + vi;
= key_410ABE[v ‘J

)
)
kev QIOABE[ 8] = result;
key 410ABE[v9] = HIBYTE(result);
if ( vl0 >= size )

break;

LOBYTE(v9) = v& + 1;
if ( 1vo )
return result;
}
vi0 = 0;
LOBYTE(vI) = v9 + 1;
while ( v9 );

return result;

J77. 7|88 B

STEP 2. A2 523}

A '374|01|H Y= 7| HIOISS O3l of2f A1 &2 Li2|SS Sl A8 S S,

int idx 1; // edx
int idx 2; // ebx
_BYTE *v5; // edi
int num_1; // eax
char num 2; // ch
char result; // al

dword_410CCE = 0;
dword_410CD2 =
qmemcpy(byte 4IOBBE key 410ABE, 0x100u);

idx 1 ;

idx 2 0;

v5 = (al - 1);
num 1 = 0;

do

{

LOBYTE(idx 2) = byte_410BBF[idx 1] + idx 2;
LOBYTE(num 1) = byte 410BBF[idx 1];
num_2 = byte 410BBE[idx 2];
byte_410BBE[idx 2] = num 1;
byte_410BBF[idx 1] = num 2;
LOBYTE(num 1) = num 2 + num_1;
++v5;

result = byte 4IOBBE[r.lrn 11;
LOBYTE(J.dV 1) = idx 1 + 1;

*y5 *= result;

——size;

}

while ( size );
dword_410CCE
dword_410CD2
return result;

idx_1;
idx_2;

s~ unn

JE 18. A8 =538 B
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Ofef 13t 20| A|ARIC| Q10| F Iels E4 =7t A|2|5ts 7|s0] ZAHotH, A2l%= =
7t= Ofell =51t ZCt
= =7t Ao = =7t Ao
0x419 2{A|O} Ox43F 712504
0x422 23210|L} 0x440 F|2T7|AAEL
0x423 EEEEN 0x442 E2300]
0x428 5] 0x443 SRHF|AEL
0x428 of2oj|L|of 0x444 EfEl20f
0x82C O} 28}0| 2+ 0x818 0ot
0x437 Z2|0tof 0x843 P2H|F| AL

B8 AR/t ZEH

Darksupp 0] LHF0l SAiste 24 42 Al 7ol 212522 YostE HE=E XY
E|0f A0, FOHAV} AU E CHASHAl Bl BIEY 4 A= HEHZ H|2f=[0f ULt Of=H
FE= 2Y0Y WRo| SAste Liet 7|s 7eiS A 2lste FEIO|G.

if ( Emptying Recycle_flag )

if ( file handle 41092C )

{
DeobfuscateString(xmmword 40B322, dword 40B31E);// Emptying Recycle Bin
LogMessage(file_handle_41092C, &unk 40B20A, xmmword 40B322, 0, 0);
sub_4013DA(xmmword 40B322, dword 40B31E);

}

EnumDrives();

}

if ( Delete_ Shadow_flag )
if ( file handle 41092C )

DecbfuscateString(xmmword_ 40B380, dword 40B37C);// Deleting Shadow Copies
LogMessage(file handle 41092C, &unk_40B20A, xmmword_40B380, 0, 0);
sub_4013DA(xmmword 40B3BD, dword 40B37C),

}
DeletingShadowCopies(al);

}
if ( Unstalling_Services_flag )

if ( file_handle_41092C )

{
DeobfuscateString (xmmword_40B350, dword_40B34C);// Uninstalling Services
LogMessage(file handle 41092C, &unk . 40B20A, xmmword 40B350, 0, 0);
sub_4013DA(xmmword 40B350, dword 40B34C);

I

319, 2E of Lo 7|5 7l 22| 2E
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HEMUO| SA5h= 7|5 =52 Ofefiet 2.
oM 49 2uil 49
Ox1 gEs 25 23 OxB 22
(1: FULL, 2: FAST, 0|2[0f| Zt: AUTO)

0x3 27 A3 455} 0xD SY HAE2| 4]

0x4 HEQA ZS mel o535} OxE S 01 FA|

0x5 LY PC 2BA|A| 210] Y& 23| OxF E4 2t 2A

0x6 =5 MEZS S I Ak 0x12 M|

0x7 2|18 27| 0x13 ME|A 22

0x8 17 ARA| 0x14 715 AEEIA| 3.

0x9 UAC 23] 0x15 HE-E 4

OxA E2 st 2% 0x16 FEA 4

9. Mo EMst= 7|15 55

Darksupp 2HAY0{Q] It S 3}0f| = Salsa20 & RSA 2535 & 12|SS AR SIC Salsa20
dn2|S2 0|86l IS Y=t 5t L=t 2tz E Salsa 7] 242 RSA 37171 &3l RSA
Yn2|S22 455} ECt Salsa20 22st 71§ Y=ot 5h7| fIs AFZE RSA 3707 |= f{0iA
A AHA 79 g2 LSS Sl Y=otE HEi2 St=EDE &[0 UL

RSA - Public

MMEl Salsa202| 7|22 RSA
Public KeyZ 0|235t01 RSA &5
st Hg
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golotal Ut

Darksupp A0l 18712] LS atC4r A 2| ClHER| 558 &<
Windows appdata application data boot
. program files &
google mozilla ) programdata
program files (x86)
system volume ) )

) ) tor browser windows.old intel
information

msocache perflogs x64dbg public

all users default
H10. A2 C|HEE| =5 (187H)

==2 Ofefiet &tt.

Darksupp &H%0{2] ef= s} CHSOIAM H|2|%|= 507H2| 22}

386, adv, ani, bat, bin, cab, cmd, com, cpl, cur, deskthemepack, diagcab, diagpkg,

dll, drv, exe, hlp, icl, icns, ico, ics, idx, Idf, Ink, mod, mpa, msc, msp, msstyles, msu,

nls, nomedia, ocx, prf, ps1, rom, rtp, scr, shs, spl, sys, theme, themepack, lock, key,
msi, hta, pdb, diagcfg, wpx

H11. A2 2Hat 2| A E (5071)

o

40

i
4>

H YRS Lol TSl &2 F7F A

Darksupp #&9l0l= It =
Al QUL

TA|S HR7

25 ME SARE A
S MHA L IZ2MA TR

[ ]
A 222 3142 23 2o}

ZREE MHA Y T2

sql, oracle, ocssd, dbsnmp, synctime, agentsvc, isqlplussvc, xfssvccon
mydesktopservice, ocautoupds, encsvc, firefox, tbirdconfig,
mydesktopgos, ocomm, dbeng50, sgbcoreservice, excel, infopath,

TRILZHNA S5
msaccess, mspub, onenote, outlook, powerpnt, steam, thebat,
thunderbird, visio, winword, wordpad, notepad

(3171) 2t = MH| A ZF(87H)

vss, sql, svc$, memtas, mepocs, sophos, veeam, backup

H12.ZR OZNAEE

8 MH|I2 55
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Darksupp

U= AlLEO] THE 2

M= 7~'I—’tol-l_',}

OIS 317t SAR} Q=2 HZE|H o2l H|0|E{E C&C

"bot"{

er'"[OHYTE B HE],

"uid":"[{15}[a-z0-9] ==3}¢ C|O[E{0f| ZAfigt.]"
},

"os":{

"lang":"[ZE TA| A FE]",
"username":"[&4] O|&]",
"hostname":"[AFE O|&]",
(=02l o] &]",
windows",
SA|A HH

"domain":"
"os_type":"
"os_version":"[&

"os_arch":

"disks":"[E

23 A8
"id" [ B3 E 2

T A

Mid" [YestE 2 oA
"uid":"[{15}[a-z0-9]
"enc-num": "[O.:.F st
"enc-size":"
"skip-num" [
"elapsed-time":"%u.%u"

H=l",
%%mmmz@ah

SH=20f ot

a3 21, ojahAL 7| = H|ofe] &

24



2.1.3. Sodinokibi Ransomware

Sodinokibi ML= 2019 Gandcrab A|2A=0| AE|AS Z=2 6t S A0 S5 M
2|0{0|Ct, CHEA QI SHHE 2= Chet T2 ARI( 12

ot g2 m| 400l QUCH Jd2jLt T4 oY 3k OfL| ]
ZT|7|= SiCt 2|2 0|2 7HM|Ok(Kaseya)iit Q| VSA H|E M| 20|0] #|Qf

—
22 23 5 o A0S RIS 2 TISHE YT ARIZF AT

m

odinokibi Ransomware
e 23 20| "Your files are encrypted !!1'2H= H|A| 2| S 256t o}

0
OIS £ Y5t SYS JIAD Utk

rg Jo o8
|0 ox

#
ooyl
]

£ BB W‘a@@ r 2

22. Sod|nok|b| Ransomwar Z4 5t

ot tide = BiEE 0 3ol e

= STA %@% *f%é Ak 7t O'Ef O) ol A2t Al EF = 7101 Bfet D=9 =AF 2HE O]
Tt £[0f = Ae= 2Y5[H, Ofefl 272 T4 O Ze| F=20|Ct.
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Y M3 NHsZ2Z 2 08t FHM AT LILCL

X3 NHsE22 DA FSHEHs 20159 422 2012 IjY H 3530 ASILA

oy AlZ BLUHT ALH'E 2EOHH UEZSETLE 2dEls AZE ZLUHE oL UsUch

o

B7IE §0| A7| HHO| AHBE %8 21 OF YET A

o

TRFEHAD fIE Z2s BEE FEY APISEIY OE MEE £E & USUHL

2019. 5.31% DZHQo| M HEAEE O2E HEST2E ANEE 0| =X 2A=E
Lic}.

2019.4.262 NS AZZ HLEY 20 HHAA
2019.,5.29%, 2019.5.30%, 2019.6.2%, 2019.64% 420 24
= 30009t7be] AH2j7t 53lo] ZH O|F RS LCh

12! 23. Sodinokibi Ransomware ZE S Q& oAl Y

AZ i EA HEZIRE HSED 2LXY AHY= uEs EUEZ|L SEAl 22T

7| ErE L

D7y 20l0] HF 4T AI7 LA FA NZTX 9B AFAY| HEUL

800 25t gBNes=

121 24. Sodinokibi Ransomware CFREZE 2% 51H
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M2 =2EY oA BIZE & A= B2, 5 71YS EIlEE 54 E40] ot =54
o

CIAZ CAtO 2 A|2HE Qt REQlS

0
0

Sodinokibi Ransomware
20 OH OI-22|.E|O-|OIO
2| 20| Y=t
® HKLMWSOFTWAREWrecfgWpk key
® HKLMWSOFTWAREWrecfgisk key
®  HKLM#WSOFTWARE#Wrecfot0_key

_‘E rr
0=
fol
fol
2
2
0
Hn
rr
Ok
NJ
] .
0
DQ
ﬂ
_>,'_
00
n
&
o
N
>.
m

AHHQoe] HEIAR of2hiet 22 RC4 &5 Soll 223t £/0] ALE ElTt.

LOBYTE(vS) = @3
for ( = 8; < 2563 ++7 )
for ( = a; J< 256; ++i )
{
= (1]
= (unsignec ) + *( (i % + )+ )
[i] = [vs]
[vs] =
¥
LOBYTE(v12) = @
= e;
if ( )
{
do
{
(unsigned _ int8)( +1)
(311
(unsigned _ int8)( + )
[31] = [vie]s
[vie] = viz;
- [ - )as] ~ [« g —int8)( + [(unsig —inta8)( + 1D
++ H
}
while ( 'H
}

12l 25, Sodinokibi Ransomware 2| 2535} 7|5 11

Sodinokibi #4390} LiROli= =5t CHEOIM AlolE Szt 32, 24 PX, HH=E, 3
7| S otM sho|of| Test U0l §|0|E{7} Z&HE|0f QIC}.

“idx","scr","ani","cur", Jepl”,"diagcab”,"mpa","hip","rom deskthemepack",
"nomedia”, "cmd" "com" "386","Ink","icl","diagcfg","msp","sys","hta", "icns",
A|Q| =32t "msc","lock","msstyles","dll","ocx", "prf","adv" "pr" "drv" "ps1 " "themepack",
"msu","spl" "mod","rtp","cab","msi","bin","ico","exe","key","ics","shs","bat","ldf",
"diagpkg", "theme

"windows", "application data", "perflogs",
"program files (x86)", "google" "windows.old
"programdata”, "msocache", "boot", "intel", "tor browser
"appdata”, "system volumemforma‘uon" "

$recycle.bin", "$windows.~bt",
" "$W|ndows.~vvs",

" "program files",
mozilla"

Hle| ClzEal

"thumbs.db", "ntuser.dat", "boot.ini", "ntldr", "ntuser.ini", "desktop.ini",

A2 mr . . W . W .
ntuser.dat.log", "bootsect.bak", "autorun.inf", "bootfont.bin", "iconcache.db

H 13 Sodinokibi Ransomware?| 2535} 4| 2| CHAH

27



e
k=l

HUOfoIM ArE T &

o}
[=]

5t ots5t o

s} 571 2l Argste HIFHUZ2 0

S’ oy In JSON.
f
? r? >
Ses310n PULIC Key Putic Key 1 Nu(!nvxj
I | |
B | R ¥ :
< Ghugn cuniay D _. K
oo Bl e ot - l @ §
"ym’; 1 User mes 1.1
l S.T, -
P |0 Y >
Session Prvare Key Privare Key 1 oy 2N User thes 1.1
L Painrexr (ze33i0n privase key) ]
w=_ I JE e S p—
I “ Key) n:::w _gxx:vmw- ‘;ﬁ‘ Saka20
p i
2 26. IO|E| XSS E2L

(A https://www.acronis.com/en-eu/articles/sodinokibi-ransomware/)

Sodinokibi -4 00} 2f5H 2 2012 H0|8] 2= Ofefiet Tt

Encrypted file content,

Encrypted file size

f
IEncrypted session secret - sk_key &
I 0_ke!

I
§ (176 Bytes)

Per file ECHD Public ke

+224 bytes of Metadata | (32 Bytes)

Per file Salsa20 |

(8 Bytes)

!
| CRC32 of per file pk
(4 Bytes)
onstant DWORD Ox1

(4 Bytes)

e = HO|Ee| 72

118! 27. Sodinokibi Ransomware
(A https://www.acronis.com/en-eu/articles/sodinokibi-ransomware/)



Sodinokibi 20AHL01= 7|2 B747|2 253} 5 AFRSHE EE0| 2 ofet Ch2H| 2t B
Ch ALRSH 7|7} CH2 2| RASl= 2, 214210 HOR|0fA BCiof 7|28 7|2 2ARIT U &
A =

= 7|2 g=stof 20 T2 Y= E ofiAlots LA S FotL Utts oM 2f

TAHL=Z 7| 490| A=W ofeff A} 20| AMHl0i= TSR} PCol MEHAQl Y2 S
CRCMHZ HE5HH, CACAHHZ U&= CI0|He AgRE 27| 2 Al ool ~Z =Tt

=6 dioled

CPU_Volume_Info_41D75@ = (int)GetVolumeInformation_404165();// cpuidul, VolumeInfomationZ?
if ( !CPU_Volume_Info_410D750 )

CPU_Volume_Info_41D75@ = (int)return_string 4050CE(v32);
sk_key_base_41D754 = ( ‘»)Get;eg}ey}nfo}@ZlFS(), / recfglild 2UE
rnd_ext_value_410748 = (int)Get_rnd_ext_401878();// rngenfellXIBIA rn
Username_410758 = (int)GetIUsername_404242();// FM0IS
if ( !Username_41D758 )

Username_41D758 = (int)return_string_4050CE(v32);
ComputerName_41D75C = (int)Get_Computer_name_403E14();// HFE{ 0IE
if ( !ComputerName_41075C )

ComputerName_41D75C_=_(int)return_string_4056CE(v32);
Domain_Workgourp_infqintp76e = (int)Get_info_domain_403F7A();// SHIS! % #3 1
if ( !Domain_Workgourp_info_410760 )

Domain_Workgourp_info_41076@ = (int)return_string 4@5@CE(v32)
Locale_info_41D764 = (int)sub_404096(); /7 SSHIA A =
if ( !Locale_info_410764 )

Locale_info_41D764 = (int)return_string 4@50CE(v32);

= sub_4@4381();

| 28 JIXID=
ext U JIHS GIOIEf A 20t

el

[

5
1f( vé )
dword_410768 = (int)return_string_4@S@CE((__intls *)v7);
0s_info_41076C = (int)get_OS_name_40422C(); // SZLHIH HHE &
if ( 10S_info_: am7sc )

05_info_41D76C = (int)return_string_4@5CE(v32);

i

= check_drive, use size_403E53(&v19);
Disk_size_41077@ = (int)base64_484C77((int)va, 22 * vi9, @);
FREE_403882(v3);
CPU_Version_x64_x86_41D7C@ = GetNativeSystemInfo_464481() ? 64 : 86;// CPUZHE I

3% 28. C&ACAHZ M&E|= H|0|E

Sodinokibi Y0 = ZAE & 4 U= HO[AE 28 292 Z0| AlSettt.
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(]
Your documents, photos Todecrypxyourﬁlesy u to You ezh do it right now. Foliow
databases and otl portant buy our special software - the instructions below. But
files encrypted 8m81yq2!s-Decryplor remember that you do not have
much time

8m8ryq2ls-Decryptor costs

You have 3 days, 23:59:31 Current price  0.32806964 BTC
* If you do not pay on time, the price will b ~ 2500 UsD
Aftertimeends 0.65613928 BTc
* Tinrw 5 on May 27, 115017 = 5,000 USD
Bitcoin address: 3Gat0waNh2 Tres TMoOOAAD IKxyF K R « Amount in BTC will be ted In 5 hours wit
INSTRUCTIONS CHAT SUPPORT
Buy Bitcoins with Bank
How to decrypt files? Account or Bank Transfer
‘ou will not be able to decrypt the files yoursell. If you try, you )
will lose your files forever N

13 29. Sodinokibi 21490{2] ZA| 0| Z|
(EA{: https://www.acronis.com/en-eu/articles/sodinokibi-ransomware/)
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L{Oto| keI B|EC|HIE (Bitdefender)
[ BlECIHCio|A 273 At2S 4B3
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0l M= Darkdise ZHH0{0] CHet EL=S 37
M A} CHe5| 5EE DTS RSA Private Key
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aBeginRsaPrivat db '----- BEGIN RSA PRIVATE KEY----- ',8Ah
; DATA XREF: sub_10@21D80+24T0
db "MIIJJIgIBAAKCAgEAvnhTyat8Hb1VsBsl2dnT15TbhHka+1L]13GqSIXvXq+6BEWGF ' ,0Ah
db 'DQFaSlam/csskPRi2YKZtZySZI1UFRtUIpmKyQcXS4AqpntCG8LGZOWCFCjdx13g" ,0Ah
Hb '07tL5QdH6At1CSYI/T++38wVQXDZuuzW/PAVQCFPNZ2zpNYyPlwhVxnHAHSDr6/r' ,0Ah
db 'sQrkPhrYbExUSYrahdkIyolGZ8CyK8rYY+TKzgnINdHcQkOhTa3jAYvdi+/Wz5fS',0Ah
db 'Z10fd/GdV3xrIlaRgIFuVQmleag9vIt+pN2n210mf@bDxkKQe8pDxvSBO4fb+9tN",0AN
db '6lacAfeb@4Mby4ckh6VQ0dqjzaMQbaXIwexfWcUPhfzU44NcaH9gvGulezZGZGR6" ,0Ah
db 'gxDv8Jyfc60u2D4pYxtiWweXldcgm3oelxmFfY4Tx9gUAIoO06UfulDIYhuZxwQLc9 ' ,8Ah
db 'bk7xFeI21KyLRdTRhpg03iVS3U5aGC2v0imnCysMVujIGNDD877QP5Sn180mLNvge " ,@Ah
db 'KGUW1plF2RvXLfjwSoICTqp7RmRhAVNLcb1BWT/Umnp/KbZgCzE44ZTNNMG/TF6F " ,0Ah
db 'ZtqtkVRxCLE477cppm8iCUEUlgnkaUXns/eTvbg+x6gWcIP2mMYFKNNKZYIANXOI ' ,08Ah
db 'c3208030GYsrqscbncWlDa/YvsDgXI2p+Z+DAK5zCyqji@CUx3X1Y88I7RcCAREC' ,BAN
db 'ggIAAmagP9pc/jk+ZBon7ChkjKrAE/SedSwRmnElePFENLjIsbLKSDstPyODLj1r",0AN
db 'DJvdwAl6aHlewWXhAhaTqeOgeypnnjdv37ry2nWRWZ7qfwd4YTt7DXpFrcalEq8yD’,0Ah
db 'bMZCzWkjwF/MTpuTrnXr@oESfAmpT8599j7vbFlc7Kky6WsA2mqNuioWPQSKEpM/ ' ,0Ah
db 'dOkCwSY7RT33NPAkqoBnljvkcE+4Th+v8+19uxAsz526ublZ1XCOIZIDN6EpyBgo’ ,BAh
db 'ErfyxnXMrllLx84zggmBp7rd/9uuKtCiwuEfUpQShqTsDx73yo3GN48KOrCApwzQl ' ,0Ah
db 'DmW8shzSelnhy7wjs/Xavq4BM60V65xUIDKUu9OmM3GrlKPSuWeFA99XTOP2IGIT3A" ,0Ah
db 'SrUffiaZzGOFXH822LwZtWZiVHsXQ3GHr60YTXWCp867IQC49BzG7NeXzyv0+cle' ,0Ah
db 'tDH@NHpjfH+zVyip/EPDOpWAgWsVY8@0BYIOcuarQp@B3d3tlY8q2QowmvKVqmiws ' ,08Ah
db 'qH7T8YZ3kBxCshQ@7iPZE314c4QdxQIBala+X6FOhZdtOATrOSpMINArRzi7cZ+m' ,@Ah
db 'a@vdsws54/Z1IV9Zz+bl8alll+zkauVcfYFDoHYhk3jgzjSIG63dYFA9d6AQCFeYL ' ,BAh
db 'SCb6XC51GrFBZ@oANINHIRrQfS+X0J2DJ29gMs3eSq/DilkCggEBAOjlemIveMzi’ ,0Ah
db 'Z6dr1/ReG81nnH2ZgH6Qo2ZAmelS5f3fnimIn8yC2v7gsCwDtfUQO11xkUy8e@R61 " ,BAN
db 'vbYkL6e@Xad5MI1psEqIvcVR1SwMok88bKgSyzdt61KKx2f2IMaSzLnSBUNNX3BN" ,0Ah
db '43TkSgjtxvPI5Le@5QhLh/APqaSd9qcTCBZxn9HZwvZ8PaxaEzGNzMVNBBxR4ycc' ,0Ah
db '06Qz1ChDv@ST+xALq8@TU4ncD/fAHydSRiBDSViozmlvVXeS5Ynlof4Xacqh436L" ,0Ah
db 'mc3w@q@XpySWra+47q2KNinMNV3PIRIQyWH7KXUydZ9DIb722NosI0GENTg/e/ju’ ,@Ah
db '3P@Zhy8hQo8CggEBANFPBIMGUWGPHL/hRwuFFTw9fwkC8McfqNXN4eyeMfp/m21F " ,0Ah
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. EDR (Endpoint Detection & Response)

. URL Filter, Firewall, IPS/IDS, &
. SIEM (Security Info. Event Mgt.)

. SPAM Mail Filter
. Network Forensic Tool

. Malware Sand Box
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Type Cryptoworm Ransomware-as- Automated Active Automated Active Automated Active
a-Service [Raas) Adversary Adversary Adversary
Code-signed - - - - -
Privilege escalation Exploit Credentials Credentials Credentials Exploit
Network first - - - Yes Yes
Multi-threaded - - - Yes -
File encryption Copy, In-place In-place Copy Copy In-place
Rename After After After After After
Key blob Header End of file Header End of file Ransom note
Wallpaper Yes Yes - - -
Vssadmin After After Before Before, After Befare
BCDEdit After - - - -
Cipher - - - - -
0 allocation - - - Yes -
Flush buffers Yes Write Through - - Yes
Encryption by proxy - Yes - - -
_ RYUK LOCKERGOGA MEGACORTEX ROBBINHOOD SODINOKIBI
Type Automated Active Automated Active Automated Active Automated Active Ransomware-as-
Adversary Adversary Adversary Adversary a-Service [Raas)
Code-signed - Yes Yes - -
Privilege escalation Credentials Credentials Credentials Credentials Exploit
Network first - - - - -
Multi-threaded Yes - - - Yes
File encryption In-place In-place In-place Copy In-place
Rename After Before Before After After
Key blob End of file End of file Separate file New End of file
Wallpaper - - - - Yes
Vssadmin After - After Before Before
BCDEdit - - - Before After
Cipher - After After - -
0 allocation - - - - -
Flush buffers - - - - -
Encryption by proxy Yes - Yes - -
1 40. Sophos ¢11142] 20191 2HMQ)0| S2F A at=
o S o o cco
29| 2t at=2 of2fiet 22 & 7RIt
ol 244 g0l 24 My
2E MY (Cod
= 3 oae o = 9Lz = =
. A oo M2 2E MBS 716 EA|E o{F A BH=Ct
Signing)
=| o = O = = = =
Hot ds QIZS {ltt AlYO|Lt Exploits S0l A|ARRt IO H2ot7| fIS &
(Privilege Escalation) | & 22 2S6tHCt
oA C2lo|lE 2M &2
Ha8 = =T o o L ==
o 27 AlA-o| THURCHHEY I R0 Y HYLE Mo
= = == =
. 2I0tLY| 2t 5t SHet
(Network First)
B At 1= - - _
. Y5t £=5 £0|7] /ol tHE 22| & 7= AFESiT
(Multi-threaded)
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