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SAISH| & HIEA| HR Tt
ARP =2 E3Z




= i}
INDEX

o _ ARP H|O| = &els 27|
ARPZ} 3t= & IPFA2 MACTFAE Lot SAIH ARP EEE% 2 M35
ARP ZZEZ°| #x Qtot = 1A ZAHS
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ARP ZT2EZ




ARP Z2 £ 2

ARPZ} st= &
I1LLLILLLQllllilll3lllllill
Hardware type Protocol type
tocal Length Opcod

ﬂRP mzeze zie -”E—?—_Iﬂ EH0:|0'”/< Iﬂg}( Ermtocgl] gdress Leng pcode

-rl H ""‘I O Ol‘ MACZF—_Jl\_% |:)—7|S Ol —5—OH A‘I OI'OI'_I_SU_trrce Hardware Address (Continued)

1L = E

- EE = Ol |- Source Hardware Address Source Protocol Address (Continued)

|.c> |.:|| E_?__I 3 EH o4 O'” A_I An_ % 3“_—_ -E:euE Pgoﬂﬁddress Destination Hardware Address (Continued)

otCt
HIOIHE BUZ| M= 7AISFH 1

'g -9-" = S OH Destination Hardware &ddress
HO|E & 27| ] 20| IPFA2F MACTZE T =0 :
A OI-_] s - Destination Protocol &ddress
ol if IPFA= ¢ MAC FAs ZEH : ; 3
"8901234567 9012345678901

ARPE S3l S4l0| 7t535ict. il / o

N




ARP Z2 £ 2

ARP Z2EZ°| £

(c

91

2|1|l||1|311111|1
Protocol type

1 2
4567890123456789012345678931

|4— Nibble —>|— Byte —#F— Word >

I1l N
Hardware type

4

12

16

20

24

Bit
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ARP Z=2EZ2| 4l 1Y
oF S|

P =22 MAC 28 2ot Iy

(c

PFAD Y

= I ?
ARPEZ MACFa=
F



MAC :

IP :192.168.0.40

ad.dda.ad-dad-ada.ad

FF FF FF FF

|

FF FF

aa aa

dada daa aa aa

08 06

Eth ARP 2%
00 01 08 00
06 |04 |00 Ol
aa aa aa aa
aa aa cO a&
00 Oa 00 00
00 00 00 00

cO a8 00 le

IP :192.168.0.20
MAC :

Internet

IP  :192.168.0.30
MAC :

CC.Ccc-cc.cc.cc.cc



IP :192.168.0.40
MAC :
dd:dd:dd:dd:dd:dd |ntem et

: IP  :192.168.0.30
IP  :192.168.0.10 MAC :

MAC : CC:CC.CC:cCc:cc:cC

aa'aa’aa’aa’aaiaa
Eth ARP 2% Q‘ E

FF FF FF FF
FF FF aa aa

da aa adaa aa

ipl 08 06
MAC :
DD-DD-DD-DD-DD-DD




IP :192.168.0.40
MAC :

IP  :192.168.0.10
MAC :

aa.aa.aa.aa.aa.aa

FF FF FF FF
FF FF aa aa

aa aa aa aa
08 06

IP

G
fth ARP @8
FF FF FF FF

FF FF aa aa

dd aa da aa

08 06 _—

MAC :

MEmd

Eth

:192.168.0.20

Eth

IP  :192.168.0.30
MAC :

CC.Ccc-cc.cc.cc.cc

ARP 23X

FF FF FF FF

FF FF aa aa

daa aa adaa aa

08 06




IP  :192.168.0.10

MAC :

aa.aa.aa.aa.aa.aa

~

Eth

:\I;Acx ((‘r
ad-dd.ad-dd-ada.-ad
Fth  ARP &
00 01 08 00
06 |04 |00 01
dda dd dad d4da
aa aa c0 a8
00 0Oa 00 00
¢ 00 00 00 00
CU .- .
00 01 08 00 ' -
06 |04 |00 01
aa aa aa aa Fth  ARP QX
aa aa c0 a8
00 0a | 00 00 e
00 00 00 00 '
Ni—

CC:CC:CG:LUu:uu-uu

P 1192.168.0.30 ‘

ARP 24
o
00 01 08 00
06 04 00 01
aa aa aa aa
aa aa cO a8
00 Oa 00 00

N NN _Nnn_nn

0
| ¢cO a8 00 le |




IP :192.168.0.40

MAC :

IP  :192.168.0.10
MAC :

aa.aa.aa.aa.aa.aa

ad.dda.ad-dad-ada.ad

Eth

ARP 2%

IP

:192.168.0.20
MAC :

ARP 23X

Eth

IP  :192.168.0.30
MAC :

CcC.cc.cc.cc.cc.cc
——

ARP S &

IO



IP :192.168.0.40

MAC :

IP  :192.168.0.10
MAC :

aa.aa.aa.aa.aa.aa

ad.dda.ad-dad-ada.ad

IP :192.168.0.20
MAC :

Internet

IP :192.168.0.30
MAC :
CC:CC:CC:CC:CCiCC
ﬁ
Eth ARP SE&
o
00 01 08 00
06 04 00 02
CC CC CC CC
CcC CC cO a8
00 le aa aa

daa aa adaa aa

cO a8 00 Oa




IP :192.168.0.40

MAC :

IP  :192.168.0.10
MAC :

aa.aa.aa.aa.aa.aa

ad.dda.ad-dad-ada.ad

IP :192.168.0.20
MAC :

Eth

Internet

IP  :192.168.0.30
MAC :

CC.Ccc-cc.cc.cc.cc

ﬁ
ARP S&

aa aa aa aa

aa aa CC CC

CC CC CC CC

08 06




IP  :192.168.0.10

MAC :

IP :192.168.0.40

ad.dda.ad-dad-ada.ad

@

ARP 7H Al E|O|&

192.168.0.40
dd:dd:dd:dd:dd:dd

192.168.0.20
bb:bb:bbibbibbibb

192.168.0.30
CC:CC:CC:CC:CC:CC

MAC :
aa'aa:aa:aa:aa:aa —
Eth ARP S&
@
aa aa aa aa 00 Oll 08 @
aa aa cc d o6 |04 ?/ 02
CC CC CC CC o oo oo oo
08 06 CcC CC cO a8
00 le aa aa

dda 4aa aa aa

192.168.0.20

cO a8 00 Oa

IP  :192.168.0.30
MAC :

CC.Ccc-cc.cc.cc.cc
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ARP Efl 0] &

LI} EAIGHIEH Z

L— AA L—

(c

2| AE: C:HWindowstsystem32#¥cmd.exe

C:#>arp -a

Eﬁiﬂ'ﬂ’ : 192.168.0.189 -— Oxc

168.0.17
168.0.18

So1E =A
90-9f- 33 df 14-e8
e8-03-9a-68-98-21
e8-11-32-34-7a-9f
e8-11-32-33-01-b5
e8-11-32-34-d4-58
e8-11-32-34-5f-ad
e8-11-32-34-60-a9
e8-03-9a-65-da-c]
e8-11-32-34-61-7e
14-c2-13-e7-34-14

OH1 OH1 OH1 OH1 OH1 OHY OH OH1 OH1 01340

JH P P I U P o 1 08
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it}

1
AT LA 7

ARP H|O| = §—|
JFeESEA| LHPC S| ARP

2. ARP ZEEZ=

Wireshark& O]

25fA ARP Z2EZ
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de| U= dRE7El=
Oo|FH tole & Fagr=Ct




2 i}
INDEX

IPv4Z} st= & ICMP7} 5= & LH7F 2 oiZl 2 CIE 4 E< AntX] x2t5het? 28 Ho|= gelsi 27|
IPv4 T2 EZO| = ICMP T2 EZ9°| 1= ofc|Z 7t=7} Lf mfZlel ol 2y =Zt3lshes 1hy izl 2457
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IPv4 T2 E=




Pv4 T2 EF
IPv4Zt st &

S5 Wl s diZle] =ME 2R HEE TIsdk
(2re|d ez 0|85 DoS 540 &)




Pv4 Z2EZ
Pvd Z2EZ2| £

Byte
O"SOIIOIn1||n1|1|11||11[211||1|1|31111111|
01 Version 'Hté::t:‘;er Type of Service (TOS) Total Length A 4
‘ ‘ 4 Identification I Flags Fragment Offset
x DM 20
8 Time To Live (TTL) Protocol Header Checksum Bytes
IHL
_ 12 Source Address (Internet
chE HED0 S alg He L e e} &
1T = Length)
IPv4d T = & = 16 Destination Address v
20 IP Option (variable length, optional, not common)

Bi!01234567890123456789012345678931

€€ | Niobie —F— Byte —f— word -
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ICMP Z2E&




CMP Z2E &

ICMPZ} st= &

ICMP (Internet Control Message Protocol, 2IE{4l M0l HA|X| T2 EZE)

HES D AH ?IolM Zotte 2 HA MM 27 HAXIE
ME e d = Aelch

- O

ZZ2EZE 72| Typelt CodeE Soll 2/ HAIXIE ME 2=Ct.



11 e
ICMP ZE=E =
ICMP ZE2EZ°| =
“ Byte
Offset §o I3x [ -
0 Checksum :
Bytes
x| stelsts f v
Bit Y0 1 4567890123456789012345678981
| Niobie —>|— Byte —#— Word >

c &k} L 7F Salo] Zs
ICMP 22 &=

i
02

91




CMP Z2 &2

ICMP Z2EZ2| £

(c

4 tfatnt ot S4lo| HE =X 2kelst=

ICMP 22 &EZF

91

l31

Bit

|<— Nibble —#}— Byte —#}— Word

Checksum

123456789;123456789512345678981

N

ICMP Message Types Checksum

Type Code/Name
0 Echo Reply
3 Destination Unreachable
0 Net Unreachable
1 Host Unreachable
2 Protocol Unreachable
3 Port Unreachable
4 Fragmentation required, and DF set
5 Source Route Failed
6 Destination Network Unknown
7 Destination Host Unknown
8 Source Host Isolated
9 Network Administratively Prohibited
10 Host Administratively Prohibited
11 Network Unreachable for TOS

Type Code/Name Type Code/Name
3 Destination Unreachable (continued) 11 Time Exceded
12 Host Unreachable for TOS 0 TTL Exceeded

13 Communication Administratively Prohibited
4 Source Quench
5 Redirect
0 Redirect Datagram for the Network
1 Redirect Datagram for the Host
2 Redirect Datagram for the TOS & Network
3 Redirect Datagram for the TOS & Host
8 Echo
9 Router Advertisement
10 Router Selection

1 Fragment Reassembly Time Exceeded
12 Parameter Problem
0 Pointer Problem
1 Missing a Required Operand
2 Bad Length
13 Timestamp
14 Timestamp Reply
15 Information Request
16 Information Reply
17 Address Mask Request
18 Address Mask Reply
30 Traceroute

Checksum of ICMP
header

RFC 792

Please refer to RFC
792 for the Internet
Control Message
protocol (ICMP)
specification.
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I o8 HIO|=

Lo 2 ofZl2 ot 2 =7t

2| AF: C:HWindowstsystem32#cmd.exe

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

E=RECH

Cc
C:WlUsersWAdministrator>netstat -r

olC| 2 HLjo} SHEX| M 0] e
=8 Ho|=

EfA IH HOIEY 0 Ol [ O] A
0.0 .168.0. 192.168.0.189
.0.0. A= 127.0.0.1
(c .1 255.255,255.255 AAE 124,00,

127.255.255.255 255,255,255, 255 HAZAE 127.0.0.1
192.168.0.0  255.255.255.0 HES 192.168.0.189
192,7168.0.189 'Z255.255.25H.255 HEE 192.168.0.189
192 168 0.255 255.255.255.255 HES 192 168 0.189
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I ClE 4 EQ I EAI 1}H
CIE YW EY 7K W @Zlel ol 1A

(c

L ZFE{OI A 2L TZlo]
CHE W ERI TS HRE VX
0% 7 ol S5HE}

(c



IP :192.168.10.1 ((

MAC :

33:33:33:33:33:33

Eth

1 192.168.30.0/2 44:44.44 44:44:44
Cc.cc.cc.cc.cc.cc — 4 — 1

1111411111

22:22:22:22:222

2

IP :192.168.20.1
MAC :

((1 dad-da.aa-ad-da.ad

192.168.40.0/2

2 4

192.168.10.0/2

| E

A2| 28 Hlol=

192.168.0.0/24 —>
192.168.10.1

IPv4

MAC :

IP :192.168.10.10

aa.aa-aa.aa.aa.aa

192.168.20.0/2
4

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD



IP :192.168.10.1
MAC :

Cc.cc.cc.cc.cce.ce

11

22:22:2

T

CC CC CC CC

CC CC aa aa

/2

daa aa aa aa

08 00

33:33:33:33:33:33

((‘1 192.168.30.0/2

oo 4 —

2

£ I e I N B
2:22:222

=

3 14 _—

01

———

/ c0 as
\(
Eth | IPv4

[

ICMP & E
Qe

IP :192.168.10.10
MAC :

aa.aa-aa.aa.aa.aa

14:44.44:44:44:44
#1 .
: 192.168.40.0/2

2 4

IP :192.168.20.1
MAC :

((1 dad-da.aa-ad-da.ad

192.168.20.0/2
4

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD




IP

: 192.168.10.1

CC CC CC CC

4

33:33:33:33:33:33

192.168.30.0/2 4

4

CC CC

daa aa

-~

2

IP :192.168.20.1
MAC :

((1 dad-da.aa-ad-da.ad

1111411111

a 44 aa aa 00}00:0p:00:00:9
08 00
1 .10.0/2
Eth = IPv4

MAC :

IP :192.168.10.10

aa.aa-aa.aa.aa.aa

14:44.44:44:44:44
é1 .
: 192.168.40.0/2

2 4

192.168.20.0/2
4

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD



IP :192.168.20.1

_ AN AA-OA- MAC :
‘IP :192.168.10.1 (( 33:33:33:33:33:33 ((cl dd:dd:dd:dd:dd:dd

MAC : 1 192.168.30.0/2 44:44.44:44:44:44
Eth  IPv4 ICMP & &= * = 1 P

. 192.168.40.0/2
11111111011 2 4
\ 122:22:22:22.2
| | | |
CC CC CC cCC o/2 192.168.20.0/2
CC CC aa aa L =
aa aa aa aa _E E
08 00 &
cO as 14 [4

ﬁ B

IP :192.168.10.10 IP :192.168.20.20
MAC : MAC :

aa.aa.aa.aa-aa-aa DD-Db-DD-DD-Db-bD



Eth

IP :192.168.10.1

M

AC :

4

33:33:33:33:33:33

192.168.30.0/2 4

IPv4

ICMP 23

oo 4

.

L I I e I O R

22:22:22:22:222

192.168.10.0/2

-~

2

2

14:44.44:44:44:44
é1 .
: 192.168.40.0/2

4

4

3712 218 Hol=

192.168.10.0/24 —>
192.168.10.1

MAC :

IP :192.168.10.

10

aa.aa-aa.aa.aa.aa

IP :192.168.20.1
MAC :

((1 dad-da.aa-ad-da.ad

192.168.20.0/2
4

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD




‘IP 1 192.168.10.1
MAC :
IPv4 ICMP 24
11
/\ 2:02:2
00 3c
12 ab 0 (0 00 i
7t 01 00 00
cO a8 0Oa Oa
cO a8 14 14

((‘1 192.168.30.0/2

oo 4

T1:11:11:11

2:22:222

-~

14:4

Pt

33:33:33:33:33:33
4:44:44

1

=

IP :192.168.20.1
MAC :

((1 dad-da.aa-ad-da.ad

192.168.40.0/2

4

4|5

00

AP

00 3c

2l 12

ab

0

0 00

| 7f

01

00 00

] c0 a8 Oa Oa

| cO a8

14 14

92,108, 20.0/24—>
192.168.40.2

192.168.40.0/24 —>
192.168.40.2

IP :192.168.10.10

MAC :

aa.aa-aa.aa.aa.aa

192.168.20.0/2
4

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD



IP :192.168.10.1

33:33:33:33:33:33

MAC : ((1 192.1R8 20 0/

Cc.cc.cc.cc.cce.ce 4

111111110
001001002000 \

192.168.10.0/2

| E

MAC :

IP :192.168.20.1

IP  :192.168.10
MAC :

aa.aa-aa.aa.aa.aa

((1 dad-da.aa-ad-da.ad

/2

44:44:.44:44:44:44
ox] =2 ooon
Eth IPv4 ICMP 273 8.40.0/2
4 \ /

41 5|00 00 3c 415] 00 00 3c
| 12 ab 010 00 1 12 ab 010 00
| Te 01 00 00 | 7e 01 00 00
(] cO a8 0Oa Oa ] c0 a8 0Oa Oa
1 cO0 a8 14 14 1 cO a8 14 14

Oﬁ
10

MAC :

IP :192.168.20.20

DD-Db-DD-DD-Db-bD




IP :192.168.10.1
MAC :

Cc.cc.cc.cc.cce.ce

11:
22:22:2

33:33:33:33:33:33

((‘1 192.168.30.0/2

oo 4

=

1111414111
2:22:222

14:44@' 44:44:44
1
. 192.1

IP :192.168.20.1
MAC :

(( dad-da.aa-ad-da.ad

Eth

IPv4

ICMP 23

—

192.168.10.0/2

4

B

4

5

00

00 3c

IP :192.168.10.10
MAC :

aa.aa-aa.aa.aa.aa

/2

1 12 ab 010 00
| 7d 01 00 00
] c0 a8 0Oa Oa

1 cO0 a8 14 14
| ——

bb bb bb bb

bb bb dd dd

dd dd dd dd

08 00

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD



IP :192.168.10.1

33:33:33:33:33:33

((‘1 192.168.30.0/2

2

MAC :
CCICCICCICCICC:CC - 4 —
1111111111
22:22:2P2:22:22:2

192.168.10.0/2

4

IP :192.168.10.10
MAC :

aa.aa-aa.aa.aa.aa

14:44.44:44:44:44
é 1 .
: 192.168.40.0/2

2 4

IP :192.168.20.1
MAC :

((1 dad-da.aa-ad-da.ad

192.168.20.0/2

(14(5] 00 00 3¢
|1 12 ab 0|0 00
I 7d | 01 00 00 56
c0 a8 Oa Oa 01
1 cO a8 14 14
Eth = IPv4 ICMP 2%
- maamoll 4«

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD



IP :192.168.10.1

33:33:33:33:33:33

((‘1 192.168.30.0/2

2

MAC :
CCICCICCICCICC:CC - 4 —
1111111111
22:22:2P2:22:22:2

192.168.10.0/2

4

IP :192.168.10.10
MAC :

aa.aa-aa.aa.aa.aa

14:44.44:44:44:44
db 1 o
: 192.168.40.0/2

2 4

IP :192.168.20.1
MAC :

((1 dad-da.aa-ad-da.ad

192.168.20.0/2

14500 00 3c

| 12 ab 0110 00

180 01 00 00 56
c0 a8 14 14 01

T

Eth

IPv4

ICMP S &

- s o N

IP :192.168.20.20
MAC :

DD-Db-DD-DD-Db-bD
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va2| =23}

= P 7l E0| M2 MTU(Maximum Transmission Unit) & = 213 & £5}04

~ -
MESEHH ol 7He| 2= wjiZle 2 ZIfo]/=2 =t £[0 M &= of et

olct =2tslx|0d == ZE2™X|o| Tetst Ul 7EX| A =2l | X E);"E 740
O 1 T = = = S A

IPv4oll M= 24X 22 ot 2l SZF eFFE UM IP =43t Ths
IPv6oll M= IP EHE =7} AX|o| A 2 Tt
Mz=g2 gtet 2& X0 2 TtsE

SHX7HX| w7l S MEste 2Hdol| Sitsts 24 SetfE oot MESo| A



(c

oz{ 7ol mzlo

z=7t3} = o

(c

=

A

MF | Offset Data
0 0 11,980 bytes
First Fragmentation Second Fragmentation
3,300-Byte MTU 1,300-Byte MTU
MF | Offset Data p [ MF_[Offset| pyg
e 1 0 3,280 bytes 1 0 [1,280 bytes
Fragment 1: Data Bytes 0 - 3,279 Fagmentilh: Byles 0> 4. 270
MF | Offset| Data
— [ [ 160 |1.280 bytes
Fragment 1B: Bytes 1,280 - 2,559
MF | Offset | pata
> 1 320 |720b
Fragment 1C: Bytes 2,560 - 3,279
B MF | Offset Data p | MF |Offset| Data
1 410 3.280 bytes 1 410 |1.280 bytes
Fragment 2: Data Bytes 3,280 - 6,559 Fragment 270 Byles SZ60 4559
MF |Offset| pata
P 1 570 (1,280 bytes
Fragment 2B: Bytes 4,560 - 5,83
MF | Offset | Data
—p 1 730 |720b
Fragment 2C: Bytes 5,840 - 6,559
" MF |offset| Data : > MF |oOffset| Data
> 0 3.280 bytes 1 | s20 |1.280 bytes
Fragment 3: Data Bytes 6,560 - 9,839 SRR $A s S0 L8 1
MF | Offset Data
’ 1 980 1,280 bytes
Fragment 1B: Bytes 7,840 - 9,119
MF | Offset | Data
—» 1 [11a0|720b
Fragment 1C: Bytes 9,120 - 9,839
> MF | Offset Data - MF | Offset Data
0 [1230| 2.140bytes 1 [ 1,230 |1.280 bytes
Fragment 4: Data Bytes 9,840 - 11,979 STEDRERI LA Sitoe 9,000 - U1
MF | Offset| Data
0 1300 | 860b

Fragment 1B: Bytes 11,120 - 11,879



Pv42e| Z=2Z2t5}

Z Hlo|H & Hd&st= diZlo] =Z4=etste 2

200
0
9
8
Z Hlole{E 2 mf ufZlo]

ZZfetol= 2t
202

91 MTU

XI

(1500




IPv4e| Z=2ts}

(c

Z Ho|leE 2 f mfZ! 0]
F2tslehe TbH

(c

Z Hlo|EH & d&st= dfZlo] =22t

= ot

ol

MTU

200

Data

(1500



IPv4e| Z=2t35]

Z Hlo|e & ™&st= of

(c

2 olo|ef 8 B o 5jZlo]
ZZ}slste 2

(c

1561 Eth

4/5(00 | 05 dc 4/5(00 | 02 24 502
12 ab 210 00 12 ab 010 b9
&0 01 00 00 &0 01 00 00
c0 a8 0Oa Oa c0 a8 0a Oa
c0O a8 14 14 cO a8 14 14
N\ N\
150 | |Pv4 Data 54  |Pv4 ICMP &
0 8
MTU
(1500
IPv4 Data 56 | Eth IPv4 ICMP 23&
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2. 7l EAM5HY|
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HAFEL 2872 =
o|&A| H|o|lE& 11 Be=rt




EI"
INDEX

o e
o o=
oiZ=lof Qx| 2ol

22028 53
Well-Known ZE
Registered £ E
Dynamic %=

Aserias g
AAZE ZREZ0 E=
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IHE Z=2ES




IS Z=2ES
4HBIM She

ME A E(Transport layer) 2 S&AS| T2 M AL X Z2MH[AF
eZst= 4 ME[AE Msetet

1 X[ Hole 2EHE K|, MY, 55 Mo, 22|22

—

o
— =
Cls2tet 22 Helet MB|A S M Setot.

—o — — L

ME Mo Z2EZ (TCP)o|Ct, HCf th=st M&of A2 E|
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GET /produ/content.asp?code=sch—-v310 HTTP/1 .1

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg,
application/x—shockwave—flash,

application/vnd.ms—excel, application/vnd.ms—powerpoint, application/msword,
application/xaml+xml, application/x—ms—xbap, application/x—ms—application, */*
Referer: http://www.sst.com/

Accept—Language: ko

User—Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0;
InfoPath.3; .NET4.0C; .NET4.0E)

Accept—Encoding: gzip, deflate

Host: www.sst.com

Proxy—Connection: Keep—Alive

Cookie: ASPSESSIONIDCCDQARAS=EMCDFFBCECFHKPAGOADOIOIE
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GET /user/login HTTP/1.1
Host: 54.180.22.166

kL Connection: keep-alive
Upgrade-Insecure-Requests: 1
. User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64)

GET 9 utal (KHTML, like Gecko) Chrome/75.0.3770.100 Safari/537.:
Accept: text/html,application/xhtml+xml,application/>
webp,image/apng, */*;0=0.8,application/signed-exchange
Accept-Encoding: gzip, deflate

Accept-Language: ko-KR,ko0;q=0.9,en-US;g=0.8,en;q=0.7
Cookie: JSESSIONID=5B4F492FC9F27DDA2410934195FBAD54

(c

HTTP/1.1 200
Content-Type: text/html;charset=UTF-8
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M Wireshark - Follow HTTP Stream (tcp.stream eq 119) - 22 &% ¢6Z

POST /user/loginPost HTTP/1.1
9 Host: 54.180.22.166
Connection: keep-alive
Content-Length: 26

HTTP B &=
POST 28 &4 Accept-Encoding: gzip, deflate
Accept-Language: ko-KR,ko;q=0.9,en-US;g=0.8,en;qg=0.7
Cookie: JSESSIONID=5B4F492FC9F27DDA2410934195FBAD54
4

uid=—m =—_. &upw=Tm —=BHTTP/1.1 302
Location: /sboard/list

Content-Length: ©

Date: Thu, 04 Jul 2019 ©6:19:42 GMT
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CC POST /user/loginPost HTTP/1.[
Host: 54.180.22.166
Connection: keep-alive
GET 4HAIT} POST EHAl o] Content-Length: 26

Accept-Encoding: gzip, deflafte
Accept-Language: ko-KR,ko;q=p.9,en-US;g=0.8,en;q=0.7

cc Cookie: JSESSIONID=5B4F492FCPF27DDA2410934195FBAD54

p—— == TP/1.1 302
Location: /sboard/list
Content-Length: ©

Date: Thu, 04 Jul 2019 ©6:19:42 GMT
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HTTP/1.1 200 OK
CC Date: Fri, 25 Mar 2011 06:54:45 GMT
Server: Microsoft-11S/6.0
X—Powered—By: ASP.NET
Content-Length: 93639
Content-Type: text/html

”Bfgg_ﬂ G Set-Cookie: ASPSESSIONIDACAQARBT=HMJLELBCDNGEJCLNAMJFLCBO;
SEH ETEEZ X path=/
Cache—control: private
<htmI>
<head>
(( <meta http—equiv="content—type" content="text/html; charset=euc—kr">

<title> "Magicimty </title>
<style type="text/css">
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