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Il. CHEZ S 2 (1) - UDP, ICMP Flooding
1. UDP Flooding

(1) UDP Flooding 7H &

UDP Flooding2 CHEZ 54 & 71 thEXQl 34 WAO|CL H|O|HE B&Y
I TcPZE2EEZ2| AZ K| 2 (connection-oriented) O] OF -l Upp Z 2 E F 9|
H| A Z 2 (connectionless) 82 -85t 3 40|LCt

ZdX| P2 QX S ypp TEEZSE 2 OO E MAIS m|sHChA
AAEIS kol M ESHC. UDP Flooding CHAMA{E{ O A UDP PortE AFESHK|
ROt SAY = Uol, SA2 sHSH= AEE 7|77 EHEFE f”EE
S 7ttt theot A A D} 8ot gatE WWAREH AWK XEH =
MNEEl= SHAofCt

o
fot

BHHE AHO| 4N RAE 52 08} 242

=]

J

@ SR RUES 0|| M A2 C§F 22| UDP PacketS X &
® CHTF22| UDP PacketO] HBHRIO| A|ABIOR MEE|BIAM s A|AHO)

3| T Z S DAY

ZH| o/t #1

ZH|pc/THE #2

ZH[pc/THE #N

UDP Flooding &2 12|
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- UDP ZR2EZE AEOHA MECHE EMH ST 2t2H Z2 St THof uop
ZZEZS AW Aot 282 HE

« UDP ZZ2EFZ 2 ALESICHH a3k MH|A portTh 51 85H =, YA K| 7|8 XtEt YHME NE
(Ol A] = 22ZF 1007H O|AF2| UDP I 2! Q1Q! A| K}TH

0

>~

X UDP Flooding 342 5 2| M2 AH8SH= ZE A|AHO g2 O/H

o
TEtA TS A4 o) B W MHE 9 BE £ =g} g
HEYT AT FEoIA w0 B2E12 So HAZ2 2t WAlol (ig0| Ta

@ DDoS B Of A{H|A O]

- UDP Flooding® 0 FH|7H 0| = 7| HIET 20| +87H58 EajT Y2 KfetD
23 M2 B4 0]0f

» [EkA UDP Flooding®| Z MOl XS M= 7[® HIESRR =|d0 4 EO|
IYE7] TO| A KHEFSHE 0| 7HY 2N ¢

U Nulo 2+ &: T 21 S 2t E5HA| B W7 etCh= 2l0| 2, £ 1POj| CH3H nulo 2+ 8 2782 5t ST P2
7t= RE WAS H7|5HA &

DDoS 22

S 710|1=




| W & =l .
m oos = =
" ol @0 ]r m
i Ml_o_” Ho =
| <& oW %
| K RO B S
" ©° o o
| =W - 8
| ) o =
“ o mm pal klo
i o = I} [\
- xz o2
i 1o 3 Hr
" % KH &3 Mﬂ i
| 57 & uju = i
i + = <) X : 3
| oo M m W : » |
o WE Al ol g O :3 : i
R s xR Ko s h E i 4
M Emoor T uo> > i8 w
o wm sl ¥ g g o £ 3
| oo mK o = o mo. Ho >
S Ee s X ™ 3 - ]
A TR« I L o I 3
i ol o0 M N3 o H_._ il IW
m Ho o =, mpo 5 Iu__m 3
! R n_|._ = 2 AN ; :
oo o ¥ ol on M S 23
 p Ro T — +
A S % @ i
i = T_O T_O f— m“ O___._._ o H
Ko Br 83
ﬂo"é@.%___arﬂuu ]
hom%_nwc_ﬂmoo_aﬂ_r__
| S o 20 Uo Ko zp X 3
(O K e
KT ME T o 3 SENRIETE
_7_ : - i) W o e =T 0% =0
ﬂ._o_ T e z R Wil P H%m%hl
| < o N o = Z5 53 2w <f 2o
P 0T o) o9 Mo ol me o =1 b%mﬂN&AJNl
_._L"m_.IH+.rEm9 52830 23 5°
Migs=oxis s Pl
m_L o H N =™ N M Hm " m
|||.._||L o o o
o




2. ICMP Flooding

(1) ICMP Flooding 7} '&

Internet Control Message Protocol2 & X| 7t HZAZ TICHSH= ping 0| HEEHC =
MOl = Z2 EZZ A FZ ICMP Request2t Reply S At L}

o
00
Ot
2
=]
2
e
T
= Hu
[

ICMP Flooding= ICMP Request I %l & K2l icmp IHZIS
Ao MG DM el =S nZA|7|= S LA 0[Ct BHALS A 1t
CH2 | ICMP Flooding 3= 0| L5 o) |of CH =0 et
34 2ot - E L

N
G

@ SHXHE MEO AHIE SS 0|2 BUS L
@ EESH EHES 0|8| LBl A2 CHF 22| ICMP Request Packet2 & &
® CHTEZ2| ICMP Request PacketO| L[SHALS| A|ARIC= FMEL|HA oY

NSRRI E L

—_ O —

g0

oH
£
el e 48

ZHIPC/THE #N

ICMP Flooding 22 12|
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(3) CH S 2 QF

@ ICMP I Z] K}k

- RZEHO IcMPE ALESHA| B 2HEO|2HEH 2R ZHE QUYL= IcMp T2
CHot HIEH A JEef 2t H 52 Yot YH|O|M cvp Z2EZS #H AEHH=
MY M
=2o=2 10

« ICMPE AETICHH UAKX| MHZ MBSO 2 AIZHY| nt=stA B2 1cmp IiZlS
- xh107H O|Aro| IcmP THZ] Q1R A| B &P X}EH

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: JuniperN le:6f:f4 (ed4:5d:37:le:6f:f4), Dst FSletwor 16:48:82
Internet Protocol Version 4, Src: =0 , Dst: ol
Internet Control Message Protocol
| Type: 8 (Echo (ping) request)l
Code: @
Checksum: Bx7af5 [correct]
[Checksum Status: Good]
Identifier (BE): 96 (@x0068)
Identifier (LE): 24576 (0x6000)
Sequence number (BE): 53766 (Bxd286)
Sequence number (LE): 1746 (BxB86d2)
Response frame: 2]
v Data (32 bytes)
Data: 6162636465666768696abbbcbdbebf7R7172737475767761...
[Length: 32]

{ v vy

GE80 @8 23 e9 16 48 82 ed 5d 37 le 6f f4 08 @8 45 ee
G018 @@ 3c 65 b3 8@ 68 73 @1 78 d3 ca be 7d ac 27 Jf
8020 6
ea3e 7
8040

wabcdefg

ICMP Request Packet (M =)

@ DDoS O] A|H|A O]

- ICMP Flooding2 O TH|IZ7} AN E 7| HEHT oMo =87t EciY F=
ZHSLH 2= ME[A FO= 010

« [F2FA] ICMP Flooding2| 2 1FA Q1 X}EHS @{sH A
QI | 7| TOf| AP XpEbSH= Z40] 7HE 20 Y

- OIS 2%l DDos YO MH|AE O[3 LHE Z2MAE ZH|oHOf &

X 7| el HERIA 28152 Xt0] [t 0| 8gh = QU= DDoS AH|A7FEHE = 282
0[& 7}-5 ¢t DDos HHIﬁ% Ao HESHH O S Z2MAE THISHE AS B
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PART 2

(2) - DRDOS (Distributed Reflection Denial of Service)
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1. DNS Reflection Attack

(1) DNS Reflection Attack 7H '&

DNS(Domain Name System}= =02l O|E 2 IPFAZ SHFHLI IPFAE 0 Q)
O|E2= SHF= A|AHIO|CE AEIO| 7|3t7| O3 2 IPFAE E 5|
@|o AtE = Lt

DNS Reflection Attack & ZAt7t LS| Xt2| P2 TI’“(ﬁ$% )5t
HI'S A DNS 22| E QE S, R**% H2he A= STt
ZE NS0 sS4 Lo 2| Y ZE 2 n4A|7|= +740IEr =
= %0|7| 2|5t0 Tt DNS Query”t Ol Zonel| RE MEE QHS= “ANY”
Type? Y| ZEE Q@FSH= EF0| AL

AN

-,

Pt DNS ‘ANY’ 2 & DNS ‘ANY’ %EF
wnl= o

Ve S _OF o = = = __6

= EA
0;/\\ DNS A B 2AME IP: gt
@'44,;\ 3 1.1.1.1 A2 X}
- S Q
237 &
A= [4) S%‘V
=& °
DNS AfH{

DNS Reflection Attack 2 2|

) A2 Gl (Spoofing): ZLUX| IPE HIZSH= HAZAM SAXILSH 2 X 2 |nlsty| fsiA
AS EICt DRD0SOIM = B34S Bhe CHANPE ELX| P2 HZE [ AFE=ICT,
o] | ==

=
2) ANY Type Query : 2O = Q1 0]l CHBH | R A 2| Zonelfl SEE 2= HIAE 242 T E 2ESH= Typel| DNS Query

1o
It
_J

DDoS 22
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ofct INSMHE2 2F &2 ueryIf 20| CHS SFE SE #US

Ol Xto| A|AEICZ MEHZSZE 28 ~54HH)

o)
==
>

@ Ot 22| DNS Response If O Xpo| AlaEle=z TEE[OA
oisj Mol 2| CHHY =S 1 Z AL

»
=

No, Time Source Destination Protocol Length Info
©.181531 me = = w178 .. r DNS 864 Stand
9.183391 e s 029,250 PN - DNS 296 Stand
9.191903 @ olw wam. 60 PR W T S DNS 74 Stand
9.192251 e Bem %9.250 o = DNS 296 Stand

| 9.203681 e es wwl .96 PRIt DNS 1065 Stand

: ©.204867 - A 135 Bl o MEm B DNS 1514 Stand

| ©.208526 BB 00.96 - PUEE SRy DNS 1514 Stand

> Frame 142: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
» Ethernet II, Src: JuniperN_le:6f:f4 (e4:5d:37:1e:6f:f4), Dst: FSNetwor_16:40:
> Internet Protocol Version 4, Src: W 1 LN, Dst: ias Sum e &=
> User Datagram Protocol Dst Port: 290
v Domain Name System (response)

Transaction ID: ©xcfed

» Flags: ©x8380 Standard query response, No error

Questions: 1

Answer RRs: 26

Authority RRs: ©

Additional RRs: @

v Queries
- I class IN
v Answers

> type RRSIG, class IN
> type RRSIG, class IN

DNS Reflection Attack =23 I 7l (44

~

DDoS 22
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@ UDP EH i X|.E|-)k-| ~

=

« EYX| LET}53UDPO| HAM S A X| A7t DNS A B 7t OFH T Z1S KTt
X DNS SE= DNS AH 7to| SAl0|H AX AtEX: 7|7]0f M= DNs SEH=2 2
182 OrEl L2 DNS(Z2ZDNS)E Slf O| F O &, 2t QI Ao A QI &
I 7] -2 pDNS A{H{IP2 T S A1 CHANP7F DNSA{H 7} OFL| 2FEH H| H A 3 T2l

la

Z 1n
o m
M 1o

= &2
o=

i
N
or o

B Ij 2ol A B2 A 7HRHO]| ANY Type2 2 CH &2 If

»
=

> Flags: @x8180@ Standard query response, lo error
Questions: 1
Answer RRs: 17
Authority RRs: 4
Additional RRs: &
v Queries

> Wl g class I

v Answers

= " m, class IN
= " m, class IN
" " om, class IN

ANY Type DNS S & i 7 (M F)

. UDPE AFEOLR| Y AAHY

ST

&7 UDP Flooding 0] & &1} S 2SHA ST 2t H X 20t

A A2 U
XHIE ESfjupp TEES T 7 LM KpTt
« DNS QueryZ AME3l= A|AEIQY AL DNS Query THZI0 CHSE AKX 22 ™Sl LA K|

O|AtO 2 0lQl | = mjZl X}t

O
» HIYMHE 23S0t ACHEH =] ME 7 HALM| 2 S 8 | K| =5 2+QlelofF o

AN
= DNS Query THZI2 “ANY” typeL 2 R&SIH, M FH2WE A= MM
oF A=0| OH-IE'EI DNS XHH7|s2 HIZd2t 5t1, =3 outBound E2HE O]

v HEMHZLSA0 4 EE = A=K & elst= A0|E

https://openresolver.com

DRI el RF U ONS Zoe HES 2D K| 22 HS A A9 DNSHE| 01X 2 DNsA{H{of
ol27|7tx| gHexo =
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DDoS 22
oS 710|1=

3) S &t

ru O3] O (=]
SHRIUMUNS IS

(3) DDoS B0{ A{H|A 0|2

= DNS Reflection Attack= 20| ZH|Z7l JAO L 7| HEXHT 3| =875t EefjdE &2

ZE1poHH

R

-—

Z= MH|A Foj2 0]0of

« [M2tA UDP Flooding®| Z= IOl XS fleiME 7|® HEYI 3|Moll 34 Ezfmo
FO| APE XpEFSHE A 0| 7+ 20t
DDoS O MH|AE 0| 8% | S T2 MAE EH|6l{0F &

- O|E ?4l

X 71ge HIEYT 2tFISeXtol metA 0|8

2020 Top DDoS

SSDP AMP

DNS

NTP AMP

TCP SYN/ACK AMP
CLDAP AMP

TCP RST

ICMP

TCP SYN

TCP ACK

DNS AMP

A SOIA 71 LSO A8 =l 324 FHO0|CL
S A2l NETSCOUTS] 2020 QB E T MO = DNSSZE 20| DDeS 24 SE8HS
S KHX[SERAUCE (Oof2ff 28 & X)

Attack Vectors by attack Count

281,279
659,518
920,833
1,152,171
1,171,377
1,417,504
1,514,340
2,190,448

2,348,242

2,605,609

o
163900 "‘@9@ 6@900 “”@9@x?‘p‘@oxﬂ-@pﬁos‘”m‘@bx?—‘@:@0Q&@Gmp@@ﬁ(ﬂp@ﬂ@@l@@@ﬁ@@

Number of Attacks
2020 DDoS 32 F& Top 10
(Z2%|: NETSCOUT, NETSCOUT THREAT INTELLIGENCE REPORT)




2. NTP Reflection Attack

(1) NTP Reflection Attack 7H ‘&

AHE E|= NTP(Network Time Protocol) A{EHE HIALAMHHZ
S E p|SHREL] IP)E NTP MEO| A HIZ X 27F
S

xy
LA Bl S0tR s SE 22 B2 payload 2 EE3H= 37 REoO|Lt.

>~

o >
N
fot
i

1 4o

> =

J

(=]
le

W oo Y
mo rot ofn

El
==

1=
el
mo > >
10
%
Hu
|>
4K
E
rot
_lTl_ =
ajo
fot
n H
_(')_I-
>
ot F
ujn
o
fim]
02
|0
HU
N
or
rot
o3
rlo
olo
Ll

El
e =t
N

[}

7
ES
=
o
CH
g

> 44

R

.,

\\
_g_j_;!xl- 4’7}0\\~
~,
ELX|PE P, ..
AU el £
L1112 Q%

NTP Reflection Attack & 2|

1) payload : S THZIO| A] S| G Lt HELH| O] H £ A 2|8t 22 C|O|E{0f sl Eote &2
2) monlist : TE{ M O NTPAM O A AtESH= H™EA Z, X
o A
= T

—1
— —
SE U BB v24.7 0| HOM =i SO 7 AAF)

DDoS 34
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(3) CH-S &k
@ UDP I{Z] XtEHE
» HIALEZA S sstE T2 NTP MH 7L SET Egjmiolaz &% X ETJ} 123/uppQl
TEARS PN
X O] XICH MEE ®ME317| QM= BE T QZEITE AFRSH= AlZE S7|31E HIEA|
L2 a0 =3k NTP A 22t X jjoF St J12{0F LI NTP A{B{2HO| Q|5 NTP A{H{Qt
EMNSH7| If20]| 11 2 MHO| Q& NTP EAIS 224 AS 2 THhts £~ 918
« UDP ZEEZES ARSIA| LM UDP Flooding 40| EhH T} SUSHA AT 2RE U
HOIXH|E ESjypp T2 EZ 131 M Xpct
« QUENTPAMHE AL SHE 2 X HEINTP A HDE S| 2522 MY
« T4 Z00f monlist 40| ZEHE AL Kfct

» Flags: @xd7, Response bit: Response, Version number: NTP Wersion 2, Mode:
> _Anth, sequence: 37
Implementation: XNTPD (3)
Request code: MON_GETLIST_1 (42)

bbbl . ... = Err: No error {dxdd)
8828 8e 12 88 Vb 80 58 81 <@ 1b 3e d7 288 a6 e f-P-- ->-%I"‘--
OEZE 28 48 @8 49 e6 81 88 49 eb6 81 @9 28 Bl 90 60 e =dlelleecdl cccccccoc
oE4E 88 8l 36 de a8 49 cb dl ec 80 88 28 B8 @1 d5 %9b B - R

GEUsE 83 B4 @0 90 00 00 60 BE B0 PO 00 PO B 88 8’ e - -----e. aeeeeon
pOcE 98 8e 20 80 20 00 62 BE B0 PO B0 B0 Be 82 8 B8 - -----.. aeeee.on

NTP monlist & T} 2 (M F)

v F|OFNTP A =l A

— ntpdc —n —¢ monlist [IP Z=2~] — timed outO| EEH OFM | £ £ 0| EEH F Of
v' NTPAE{ O A monlistS AFESHA| Ri= &8 (T & 1ef0|E)

— NTP {71 4.2.7 O] At 2 118 0| E (monlist O] AFR B )
v monlist 7|5 H|Z-ds & (& 12| 0| = Z7HA)

— letc/ntp.conf Ik & Of| A “disable monitor” =7+ S NTP A H| A XHA| &}
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(3) CHS et

®

DDoS 20| A{H|A 0| &

NTP Reflection AttackS BHO{ EH|7l AN E 7| HEYA 3|Mo =873t
Z0NSHH A= AMH[A FO{E 0|0/

Im
=
JH
02
jo

[CF2}A] NTP Reflection Attack2| 1M Q1 XFEHS QSIM = 7| HEYT 3| M0 22 EfTO|
QIRUE|7| HOf| AP AHEFSH= A 0] 74y 2. 1f

O£ 25l DDos WO MH|AS O| &0 LS Z2MAE =H|SHOF &
o

7120 WEYD HHBIR U2tk 018 4 U ooos MH|AT} C1E 4 oDz
018 7H58t DDos MBI A8 AFHO| HESHO] TS TENAS FH|ots 22 B



3. CLDAP Reflection Attack

(1) CLDAP Reflection Attack 7 '&

CLDAP(Connection-less Lightweight Directory Access Protocol)O| 2t L{| E R 3 A0 A] C| 2
Ec|E HEAMI=85H7| ol At &l = ZEEZ0|C}

CLDAP Reflection Attack< CLDAP A{H{ & HIALAHE 280t S H O 2 A, LS|kt
Ol P2 AF L ElPE Sl CLDAP ME{ O Al B|E MM QI queryE B = | =0}
Lontzte ZAIYZIo 2 82l 22 S5o0|C}.

— oHd BAE ©OF — O/ Tro

CLDAP ME{Z} k1 QU= Z= Entry X Attribute 242 QETHCE CLDAP A H{ 7}
E B 2l 27 AL (555 56~ 70HH)

PN
k1
$0
rir
=
o
=3
ox
HL
N
5
mjo
4
i
olo
"
El

v DTGB3 BLIES.150.160 ma (1 9 gearchieg t(l) "a&n® MJQG

¢ OBLBS BRI BLISINIRE [P 154 frageented I? protocol (protoslP 17, of
)72 U RVRUN BLISA10  |IP4 1514 frageented IP pootecol (protoslP 17, of
-oADnBes BLWN  RRRK earchiastatry(1) "D seanchieslons

) Frame 91 60 bytes on wire (480 bits), 60 bytes captured (489 bits) on interface 8
' Ethernet 1T, Sec: Efalletwo 30:0f:dc (88:36:6¢:30:06:dc), Dst: Micro-S¢ ab:bd:18 (3:5¢:23:a0:4:18)
' Intermet Protocol Verson 4, Sec: 19,10, 187 2, Dst: 190.168.150.160
User Datagran Protocel, [Brc Port: 389 | st ort: 56758
v (omectionless Lightweight Directory Access Protocol
v | DMP¥essage searchlestatry(1) “G00DS" [1 result]
messagell: |
v protocoldp: seanchesEstry (4)
v searchiesttry

v attridgtes: 2 itess
Partialittribotelict iten comrentlise
) Partialittribetelist iten sebschesaSebentry

CLDAP 2 ™IS E I3 (M E)
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©

SAXE ALEO| QIH YO o= cLDAP MHE 2| S5 2 2 &
@ Lsxtelpz AF o O 2ot MHES2 Y2 7tsot B2 SH
If 2.2 BHS O] LI 7| 23l Search Entry Request I 2l S 2

(3 CLDAP AHHE2 27 Packetd] Lot SZE =

— —
N
L- O

CH
=]

El
El

k=3
o

122 Do A} Al AR 2

@ CHFZ2| CLDAP Response I{ZIO| L|SHA}C| A|ABRIOCZ MET|HA ||

Meo| 2| Y =S nZ AlF

I
5 - COE
S CLDAP A{H{
e M Rl Y

=7t
@ & LDAP/CLDAP S & ‘ 6
PA ; ] 0 e - ——
(@) < =3 > =59 © 7

S AR 104‘;\ CLDAP AH{ HAH P ot
EUX| P2 Qoges. 1.1.1.1 AR A}
SZHCH Y pel ‘o B
11112 Q% = E
CLDAP A{H{

CLDAP Reflection Attack 2 2|
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3)HS et

@ UDP I{Z] XtEHEH
«  CLDAP Reflection Attack T§ 2/ 2 UDP TEE 22 ARSI 389 2 =2 X| port 2 AFR
« CLDAPILDAPZ LHFOAMTH A5t Z2EZ0|EZ R ZREH SO0 2= CLDAP Response
mZlupp T2EESS AMESHH ZSLX| Port= 389H S ALE T2 KL
@ CLDAP 2|F =& <9l
= CLDAP Reflection Attacke 2|F0| =ZEZl CLDAPAMHEZ A2}
MHE R2FoCHH QR0 M 2K ZSt=F KtTHs|of St
2R U= = Yol oF gt

g

= 340|7| W{Z0f LpAp
O, 25 0|A LDAP HEIE

v' LDAP MH| 2| F - = =0l 2
- Idapsearch —x -h [A{E] IP] =s base

-E M QI E openEl AER

®3 DDoS O] A{H|A 0| &

= CLDAP Reflection Attack2 250 ZHH|7} U0 7| H EQA 3|MO| 2753 EBfm &S
ZISHH A= MH| A FHOj2 0|0 Y

« [}2}A] CLDAP Reflection Attackl| ZIFA QI XICHS Qs L= 7| HEXYA 3|M0| =22A

E2{To| AUE|Z] 0| A KHEFSH= 20| 74 20HH 2

» O|Z 2%l DDos YO MH|AE O[T LIS =

—

tu
=
|>
i
M
£
2
L
oot

X 7|l HERR ehEISeXtol et 0|8 = U=
0§ 7t5 ¢ DDos MH|AE AFHO| HESIO TS =
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o 20169 N SETO|2 AXYIIX| H 554 M DDeS S 40| AHE L= F2 34 RS StLt
o 2020 28, AwsO| 2020 127| Q¥ S&F = 10 A(Threat Landscape Report - Q1 2020)0f 2|5tH E
CLOAPS £ Ef WS o 70UiNtX| SEA|H 23Thps FEO| DDos BZ EHO| |
S| QACHT o1 g
o 7IE Doos BHE 7|7Hebps) TR BEES 20| LurHO|R|B, AL OIE (o) BAITH
&2tz 0 si74=0| O| & L-8SH7| AIZFSHHA E| 2k Thps) 1 22| DDeS S 4= LA
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PART 2 3R} ¥ niewet

4. SSDP Reflection Attack

(1) SSDP Reflection Attack 7H ‘&

SSDP(Simple Service Discovery Protocol)l= UPnP ZX|E EfAMS [ T2 AL L=
ZEEZEM HEIYS CHE TXE HALE L2[= g2 A
ssop ZE2E=2 W, Sw7| O/CIo, AOKETY, ZEH 5 &
T-d5H= 10T 77| 20| 22| AR |12 QUL

SSDP Reflection Attack= O|2{ 2t SSDP 7| 5= <
2XSt= Search FHZ B A, AF T E H|SHXIC| AH P2
7HA BtE= 34 7| HO|LCt,

——1T— O

> .
7 loT 7| 7|
%@%%{i"
% ’/’
@ o7 SSOP Search 28 @
. loT 7| 7|
BARE H
Sljal-xl |P% 6’5,.% N 1.1.1.1 A|—~g—I|—
DAY AF PO Q*r ~ ] 2°
o Ho IP2! S A %\g @
IRRRER-FS; =1ALE <
SMART
loT 7| 7|

SSDP Reflection Attack 2 2|

= Ao FSfet T 717 S0 S5 S =E

>-|>-|

O|sXto| P2 AFEEHTHCHS =t E Bt %%2 Eﬂggi O M2 3E Iz
Ot=0f LH7| 25K ssdp:all &2
@ T 717|122 8 B2 Search I 21 2| 2 7|2t H|W S &M O B2 37|02

ST AL WA AIAHOR MY (BS

@ CHrt22| SSDP Response I ZI=0| LSHAS| A|ARC 2 HHE[O]A |3
AM2Ee 3ld t9FE 14 A

) KOREA INTERNET &
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DDoS 22

S 710|1=

3)HS et

@ UDP L{Zl XtEHAEH

«  SSDP Reflection Attack If 7/ S UDP T2 E =2 AR5} 1900 2 =2 X| port2 AFR S

» User Datagram Protocol,| Src Port: 1980 Dst Port: 1025
v
v

~ [Expert Info (Chat/Sequence): HTTP/1.1 28@ OK\r\n]
[HTTP/1.1 208 OK\r\n]
[Severity level: Chat]
[Group: Sequence]
Response Version: HTTP/1.1
Status Code: 200
[Status Code Description: OK]
Response Phrase: 0K
Server: Custom/1.8 UPnP/1.8 Proc/Ver\rin
EXT:\r\n
Location: http:/; = ffe = (=& 4l /dyndev/uuid: 00027130 -dfcf-cfdf-3071-92000230cF0000\r\n
Cache-Control:max-age=1808\r\n
ST:urn:schemas-upnp-org:service:WANPPPConnection:1\r\n
USN:uuid:0002713@-dfcf-cfdf-3071-02000230cf0802: :urn: schemas-upnp-org:service:WANPPPConnection:1\r\n
Arin

SSDP Reflection Packet (24 =)

« SSDP Z2EE2 WHROME AMESIER AEE7| HE0 F=2FH S0{2+= ssop
Response I Zl(UDP Z2 EZ S AL SHH ZUX| Port= 1900H S A EH2 AT

@ 2% =5 7|7 geol

= SSDP Reflection Attack2 2|F0 =ZE 10T 7|7| &2 Y ES= 540|7| Z0 2AF0A
LHE2| 10T 7| 7| 22 M 26HA| SIS KtTtol{OF StH, Q& 2 LE7H= sspp Ecf & of i3t
DL HEO East

v’ SSDP == 29l AFO|E https://badupnp.benjojo.co.uk

(3 DDoS 0| MH|A 0|8

*  SSDP Reflection Attack2 2O FH|7t AOE 7| HERD 2/de| +&87ts¢h E&f
ZSHH 25 MH| A FOof 2 0jo

oF
=]

i
mjo

S|
+ O|Z ?I3l DDos HO| MH|AE 0|8 LHS Z=MAE ZH|SHOF &

¥ 7|Ye HEHYT 2tFISaXtol matA 0|82 4= A= Dhes MH| A7 CHE 4= ez
0|8 7t5¢t DDos MH|AE AT HESHY S Z2MAS TH|Ot:E As BT



o 10T7]7]2] AL 0| =740 [}2FA] SSDP Reflection =23 2| Q&A= H|2j|st0] S8t Q)
o 2020 AHEEZ| A1ONetworks £ 0 A{0f| O|SHH sSpp T2 EE0| & ZAHEHZ A

2502071 O &2| 71717k ¢8| SO0t 2 H=)

Top Tracked DDoS Weapons by Size

SSDP 2,581,384

SNMP 1,773,694

Portmap 1,761,687

ODNS Resolver 1,706,338

TFTP 1,409,121

Other Weapons: 3,221,760

2020'3 HHH7| SH K[ Top s
(ZX: A10Networks, The State of DDoS Weapons Report)

__________________________________________________________________________________________________________________
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5. Memcached Reflection Attack

(1) Memcached Reflection Attack 7H '&

Memcached A{H| A= LHZ 0| A DBE S A~ S
220 Oo|H & i dSt= MH[ALH LHEO

C| RO, “Key"et S £ “Data" S O ESt= L XO| Lt

Memcached Reflection Attacke O| 2|2t Memcached AM{H{ 2| 7|5
Y HIO|HE 7=t oF 20| R HE= request BE =

g3ds 29std
SfAtel P2 Hint 2 SEO| 7t B E= &4 7| - O|Ct.

-
===
’? 7
& o Memcached A H
'&“’\\ /’,
Q&Q\g’&”
e " Memcached 2% 5
(@]) =
RS M A
ZAR} 'b% “ emcached A H
L S
== Hl-xl IPE "égy ~
=9 .
22rh4 pol DA
11112 Y& ::"@
Memcached A H{

Memcached Reflection Attack ¥ 2|

O S4AE A0 Q[ 20 == El Memcached MH E2| 252 2t

@ ==t Memcached A/HS WA SH2Z A48T Keygt X Datadfs SE
(SAAE R0 M HO[HE 2ot I A Z == US

@ LoiAte| P2 AF Y oF = =tHGH
KeyztOll CH?t Datas 2

o Memcached A{E{ S O| Al AHHOf| ZE St

—
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@ Memcached MHE2 28 22 Keygtdt O E = Datadf=2 L[S AL
=
E

NECTEER=T =

(3) S et

@ ubpIfZl XtEHEH
= Memcached Reflection Attack If 22 UDP T2 EZ S AF2SIH 11211EHS ZSEX| Port2 AR

= Memcached= LHEO|MTH AMBSIEE HFE7| 20 EE2FEH QU= Memcached
Response I 2! (UDP Z2EZ S AL SIH ZUX| Port= 11211H S AHEEH2 AL

v User Datagram Protocol, Src Port: 11211, Dst Port: 8@
|Source Port: 112lﬂ

Destination Port: 80
Length: 1488
Checksum: ©x28el [unverified]
[Checksum Status: Unverified]
[Stream index: 76]
> [Timestamps ]
|Hemcache Protocol |

@026 9 9b 2b cb 00 50 20 1 00 00 00 @c 00 30 - -+ -P
0030 90 00 27 5d 4b 60 78 30 63 22 47 7c 32 27 28 66  --']K'x@ c"G|2"(f
0040 36 29 43 61 31 71 41 4d 6@ 4c 33 55 4d 28 57 4a  6)CalgAM " L3UM(WJ
0050 5d 44 47 38 de 37 47 43 2f 3f 75 de 72 32 73 38 ]DG8N7GC /?ulr2s@
0060 59 72 54 44 58 6@ 6b 41 74 64 7e 5b 70 41 60 34  YrTDX kA td~[pA°4
0070 3e 6e 77 56 65 35 56 78 6e 57 5d 55 41 4c 22 76  >muVeSVx nW]UAL"v
0050 76 44 46 79 4a 66 59 4a 6f 3e 54 4F 22 38 6e 31  wDFyIFYJ 05T0"8nl
0096 Sb 21 49 3b 54 21 32 7a 41 71 5b 39 31 68 50 79  [!1;T12z Aq[91hPy

Memcached Reflection Packet (44 )
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@ DDoS 0| MH|A 0|8

«  Memcached Reflection Attack= 2H0{ & H|7I QO 7| HEHA 2|Me =873 Ecf
S ZSHH Z= MH|A T E 0|0

1B

« [Of2FA] Memcached Reflection Attack2| & 10tA Q1 X}EHS QIS = 7| W ERK A 3| M0l 54
E2{Zio] AYUE|7| FOf| AR XHEFSH= 0] 74 2 0t Y

- O|Z 2%l DDos YO MH|AE O[T LS Z2 M A ZH|6HOf 2
X 7| g2 |-1|E°JEL 2 ZISEA0| WEtA 0[88 4= U= DDoS MH[ATF LS & A2 B2

0|8 7t5¢! DDos MBI AE AFTHO| HESHO LS Z2MAE TH|OtE As B

(3 Memcached A{H| 2| & == Xt¢t

v’ config Lt ¥ 2| optionaf HE

— [etc/sysconfigimemcached It & Of| A OPTION="(Z 2L &2=X}) 2ZIPCH " =7}t
v memcached “—I" F O A&

— memcached | “Z Z|PCH H~
v 156 HT0[H2 2 HO|E

— http:/lwww.memcached.org AtO| EE S5l XA HH HX|
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6. WS-Discovery Reflection Attack

(1) WS-Discovery Reflection Attack 7H &=

WS-Discovery A{H| A= 212 7|Ht 7| HE0| HEQA Z2IH 58 X522
HOtM A 4782 &t=5l=0 A8 El= MB|20|H, = WR HERR
(HIQTE{ SO M BF AP [ X|TF QIH IO ==E 0= ClEX 342
2 A&l

WS-Discovery Reflection Attack= & =< 7|8t 7|7
XML F SE HAIXZ ftEXHe 2 FEA
=g

A 2Es M noXyez
| =
oAt P2 CHt 2 SEO| 7t 2HE= 54 7| #O| L}

IS
e PHES ¥, &

Q
(@)=

WS-Discovery 7| 7|

WS-Discovery Reflection Attack & 2|

@ ﬂlﬁHXrOI P2 A%%'EF 2 2tE3 wsh AFE 77|20 xmeF SE

o
@ ZoF 7|7|152 STt QX0 CHSt St 2t 2 20| XML O 2 HAIX|2
OlsiRto| A|AE o 2 W&(SEE Z[Cf 500H0)5H] 3| M =S DZA|Z
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(3) O S et

@ UDP I{Zl AtEHEH
= WS-Discovery Reflection Attack T Z! 2 UDP T2 E 2 A3 370222 L X| port2 A2 S

= WS-Discovery Service= H| QIE{SI YO A TF At E|= ZEEEZ0|7|0f QEE2EFH 1YL= upp
T2 EZ(ELX] Port 37022 K+EHH OF B

v User Datagram Protocol, Src Port: 3782, Dst Port: 7491
|Source Port: 3?92'
Destination Port: 7491
Length: 1142
Checksum: 8x1749 [unverified]
[Checksum Status: Unverified]
[Stream index: 2667]
> [Timestamps ]
~ Data (1134 bytes)
Data: 3c3f786d6c2076657273696F623d22312e302220656e6361...
[Length: 1134]

WS-Discovery Reflection Packet (24 =)

@ WS-Discovery AFE 717| 52| 2| & =& 29

= WS-Discovery Reflection Attack= Li{ 5 Oj| A{ 2t MREIE WS-Discovery Z2EZ0| Q22 =& &4
L HIAH 2 28 & 7| IE0f 20| 2 = =5 sioF &

. GatewayS EI510] Q20 EASHE 7|7|7t =X BLEHE s{of 3tH, Q£ 2 a3
OutBound E 2 TS E L= CHALO] Q=X ZHOls|{of &
(3 DDoS 0| MH|A 0|8

= WS-Discovery Reflection Attack2 &0 FH| 7t QO = 7| L ERIT 2|12 +&7ts¢ct Ef
= ZISHH 2= MH|A FO0iZ 0|0

JH
2

« [2}A] WS-Discovery Reflection Attack2| Z 1} Q1 XtEHS @S 7| HEK R 3| M0 54 E
ST O] ARUE7| O AP XHEFSH= A 0] 74 2 A ¢

= O|Z 9/} DDos L0 MH|AE O| 8% CHS Z2 M AE F=H|Hof &

X 7192 HEHYIA SFISaXAt0 Wt 0|8 4= U= Dhes AH|ATF CHE 4 e Bz
0|8 7}5% DDos MH|AE AHHOf| HESHO I:H S ZEMNAE EHG= A2 HE



A

T

S4otef 23 E=x)

2 20193 = 2B BHX|E[7] A|ZFH D 2020 = 0f

4 4 224
2 9F 80Tt 74| P27t WS-Discovery S A 0| A2 E 5= U&= 7|72 =0l

Privaté

industryINOtification

FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

As early as December 2018, cyber actors began exploiting built-in network protocols® to carry
out destructive DDoS attacks against US networks. As recently as February 2020, cybersecurity
researchers identified new built-in network protocol vulnerabilities that have not yet been
exploited, but increase the attack surface. This is based on open-source evidence of host-based,
mobile, and Internet of Things (loT) device protocol exploitation, resulting in amplification
attacks in networked environments.

e In February 2020, UK security researchers identified a vulnerability in the built-in
network discovery protocols of Jenkins servers—free, open source, automation servers
used to support the software development process that cyber actors could exploit to
conduct DDoS amplification attacks — according to open source reporting. Researchers
estimated cyber actors could use vulnerable Jenkins servers to amplify DDoS attack
traffic 100 times against the online infrastructure of targeted victims across sectors.

* In October 2019, cyber actors exploited the Apple Remote Management Service (ARMS),
a part of the Apple Remote Desktop (ARD) feature, to conduct DDoS amplification
attacks, according to open source reporting. With ARD enabled, the ARMS service
started listening on port 3283 for incoming commands to remote Apple devices, which
attackers used to launch DDoS amplification attacks with a 35.5:1 amplification factor.
ARD is used primarily to manage large fleets of Apple Macs by universities and
enterprises.

* In May and August 2019, cyber actors exploited the Web Services Dynamic Discovery
(WS-DD) protocol to launch more than 130 DDoS attacks, with some reaching sizes of
more than 350 Gigabits per second (Gbps), in two separate waves of attack, according
to open source reporting. Later the same year, several security researchers reported an
increase in cyber actors’ use of non-standard protocols and misconfigured loT devices to
amplify DDoS attacks, according to separate open source reporting. loT devices are
attractive targets because they use the WS-DD protocol to automatically detect new
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7. ARMS Reflection Attack

(1) Apple Remote Management Service Reflection Attack / k=

ARMS+= Appleiit 7| 7|(mac 0S)E 2| &4 MO 7 I%
EF 21 A X0 =2 EZZ A| TCP/UDP 3283 Por

o
fo
2

_I-(')_I-

rﬁm
0|D
_O'_l'
[

ARMS Reflection Attack= I| S At2| IPE2 *H*XI IPE

= HASHS 3o Apple Mac Z 1+
HE MCE JAA4HS 2¥ = B, S0t2= S Packet2 LSHA} A|AHE
O HIfjE 347|¥olCt,

”zl 0%00“’
& Mac 0S
& S XA A =7¢
U ,;RMS Request - " ARMS Response 6
(&) = — >

==+-@ --
: =(a oy
- e Mac 0S
o

e A 1P Ut
e S 2
o ey .y ‘ g 1.1.1.1 AR R}
SAY A Ipel - RS
11112 Q& N
Mac 0S
ARMS Reflection Attack 2! 2|

OEELE
@ SAXt= A0 QI 20| ===l Appleiit 7| 7| 22| S EZ &
@ LAt P2 AFEot

st & st El 7| 7| S0 A CHFO| request T2l 2
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A Call to ARMS: Apple Remote
Management Service UDP
Reflection/Amplification DDoS
Attacks

Key Takeaways:

* A new UDP reflection/amplification DDoS vector is observed in the wild.
* The surprising nature of the abusable reflectors/amplifiers.

* Recommended DDoS Defense and Best Current Practices (BCPs) for ARMS.
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8. CoAP Reflection Attack
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9. Jenkins Reflection Attack

(1) Jenkins Reflection Attack 7l ‘&
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Network-layer DDoS attacks: Top emerging threat vectors

Emerging attack vectors
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10. 7| E} Reflection Attack

(1) SNMP Reflection Attack
@® U

= SNMP(Simple Network Management Protocol) & XS 2 EtAF 7|7|2 483 SHALEAN
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(4) SYN/ACK Reflection Attack
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X &N FAHHINSH ZSEE (B X : us-cert.cisa.gov, NSFOCUS)

(= S O =
ZREE ZEHS (uP) SEEM)
DNS 53 28 ~ 54
NTP 123 556.9
SNMPv2 161 6.3
NetBIOS 137 38
SSoP 1900 30.8
Chargen 19 358.8
QoTD 17 140.3
BitTorrent 6881 38
Kad 751 16.3
Quake Netwaork Protacol 27960 63.9
Steam Protacaol 27015 55
Multicast DNS (mDNS) 5353 2~10
RIPv1 520 131.24
Portmap(RPChind) m 7~ 28
LDAP 389 46 ~ b5
CLDAP 389 56 ~ 70
TFTP 69 60
Memcached 11211 10,000 ~ 51,000
WS-Discovery 3702 10 ~ 500
ARMS 3283 5 ~ 355
COAP 5683 10 ~ 50
Jenkins 33848 100
DDoS 3% 49
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1. SYN Flooding

(1) SYN Flooding 7H 'S
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Network-layer DDoS attacks: Distribution by top attack vectors
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2. ACK Flooding

(1) ACK Flooding 7H ‘&
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3. DNS Query Flooding

(1) DNS Query Flooding 7} '&
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